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17  September  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 


SUBJECT:  Appointment  of  Defense  Security  Expert  Consultant-  U.S.  v.  PFC  Bradley  Manning 


I  appoint  Mr.  Charles  Ganiel,  U.S.  Army  Test  and  Evaluation  Command,  as  an  expert  consultant 
in  security  matters  for  the  defense  in  the  above-named  case.  I  further  direct  that  Mr.  Ganiel  be 
designated  a  member  of  the  defense  team  under  U.S.  v.  Toledo.  25  M.J.  270  (C.M.A.  1987)  and 
Military  Rule  of  Evidence  502.  This  expert  appointment  is  at  no  expense  to  the  United  States 
beyond  mileage  reimbursement,  if  applicable. 
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17  September  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Preliminary  Classification  Review  of  the  Accused’s  Mental  Impressions  -  U.S  v. 
PFC  Bradley  Maiming 


1 .  According  to  your  four  requests,  dated  25  August  20 1 0,  26  August  20 1 0,  3  September  2010 
(Expert),  and  3  September  2010  (Defense  Team),  the  accused’s  mental  impressions  are 
potentially  classified  TS/SCI,  which  would  require  defense  counsel,  the  RCM  706  board,  and 
any  defense  expert  to  possess  security  clearances  at  the  TS/SCI  level,  in  order  to  allow  the 
accused  to  fully  participate  in  his  defense  and  board. 

2.  Order.  No  later  than  24  September  2010  and  absent  an  extension  by  me,  the  accused  is 
ordered  to  meet  with  your  security  expert  consultant  and  disclose  the  classified  information,  he 
wishes  to  discuss  with  you,  the  defense  team,  his  detailed  behavioral  health  providers,  and  the 
RCM  706  board.  Your  security  expert  will  take  notes  and  conduct  a  preliminary  classification 
review  of  this  information. 

3.  Preliminary  Classification  Review.  No  later  than  4  October  2010  and  absent  an  extension 
by  me,  the  defense  security  expert  consultant  will  conduct  his  preliminary  classification  review 
of  the  information  and  provide  you  and  the  Trial  Counsel  with  a  brief  summary  of  the  review, 
without  releasing  any  privileged  and  substantive  information  from  the  accused’s  disclosures. 

4.  Should  the  defense  expert  initially  classify  the  disclosed  information  at  a  level  above  Secret, 
the  United  States  will  continue  to  work  diligently  to  comply  with  your  requests  to  have  defense 
counsel,  the  defense  expert,  and  the  RCM  706  board  fully  cleared  to  discuss  classified  matters 
with  the  accused. 

5.  The  notes  from  the  defense  security  expert’s  meeting  with  the  accused  will  remain  privileged 
and  be  turned  over  to  you  at  the  conclusion  of  the  preliminary  review,  subject  to  any  security 
concerns  that  may  be  raised  by  the  information. 
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28  September  2010 


MEMORANDUM  THRU  Staff  Judge  Advocate.  Office  of  the  Staff  Judge  Advocate.  US  Arm> 
Military  District  of  Washington.  Fort  Lesley  J.  McNair.  Washington  D.C.  30219 

FOR  Commander.  US  Armv  Garrison.  Joint  Base  M ye r- Henderson  Hall.  Fort  Myer.  Virginia 

22211 

SUBJECT:  Preliminary  Classification  Review  of  the  Accused's  Mental  Impressions  -  United 
States  v.  PFC  Bradley  Manning 


1 .  The  defense  has  receixed  your  superseding  preliminary  classification  order  dated  22 
September  2010.  The  defense  has  discussed  this  order  with  PFC  Bradley  Manning  and  with  the 
defense  appointed  security  expert.  Mr.  Charles  Ganiel. 

2.  Based  upon  the  defense's  discussions  with  Mr.  Ganiel.  the  preliminary  classification  review 
cannot  be  started  until  the  following  issues  have  been  resolved: 

a.  Approved  Facility:  Mr.  Ganiel  does  not  believe  that  the  Quanlieo  Confinement  Facility 
has  the  required  area  in  order  to  speak  to  PFC  Manning  about  an>  classified  information. 
Specifically,  for  any  Sensitive  C'onipartmented  Information  fSCl).  the  discussion  and  storage  ot 
the  information  received  must  be  in  a  facility  that  meets  the  structural  and  security  requirements 
for  a  Sensitive  Compartmemed  Information  Facility  (SCIF).  SCI  material  cannot  be  viewed  or 
discussed  unless  in  a  SC1F  in  accordance  with  DoD  5I05-21-M-1.  chapter  3.  page  3-U  paragraph 
A(4).  Therefore,  unless  Mr.  Cianie:  conducts  his  discussions  with  PFC  Manning  in  an  approved 
SCIF.  he  will  not  be  able  to  begin  his  preliminary  classification  review. 

b.  Limited  Access:  It  is  likely  that  PFC  Manning's  access  to  classified  information  has  been 
suspended  due  to  the  preferred  charges.  Mr.  Ganiel  will  not  be  able  to  discuss  or  validate  any 
classified  information  with  PFC  Manning  unless  PFC  Manning  is  given  an  interim  clearance. 
Additionally.  PFC  Manning  will  not  have  access  to  any  secured  sites,  specifically  a  SCIF,  unless 
he  has  the  requisite  security  clearance.  See  DoD  5 1 05-2 1  -M- 1 . 

c.  Storage:  Mr.  Ganiel  will  need  the  government  to  provide  him  with  a  Government  Service 
Administration  (GSA)  approved  security  container  to  store  Secret  and  Confidential  information. 
Additionally.  Mr.  Ganiel  will  need  the  same  GSA  approved  security  container  with  the  requisite 
additional  security  precautions  for  the  storage  of  Top  Secret  information  in  accordance  with 
Army  Regulation  380-5.  chapter  7.  paragraph  7-4.  Finally.  Mr.  Ganiel  will  need  to  have  access 
to  a  SCIF  to  store  any  Special  Access  Program  (SAP)  or  SCI  information  in  accordance  with 
DoD  5 105-21  -M-l.  chapter  3.  page  3-10. 

d.  Verification:  Anything  revealed  to  Mr.  Ganiel  has  to  be  verified  before  he  can  make  a 
determination  whether  it  is  classified  and.  if  necessary,  its  level  of  classification.  This  is  a  time 
consuming  process  that  Mr.  Ganiel  does  not  believe  can  be  completed  within  the  time 
restrictions  listed  in  the  preliminary’  classification  review  order. 
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e.  Additional  Security  Expert:  Given  the  task  required  by  the  preliminary  classification 
review  order.  Mr.  Ganiel  has  requested  that  an  additional  security  expert  be  appointed  to  the 
defense  team.  Mr.  Ganiel  believes  that  the  additional  expert  will  help  expedite  the  process  by 
assisting  him  in  reviewing  the  information,  conducting  document  verification,  conducting 
document  preparation,  and  by  providing  a  second  opinion  regarding  information  that  is  either 
SCI  or  is  part  of  a  SAP. 

3.  The  POC  is  the  undersigned  at  t401'|  744-3007  or  by  e-mail  at 
coombs:a armycourtmartialdefense.com. 


Civilian  Defense  Counsel 
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22  September  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Preliminary  Classification  Review  of  the  Accused’s  Mental  Impressions  -  U.S  v. 
PFC  Bradley  Manning 


1 .  According  to  your  four  requests,  dated  25  August  2010, 26  August  2010,  3  September  2010 
(Expert),  and  3  September  2010  (Defense  Team),  the  accused’s  mental  impressions  are 
potentially  classified  TS/SCI,  which  would  require  defense  counsel,  the  RCM  706  board,  and 
any  defense  expert  to  possess  security  clearances  at  the  TS/SCI  level,  in  order  to  allow  the 
accused  to  fully  participate  in  his  defense  and  board. 

2.  Order.  No  later  than  8  October  2010  and  absent  an  extension  by  me,  the  accused  is  ordered 
to  meet  with  your  security  expert  consultant  and  disclose  the  classified  information  the  accused 
wishes  to  discuss  with  you,  the  defense  team,  his  detailed  behavioral  health  providers,  and  the 
RCM  706  board.  Your  security  expert  will  take  notes  and  conduct  a  preliminary  classification 
review  of  this  information. 

3.  Preliminary  Classification  Review.  No  later  than  two  weeks  after  the  accused’s  final 
interview  and  absent  an  extension  by  me,  the  defense  security  expert  consultant  will  conduct  his 
preliminary  classification  review  of  the  information  and  provide  an  unclassified  written  response 
to  the  following  questions: 

a.  Is  the  information  provided  by  the  accused  classified  at  a  level  above  Secret  ("Yes  "  or 
"No")? 

b.  If  any  of  the  information  provided  by  the  accused  is  classified  above  Secret,  does  any  of  the 
information  fall  within  SCI  compartments,  and  if  so,  what  compartments ? 

4.  Should  the  defense  expert  initially  classify  the  disclosed  information  at  a  level  above  Secret, 
the  United  States  will  continue  to  work  diligently  to  comply  with  your  requests  to  have  defense 
counsel,  the  defense  expert,  and  the  RCM  706  board  fully  cleared  to  discuss  classified  matters 
with  the  accused.  I  will  also  make  a  determination  on  whether  to  authorize  the  accused  to 
disclose  his  classified  information  to  the  RCM  706  board  and  his  behavioral  health  providers. 

5.  The  notes  from  the  defense  security  expert's  meeting  with  the  accused  will  remain  privileged 
and  be  turned  over  to  you  at  the  conclusion  of  the  preliminary  review,  subject  to  any  security 
concerns  that  may  be  raised  by  the  information.  Under  no  circumstances  should  your  security 
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expert  consultant  release  any  privileged  or  substantive  information  from  the  accused’s 
disclosures  to  anyone  outside  of  the  defense  team. 

6.  The  sole  purpose  of  this  preliminary  classification  review  is  to  provide  the  defense  and  United 
States  with  a  basis  for  granting  security  clearances  to  the  defense  team  and  the  accused’s 
behavioral  health  providers,  and  determining  the  appropriate  level  of  classification  for  the  RCM 
706  board.  This  preliminary  classification  review  is  not  a  substitute  for  an  official  classification 
review  conducted  by  an  original  classification  authority  (OCA)  or  an  official  designated  by  an 


OCA. 


7.  This  order  supersedes  my  order  dated  17  September  2010. 


COFFMAN,  JR. 
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DEPARTMENT  OF  THE  ARMY 

JOINT  BASE  MYER -HENDERSON  HALL 
204  LEE  AVENUE 

FORT  MYER,  VIRGINIA  22211-1139 


12  OCT 


MEMORANDUM  FOR  Mr.  David  h.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Appointment  of  Additional  Defense  Security  Expert  Consultant  U.S.  v  PEC 
Bradley  Manning 


In  response  to  your  rci|uesl  for  an  additional  security  expen  dated  28  September  2010. 1  appoint 
Mr.  Cassius  N.  Hall.  U.S  Anny  Intelligence  and  Security  Command,  as  an  additional  expert 
consultant  in  security  matters  for  the  defense  in  the  above-named  case.  I  further  direct  that  Mr. 
Hal!  be  designated  a  member  of  the  defense  team  under  U.S.  v.  Toledo.  25  M.J.  270  (C  M  .  A. 
1987)  and  Military  Rule  of  Evidence  502.  This  expert  appointment  is  at  no  expense  to  the 
United  States  beyond  mileage  reimbursement,  tf  applicable. 

CARL  R.  COFFMAN.  JR 
COL  AY 
Commanding 
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25  October  201 1 


MEMORANDUM  FOR  Mr.  David  Coombs,  Civilian  Defense  Attorney 

SUBJECT :  Presentation  of  Prosecution's  Case  -  United  States  v.  PFC  Bradley  Manning 


1 .  PURPOSE.  As  previously  discussed  and  to  assist  in  the  disposition  of  this  case,  the  United 
States  is  willing  to  present  the  evidence  supporting  the  charges  against  the  accused  and  propose 
potential  plea  terms.  This  memorandum  sets  out  the  agreement  for  the  meeting  scheduled  for  8-9 
November  2011. 

2.  GROUND  RULES.  The  United  States  invites  the  accused,  defense  attorneys,  defense 
computer  experts,  and  defense  security  experts  to  attend  the  meeting,  and  it  is  within  your 
discretion  to  decide  which  of  them  will  attend.  The  United  States  expects  only  the  four 
prosecutors  to  be  present  and  the  presentation  will  primarily  be  in  the  form  of  PowerPoint  (PPT). 
Because  we  want  the  meeting  and  presentation  to  be  as  productive  as  possible  and  a  useful  and 
efficient  vehicle  to  understand  the  classified  evidence,  the  following  ground  rules  will  apply: 

a.  No  statements  made  by  the  prosecutors  in  connection  with  the  presentation  of  the 
prosecution's  case  and  discussion  of  a  plea  shall  be  used  in  any  way  by  the  defense  in  any 
judicial  proceeding  related  to  this  case,  including,  but  not  limited  to,  any  pre-trial,  trial, 
sentencing,  appellate,  and/or  post -conviction  proceeding,  whether  or  not  such  judicial 
proceedings  are  classified.  Moreover,  neither  statements  made  by  the  prosecutors  in  connection 
with  the  presentation  of  its  case,  statements  made  by  the  prosecutors  in  connection  with  plea 
negotiation,  nor  the  PPT  shall  be  discoverable.  The  defense,  however,  may  make  derivative  use 
of,  and  may  pursue  any  investigative  leads  suggested  by,  statements  made  in  the  meeting. 

b.  The  United  States  docs  not  expect  to  use  the  PPT  presentation  as  evidence  at  the  Article 
32  investigation  or  trial.  Therefore,  we  will  not  provide  a  copy  of  the  PPT  to  the  defense.  You 
may  take  notes  during  the  presentation,  but  given  the  classified  nature  of  the  information  being 
discussed,  any  notes  must  be  handled  in  accordance  with  their  classification  level  and  the 
applicable  Protective  Orders  and  Handling  and  Use  Orders. 

c.  There  will  not  be  a  question  and  answer  session  with  regard  to  the  matters  presented. 

3.  ACCUSED'S  PARTICIPATION.  If  you  decide  not  to  include  the  accused  in  this  meeting, 
but  later  decide  that  it  would  be  beneficial  for  the  accused  to  receive  the  same  presentation,  the 
United  States  will  immediately  coordinate  the  accused  receiving  the  briefing.  The  same  ground 
rules,  listed  above,  will  apply  to  the  subsequent  meeting. 
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4.  ACKNOWLEDGMENT.  If  you  would  like  to  go  forward  with  the  proposed  meeting, 
please  have  all  attendees  sign  the  enclosure.  Once  signed,  please  return  the  original  to  us  and 
retain  a  copy  for  your  files. 

5.  CLASSIFIED  EVIDENCE.  Once  the  prosecution  received  the  appropriate  OCA  approvals, 
it  will  continue  to  work  actively  and  diligently  to  ensure  timely  release  of  all  possible 
information  to  the  defense  so  their  ability  to  represent  and  potentially  defend  their  client  will  be 
in  no  way  impaired.  This  proposed  meeting  is  not  intended  to  impede  this  release  and  any  such 
release  will  occur  irrespective  of  this  meeting. 

6.  The  point  of  contact  for  this  request  is  the  undersigned. 


as 


Enel 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 


CF: 

Senior  Defense  Counsel 


e 


Acknowledgment  by  the  Defense 

I  have  read  and  understand  the  Presentation  of  Prosecution's  Case  Memorandum,  dated  26 
October  2011.  I  agree  to  comply  with  the  provisions  thereof.  Furthermore,  I  understand  that 
neither  I  nor  any  member  of  the  defense  team  will  in  any  way  use  the  statements  of  the 
prosecution  presented  during  the  presentation  of  the  prosecution's  case  and  discussion  of  a  plea 
as  evidence  in  the  Article  32  investigation  or  any  judicial  proceedings  related  to  this  case. 


David  Coombs 

Date 

Matthew  Kemkes 

Date 

Paul  Bouchard 

Date 

Joshua  Tooman 

Date 

Erik  Lakes 

Date 

Trent  Struttman 

Date 

Charles  Ganiel 

Date 

Cassius  Hall 

Date 
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From:  coofnbs(S)armvcourtmartialdefense.com 

To:  Morrow  UI,  JoDean.  CPT  USA  JFHO-NCR/MDW  5JA 

Cc:  Matthew  KerpKe5;  Paul  .Baushard;  Rose.Luke  CPT  USD-C  SJA  Chief.Militarv  Justice:  Habertand.  John  CFT  USA 

Regimental  Mge  Advooete;  ZimmeniaaiL  Sera,  J,  SOT  USA  JFHQ-  ncr/MDW  SJA;  Autry,  Carolyn  D  Ms  civ 
JFHQ-NCR/MDW  SJA:  Fein,  Ashden  CPT  USA  JFHO-NCR/MDW  SJA 
Subject:  RE:  PCRO  Update  (UNCLASSIFIED) 

Date:  Thursday,  October  21,  2010  8:50:02  AM 


Joe, 

I  met  with  Mr.  Hall  and  Mr.  Ganiel  yesterday.  They  would  like  to  start  their  work  by  meeting  with  PFC 
Manning  at  the  FIU  next  Wednesday  (27  October)  at  1000.  They  anticipate  this  first  meeting  to  last 
approximately  three  hours.  This  is  the  only  meeting  that  they  want  to  schedule  for  the  first  week. 

Based  upon  this  meeting,  they  will  be  in  a  better  position  to  determine  how  many  additional  meetings 
may  be  necessary  and  an  estimated  time-line  for  the  verification  process. 

Mr.  Hall  and  Mr.  Ganiel  have  requested  the  following  additional  information: 

a)  A  POC  at  the  FIU  -  with  a  phone  number  to  ensure  the  necessary  arrangements  have  been  made  for 
the  PCR.  I  will  let  Mr.  Hall  and  Mr.  Ganiel  know  that  the  FIU  needs  their  full  names  and  social  security 
numbers.  I  believe  they  would  like  to  give  this  information  directly  to  the  POC  at  the  FIU  instead  of 
going  through  multiple  layers; 

b)  Do  the  guards  from  the  confinement  facility  understand  that  they  cannot  be  inside  the  room  with 
PFC  Manning  during  the  meeting  with  Mr.  Hall  and  Mr.  Ganiel?  What  arrangements  have  been  made  to 
ensure  that  this  is  not  an  issue; 

c)  PFC  Manning's  training  records; 

d)  Any  documentation  PFC  Manning  has  signed  dealing  with  information  security; 

e)  A  list  of  all  a  that  PFC  Manning  has  been  read  in  on; 

f)  A  list  of  any  refresher  training  PFC  Manning  has  received; 

g)  A  list  of  any  in-country  training  PFC  Manning  has  received; 

h)  Who  was  the  security  manager  at  the  time  for  the  TSCIF  PFC  Manning  worked  in  and  can  you  give 
Mr.  Ganiel  and  Mr.  Hall  contact  information  for  this  person; 

i)  What  was  the  SOP  for  the  TSCIF  PFC  Manning  worked  in; 

j)  What  kind  of  entry/exit  inspections  were  performed  at  the  TSCIF; 

k)  A  copy  of  the  Security  Classification  Guide  for  the  TSCIF; 

With  regards  to  the  five  discs  that  were  previously  given  to  the  defense.  These  discs  will  likely  assist  in 
the  verification  process.  Mr.  Ganiel  and  Mr  Hall  would  like  to  know  if  these  discs  are  classified  or  not? 

If  so,  who  classified  the  discs?  What  is  the  highest  level  of  classification  for  the  information  on  the 
discs?  If  the  classification  is  unknown  or  uncertain,  Mr.  Hall  and  Mr.  Ganiel  would  need  to  have  a 
stand-alone  system  provided  to  them  classified  at  TS-SCI  (laptop  with  removable  hard  drive)  for  them 
to  review  the  information  on  the  five  discs. 

Let  me  know  if  you  have  any  questions  or  concerns. 

Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

45  North  Main  Street,  5th  Floor 

Fall  River,  MA  02720 

Direct  Dial:  (401)  744-3007 

Office:  (508)  674-6006 

Fax:  (508)  324-9896 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com <http://www.armvcourtmartialdefense.com/> 


***Confidentiality  Notice:  This  transmission,  including  attachments,  may  contain  confidential  attorney- 


client  information  and  is  intended  for  the  person(s)  or  company  named.  If  you  are  not  the  intended 
recipient,  please  notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure,  copying  or  use  of  this 
information  may  be  unlawful  and  is  prohibited.*** 


. Original  Message . 

Subject:  RE:  PCRO  Update  (UNCLASSIFIED) 

From:  "Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA" 

<  JoDean.  Morrow@jfhqncr.  northern  mil  > 

Date:  Wed,  October  20,  2010  3:39  pm 

To:  <coombs@armycourtmartialdefense.com>,  "Fein,  Ashden  CPT  USA 
JFHQ-NCR/MDW  SJA"  <Ashden. Fein@jfhqncr.northcom.mil> 

Cc:  "Matthew  kemkes"  <matthew.kemkes@us.army.mil>,  "Paul  Bouchard" 
<paul.r.bouchard@mnd-b.army.mil>,  "Rose, Luke  CPT  USD-C  SJA 
Chief,Military  Justice"  <luke.rose@mnd-b.army.mii>,  "Haberland,  John  CPT 
USA  Regimental  Judge  Advocate"  <john.haberland@conus.army.mil>, 
"Zimmerman,  Sara  J.  SGT  USA  JFHQ-  NCR/MDW  SJA" 
<Sara.Zimmerman@jfhqncr.northcom.mil>,  "Autry,  Carolyn  D  Ms  CIV 
JFHQ-NCR/MDW  SJA"  <Carolyn.Autry@jfhqncr.northcom.mil> 

Classification:  UNCLASSIFIED 
Caveats:  FOUO 

Sir, 

Please  send  your  expert’s  thoughts  on  timing  and  when  they  are  ready  to  start 
so  we  can  plan  the  first  of  multiple  meetings  (I  assume).  The  rehearsal  went 
well  and  the  JBM-HH  DES  is  ready  to  transport  PFC  Manning  from  Quantico 
directly  to  the  FIU.  The  FIU  is  ready  to  receive  PFC  Manning,  except  we  will 
need  to  obtain  the  Full  Name  and  SSN  of  your  experts  -  please  send  at  your 
earliest  convenience.  There  are  currently  no  date  or  time  restrictions, 
although  we  would  like  to  knock  out  the  physical  meetings  during  the  week, 
but  can  possibly  coordinate  weekends,  if  needed.  If  the  review  process  ends 
up  taking  more  than  two  weeks,  then  please  send  a  request  a  few  days  out  so 
we  can  present  it  to  the  CA  for  his  approval/disapproval  of  an  extension. 

As  for  a  request  for  delay  to  start  the  PCR:  Based  on  the  PCRO,  dated  22  Sep 
10,  your  security  expert  consultant(s)  were  directed  to  start  meeting  with 
the  accused  NLT  8  Oct  10,  absent  an  extension  by  the  CA.  Subsequently  your 
security  expert,  through  you,  requested  an  additional  expert,  storage 
facilities,  and  ultimately  a  SCIF.  The  CA  acted  on  that  request  on  12  Oct 
10.  I  do  not  think  the  defense  needs  to  request  the  extension  as  required  by 
the  PCRO  because  the  subsequent  order  dated  12  Oct  10  essentially  grants  a  de 
facto  extension.  Your  security  experts  started  to  coordinate  to  meet  ASAP 
with  the  accused  and  we  are  coordinating  that  meeting  for  you,  as  per  the  12 
Oct  10  order. 

We  are  not  sure  how  lines  got  crossed  with  COL  Benedek.  We  were  under  the 
impression  that  he  had  been  detailed  to  the  case  by  Dr  (COL)  Ricky  Malone, 
Chief,  Forensic  Psychiatry  for  DoD  and  the  USA.  It  is  possible  that  COL 
Benedek  was  confused  about  the  Defense  vs.  Prosecution  team. 

CPT  John  Haberland  (CCed)  is  the  main  POC  from  the  prosecution  team  for 
coordinating  with  FIU  and  the  escorts  for  PFC  Manning.  Please  send  the 
information  requested  above  (full  name  and  SSN  of  defense  experts)  to  him  so 
he  may  pass  along  the  info  to  the  FIU. 


Thanks. 


Ashden 


CPT  Joe  Morrow 
Trial  Counsel 

US  Army  Military  District  of  Washington 
Phone:  202-685-4902 

NIPR:  jodean.morrow@jfhqncr.northcom.mil 
SIPR:  jodean.morrow@jfhqnCT.northcom.smil.mil 


- Original  Message . 

From:  coombs@armycourtmartialdefense.com 
rmailto:coombs@armvcourtmartialdefense.coml 

Sent:  Tuesday,  October  19,  2010  1:48  PM 
To:  Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA 

Cc:  Matthew  kemkes;  Paul  Bouchard;  Rose, Luke  CPT  USD-C  SJA  Chief, Military 
Justice;  Haberland,  John  CPT  USA  Regimental  Judge  Advocate;  Zimmerman,  Sara 
J.  SGT  USA  JFHQ-  NCR/MDW  SJA;  Autry,  Carolyn  D  Ms  CIV  JFHQ-NCR/MDW  SJA; 
Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA 
Subject:  RE:  PCRO  Update 

Ashden, 

I  spoke  with  Mr.  Hall  and  Mr.  Ganiel.  I  am  meeting  with  them  tomorrow  to 
discuss  the  PCR  and  their  anticipated  time-line  for  their  work.  After  my 
discussion,  I  will  give  you  more  information  on  when  they  will  be  ready  to 
start  their  review.  How  did  the  rehearsal  go?  Who  will  be  the  POC  for  the 
movement  of  PFC  Manning?  How  often  during  any  given  week  can  Mr.  Ganiel  and 
Mr.  Hall  meet  with  PFC  Manning  at  the  FIU?  Are  there  any  day/time 
restrictions  on  their  meetings? 

Both  Mr.  Hall  and  Mr.  Ganiel  believe  that  a  two-week  time  period  is 
unrealistic  to  complete  the  verification  process.  Does  the  CA  have  a  date 
that  he  would  like  the  investigation  to  either  be  completed  or  for  the 
defense  experts  to  submit  justification  for  additional  time? 

On  an  unrelated  note,  I  spoke  with  COL  Benedek  last  week.  He  was  unaware  of 
his  pending  appointment  to  the  defense  team.  He  told  me  that  he  believed  he 
could  act  as  the  defense  appointed  expert,  but  that  he  would  need  speak  to 
his  boss  to  be  sure.  I  haven't  heard  back  from  him  yet. 


Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

45  North  Main  Street,  5th  Floor 

Fall  River,  MA  02720 

Direct  Dial:  (401)  744-3007 

Office:  (508)  674-6006 

Fax:  (508)  324-9896 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com  <  httD://www.armvcourtmartialdefense.com/  > : 

♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments,  may 
contain  confidential  attorney-client  information  and  is  intended  for  the 
person(s)  or  company  named.  If  you  are  not  the  intended  recipient,  please 
notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure,  copying  or 
use  of  this  information  may  be  unlawful  and  is  prohibited.*** 
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- Original  Message - 

Subject:  PCRO  Update 

From:  "Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA" 

<  Ashden .  Fei  n@jfhqncr.  northcom .  mil  > 

Date:  Tue,  October  19,  2010  10:29  am 

To:  <coombs@armycourtmartialdefense.com >,  "Morrow  III,  JoDean,  CPT 
USA 

JFHQ-NCR/MDW  SJA"  <JoDean.Morrow@jfhqncr.northcom.mil> 

Cc:  "Matthew  kemkes"  <matthew.kemkes@us.army.mil>,  "Paul  Bouchard" 
<paul.r.bouchard@mnd-b.army.mil>,  "Rose, Luke  CPT  USD-C  SJA 
Chief, Military  Justice"  <luke.rose@mnd-b.army.mil>,  "Haberland,  John 
CPT 

USA  Regimental  Judge  Advocate"  <john.haberland@conus.army.mil>, 
"Zimmerman,  Sara  J.  SGT  USA  JFHQ-  NCR/MDW  SJA" 
<Sara.Zimmerman@jfhqncr.northcom.mil>,  "Autry,  Carolyn  D  Ms  CIV 
JFHQ-NCR/MDW  SJA"  <Carolyn.Autry@jfhqncr.northcom.mil> 

Sir, 

Have  you  been  able  to  speak  with  your  security  experts  and  see  when 
they  will 

be  ready  to  start  the  review.  The  rehearsal  for  PFC  Manning's 
movement  from 

Quantico  Brig  to  the  FIU  and  procedures  within  FIU  should  be 
completed  this 

morning.  After  that  we  will  be  ready  to  schedule  the  first  of  however 
many 

meeting  need  to  occur  for  your  team.  Thank  you. 
v/r 

Ashden 


Ashden  Fein 
CPT,  JA 

Chief,  Military  Justice 

U.S.  Army  Military  District  of  Washington  (MDW) 
COMM:  202-685-4903  (DSN  325) 

CELL:  202-450-8230 

NIPR:  ashden.fein@jfhqncr.northcom.mil 

SI  PR:  ashden.fein@jfhqncr.northcom.smil.mil 


. Original  Message - 

From:  coombs@armycourtmartialdefense.com 
[mailto:coombs@armvcourtmartialdefense.CQm1 

Sent:  Thursday,  October  14,  2010  12:41  PM 

To:  Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA 

Cc:  Matthew  kemkes;  Paul  Bouchard;  Rose, Luke  CPT  USD-C  SJA 

Chief, Military 

Justice;  Haberland,  John  CPT  USA  Regimental  Judge  Advocate; 

Zimmerman,  Sara 

J.  SGT  USA  JFHQ-  NCR/MDW  SJA;  Autry,  Carolyn  D  Ms  CIV  JFHQ-NCR/MDW 
SJA;  Fein, 

Ashden  CPT  USA  JFHQ-NCR/MDW  SJA 


* 


Subject:  RE:  CA  Actions  (US  v.  Manning)  (UNCLASSIFIED) 

Joe, 

I  am  not  for  sure  at  this  point,  however,  I  don't  see  why  they 
couldn't  begin 

their  work  as  soon  as  the  transportation  piece  is  resolved.  I  will 
speak 

with  Mr.  Hall  and  Mr.  Ganiel  and  get  back  with  you. 


Best, 

David 


David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

45  North  Main  Street,  5th  Floor 

Fall  River,  MA  02720 

Direct  Dial:  (401)  744-3007 

Office:  (508)  674-6006 

Fax:  (508)  324-9896 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com 

<  bflp.;//wman^  ; ; 

♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments, 
may 

contain  confidential  attorney-client  information  and  is  intended  for 
the 

person(s)  or  company  named.  If  you  are  not  the  intended  recipient, 
please 

notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure, 
copying  or 

use  of  this  information  may  be  unlawful  and  is  prohibited.*** 


. Original  Message . 

Subject:  RE:  CA  Actions  (US  v.  Manning)  (UNCLASSIFIED) 

From:  "Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA" 

<JoDean .  Morrow@jfhqncr.northcom.mil  > 

Date:  Thu,  October  14,  2010  12:33  pm 
To:  <coombs@armycourtmartialdefense.com> 

Cc:  "Matthew  kemkes"  <matthew.kemkes@us.army.mil>,  "Paul  Bouchard" 
<paul.r.bouchard@mnd-b.army.mil>,  "Rose, Luke  CPT  USD-C  SJA 
Chief, Military  Justice"  <luke.rose@mnd-b.army.mil>,  "Haberland,  John 
CPT 

USA  Regimental  Judge  Advocate”  <john.haber!and@conus.army.mil>, 
"Zimmerman,  Sara  J.  SGT  USA  JFHQ-  NCR/MDW  SJA" 
<Sara.Zimmerman@jfhqncr.northcom.mil>,  "Autry,  Carolyn  D  Ms  CIV 
JFHQ-NCR/MDW  SJA"  <Carolyn.Autry@jfhqncr.northcom.mil>,  "Fein,  Ashden 
CPT  USA  JFHQ-NCR/MDW  SJA"  <Ashden.Fein@jfhqncr.northcom.mil> 

Classification:  UNCLASSIFIED 
Caveats:  FOUO 

Sir, 

We  are  conducting  a  rehearsal  next  Tuesday,  the  19th,  and  should  be 
ready 


after  that.  I  know  that  Mr.  Ganiel  returns  on  the  18th.  When  do  you 
think 

your  experts  will  be  able  to  proceed? 

CPT  Joe  Morrow 
Trial  Counsel 

US  Army  Military  District  of  Washington 
Phone:  202-685-4902 

NIPR:  jodean.morrow@jfhqncr.northcom.mil 
SIPR:  jodean.morrow@jfhqncr.northcom.smil.mil 


- Original  Message - 

From:  coombs@armycourtmartialdefense.com 
rmailto:coombs@armvcourtmartialdefense.com1 

Sent:  Thursday,  October  14,  2010  11:54  AM 

To:  Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA 

Cc:  Matthew  kemkes;  Paul  Bouchard;  Rose, Luke  CPT  USD-C  SJA 

Chief, Military 

Justice;  Haberland,  John  CPT  USA  Regimental  Judge  Advocate; 

Zimmerman,  Sara 

J.  SGT  USA  JFHQ-  NCR/MDW  SJA;  Autry,  Carolyn  D  Ms  CIV  JFHQ-NCR/MDW 
SJA;  Fein, 

Ashden  CPT  USA  JFHQ-NCR/MDW  SJA 

Subject:  RE:  CA  Actions  (US  v.  Manning)  (UNCLASSIFIED) 

Joe, 

I  have  reached  out  to  both  defense  appointed  experts.  I  hope  to  be 
able  to 

speak  to  Mr.  Hall  later  today.  When  do  you  believe  the  government 
will  be 

complete  the  arrangements  for  the  transportation  of  PFC  Manning  from 
Quantico 

to  the  FIU  location? 


Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

45  North  Main  Street,  5th  Floor 

Fall  River,  MA  02720 

Direct  Dial:  (401)  744-3007 

Office:  (508)  674-6006 

Fax:  (508)  324-9896 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com 

<  httD://www.armvcourtmartialdefense.com/  > : : : 

♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments, 
may 

contain  confidential  attorney-client  information  and  is  intended  for 
the 

person(s)  or  company  named.  If  you  are  not  the  intended  recipient, 
please 

notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure, 
copying  or 

use  of  this  information  may  be  unlawful  and  is  prohibited.*** 


r 


- Original  Message - 

Subject:  RE:  CA  Actions  (US  v.  Manning)  (UNCLASSIFIED) 

From:  "Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA" 

<JoDean. Morrow@jfhqncr.northcom.mil> 

Date:  Thu,  October  14,  2010  8:24  am 

To:  <coombs@armycourtmartialdefense.com>,  "Fein,  Ashden  CPT  USA 
JFHQ-NCR/MDW  SJA"  <Ashden.Fein@jfhqncr.northcom.mil> 

Cc:  "Matthew  kemkes"  <matthew.kemkes@us.army.mil>,  "Paul  Bouchard" 
<paul.r.bouchard@mnd-b.army.mil>,  "Rose, Luke  CPT  USD-C  SJA 
Chief, Military  Justice"  <luke.rose@mnd-b.army.mil>,  "Haberland,  John 
CPT 

USA  Regimental  Judge  Advocate"  <john.haberland@conus.army.mil>, 
"Zimmerman,  Sara  J.  SGT  USA  JFHQ-  NCR/MDW  SJA" 
<Sara.Zimmerman@jfhqncr.northcom.mil>,  "Autry,  Carolyn  D  Ms  CIV 
JFHQ-NCR/MDW  SJA"  <Caro!yn.Autry@jfhqncr.northcom.mil> 

Classification:  UNCLASSIFIED 
Caveats:  FOUO 

Sir, 

COL  Benedek  can  be  reached  at  301-319-4944  or  dbenedek@usuhs.mil 

Mr.  Hall  can  be  reached  at  703-428-4340  or  cassius.hall@us.army.mil. 

We  will  produce  a  bates-stamped  copy  of  the  unclassified  portion  of 
the  case 

file  by  next  Friday  (22  October)  at  the  latest  -  what  has  already 
been 

provided  and  updated  information. 

CPT  Joe  Morrow 
Trial  Counsel 

US  Army  Military  District  of  Washington 
Phone:  202-685-4902 

NIPR:  jodean.morrow@jfhqncr.northcom.mil 
SIPR:  jodean.morrow@jfhqncr.northcom.smil.mil 

- Original  Message - 

From:  coombs@armycourtmartialdefense.com 
[mailto:coflmbs@armYCQurtmarti.aldefense.CQm] 

Sent:  Wednesday,  October  13,  2010  10:50  PM 
To:  Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA 

Cc:  Matthew  kemkes;  Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA; 
Paul 

Bouchard;  Rose, Luke  CPT  USD-C  SJA  Chief,Military  Justice;  Haberland, 
John  CPT 

USA  Regimental  Judge  Advocate;  Zimmerman,  Sara  J.  SGT  USA  JFHQ- 
NCR/MDW  SJA; 

Autry,  Carolyn  D  Ms  CIV  JFHQ-NCR/MDW  SJA 
Subject:  RE:  CA  Actions  (US  v.  Manning) 

Ashden, 

Thank  you.  Can  you  provide  me  with  contact  information  for  COL 
Benedek  and 

for  Mr.  Hall?  Also,  do  you  have  a  time-line  on  the  bates  stamped  copy 
of  the 


unclassified  portion  of  the  case  file? 

Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

45  North  Main  Street,  5th  Floor 

Fall  River,  MA  02720 

Direct  Dial:  (401)  744-3007 

Office:  (508)  674-6006 

Fax:  (508)  324-9896 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com 

<httB://v^.armyrourt!Tiartialdgfen5g..cPfTi/>;;;; 

***Confidentiaiity  Notice:  This  transmission,  including  attachments, 
may 

contain  confidential  attorney-client  information  and  is  intended  for 
the 

person(s)  or  company  named.  If  you  are  not  the  intended  recipient, 
please 

notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure, 
copying  or 

use  of  this  information  may  be  unlawful  and  is  prohibited.*** 


. Original  Message . 

Subject:  CA  Actions  (US  v.  Manning) 

From:  "Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA" 
<Ashden.Fein@jfhqncr.northcom.mil> 

Date:  Wed,  October  13,  2010  8:53  pm 
To:  <coombs@armycourtmartialdefense.com> 

Cc:  "Matthew  kemkes"  <matthew.kemkes@us.army.mil>,  "Morrow  III, 

JoDean, 

CPT  USA  JFHQ-NCR/MDW  SJA"  <JoDean.Morrow@jfhqncr.northcom.mil>,  "Paul 
Bouchard"  <paul.r.bouchard@mnd-b.army.mil>,  "Rose,  Luke  CPT  USD-C  SJA 
Chief,  Military  Justice"  <luke.rose@mnd-b.army.mil>,  "Haberland,  John 
CPT  USA  Regimental  Judge  Advocate"  <john.haberiand@conus.army.mil>, 
"Zimmerman,  Sara  J.  SGT  USA  JFHQ-  NCR/MDW  SJA" 
<Sara.Zimmerman@jfhqncr.northcom.mil>,  "Autry,  Carolyn  D  Ms  CIV 
JFHQ-NCR/MDW  SJA"  <Carolyn.Autry@jfhqna.northcom.mil> 

Sir.  Attached  are  the  following  five  convening  authorities  actions: 

1.  Excludable  Delay  Memorandum 

2.  Appointment  of  2d  Defense  Security  Expert 

3.  Appointment  of  Defense  Expert  Consultant  in  Forensic  Psychiatry 

4.  Response  to  Defense  Request  to  Amend  the  Protective  Order 

5.  Approved  Facility  and  Storage  for  Classified  Information 

We  are  still  working  on  your  request  to  receive  a  bates  stamped  copy 
of  the 

unclassified  portion  of  the  case  file. 


V/r 

Ashden 


* 


e 


Ashden  Fein 
CPT,  JA 

Chief,  Military  Justice 

U.S.  Army  Military  District  of  Washington  (MDW) 
COMM:  202-685-4903  (DSN  325) 

CELL:  202-450-8230 

NIPR:  ashden.fein@jfhqncr.northcom.mil 

SIPR:  ashden.fein@jfhqncr.northcom.smil.mil 


- Original  Message - 

From:  coombs@armycourtmartialdefense.com 
rmailto:coombs@armvcourtmartialdefense.com1 
Sent:  Tuesday,  October  12,  2010  8:15  AM 
To:  Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA 

Cc:  Matthew  kemkes;  Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA; 
Paul 

Bouchard 

Subject:  RE:  SCIF  Location 
Ashden, 

I  am  sorry,  I  believed  that  I  was  supposed  to  get  back  to  you  on 
Friday  only 

if  the  defense  had  any  issues.  The  FIU  location  is  fine  for  the  PCR, 
client 

meetings,  and  the  706  board. 

Please  let  me  know  the  contact  information  for  the  second  security 
expert  as 

soon  as  you  can  so  that  I  can  get  him/her  up  to  speed.  As  I  mentioned 
before, 

Mr.  Ganiel  will  be  out  of  the  loop  until  the  18th  of  October. 


Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

45  North  Main  Street,  5th  Floor 

Fall  River,  MA  02720 

Direct  Dial:  (401)  744-3007 

Office:  (508)  674-6006 

Fax:  (508)  324-9896 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com 

<  httD://www.armvcourtmartialdefense.com/  >;;;;; 

♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments, 
may 

contain  confidential  attorney-client  information  and  is  intended  for 
the 

person(s)  or  company  named.  If  you  are  not  the  intended  recipient, 
please 

notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure, 
copying  or 

use  of  this  information  may  be  unlawful  and  is  prohibited.*** 


- Original  Message . 

Subject:  SCIF  Location 

From:  "Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA" 
<Ashden.Fein@jfhqnCT.northcom.mil> 

Date:  Tue,  October  12,  2010  7:47  am 
To:  <coombs@armycourtmartialdefense.com> 

Cc:  "Kemkes,  Matthew  J  MA]  MIL  USA"  <matthew.kemkes@us.army.mil>, 
"Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA" 

<  JoDean .  Morrow@jfhqncr.  northcom.  mil  > 


Sir.  Good  morning.  When  we  spoke  last  Thursday,  you  were  going  to  get 
back 

to  me  on  Friday  to  let  me  know  if  the  Defense  wants  to  give  input 
into  the 

Convening  Authorities  decision  on  choosing  to  use  the  Field 
Investigative  Unit 

(FIU)  SCIF  for  the  Preliminary  Classification  Review  and,  depending 
on  the 

results  of  the  classification  review,  client  meetings  and  RCM  706.  . 

Please  let 

me  know  ASAP  so  we  can  present  to  the  CA  early  this  week.  Thank  you. 
Ashden 


Ashden  Fein 
CPT,  JA 

Chief,  Military  Justice 

U.S.  Army  Military  District  of  Washington  (MDW) 
COMM:  202-685-4903  (DSN  325) 

CELL:  202-450-8230 

NIPR:  ashden.fein@jfhqncr.northcom.mil 

SIPR:  ashden.fein@jfhqncr.northcom.smil.mil 
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Classification:  UNCLASSIFIED 
Caveats:  FOUO 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hail 
Fort  My er,  Virginia  22211 


) 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  Trial 

) 

)  Enclosure  46 

) 

)  10  October  2012 

) 


28  October  2010 


MEMORANDUM  THRU  Staff  Judge  Advocate.  Office  of  the  Staff  Judge  Advocate,  US  Army 
Military  District  of  Washington.  Fort  Lesley  J.  McNair,  Washington  D.C.  30219 

FOR  Commander,  US  Army  Garrison.  Joint  Base  Myer-Henderson  Hall,  Fort  Myer,  Virginia 
22211 

SUBJECT:  Request  for  Appointment  of  an  Expert  with  Expertise  in  Information  Assurance  to 
Assist  the  Defense  in  the  case  of  United  Slates  v.  Manning 

1 .  Purpose,  Pursuant  to  R.C.M.  703(d).  the  accused,  PFC  Bradley  Manning,  requests  an 
Information  Assurance  expert  be  designated  as  a  member  of  the  defense  team  under  Military 
Rule  of  Evidence  M.R.E.  502,  and  United  States  v.  Toledo ,  25  M.J.  270  (CMA  1987). 

2.  Law.  A  military  accused  has,  as  a  matter  of  Equal  Protection  and  Due  Process,  a  right  to 
expert  assistance  when  necessary  to  present  an  adequate  defense.  United  Stales  v.  Garries,  22 
M.J.  288  (CMA  1986);  United  States  v.  Robinson  39  M.J.  88  (CMA  1994),  and  Ake  v. 

Oklahoma ,  470  U.S.  226  (1971).  The  Court  of  Appeals  for  the  Armed  Forces  has  embraced  a 
three-part  lest  for  determining  whether  government-funded  expert  assistance  is  necessary  .  The 
defense  must  show;  “First,  why  the  expert  assistance  is  needed.  Second,  what  would  the  expert 
assistance  accomplish  for  the  accused.  Third,  why  is  the  defense  unable  to  gather  the  evidence 
that  the  expert  assistant  would  be  able  to  develop."  United  States  v.  Gonzalez,  39  M.J.  459 
(1994). 

3.  Basis.  Mr.  Charles  Ganiel  and  Mr.  Cassius  Hall,  defense  security  experts,  are  in  the  process 
of  conducting  their  preliminary  classification  review  pursuant  to  your  order  dated  22  September 
2010.  On  27  October  2010.  Mr.  Ganiel  and  Mr.  Hall  met  with  PFC  Manning.  During  their 
discussion  they  obtained  information  from  PFC  Manning  that  they  believe  necessitates  the 
assistance  of  an  Information  Assurance  expert. 

a.  Why  Is  Expert  Assistance  Needed?  Expert  assistance  is  needed  to  assist  the  defense  team  in 
completing  the  preliminary  classification  review  in  a  timely  manner.  Mr.  Hall  and  Mr.  Ganiel 
have  informed  die  defense  that  they  do  not  have  the  requisite  expertise  to  deal  with  some  of  the 
issues  that  they  have  identified  based  upon  the  disclosures  of  PFC  Manning.  The  knowledge 
required  to  address  the  issues  identified  by  Mr.  Hall  and  Mr.  Ganiel  are  specialized,  and  concerns 
knowledge  which  is  beyond  the  scope  of  theiT  expertise. 

b.  What  Would  the  Expert  Assistance  accomplish  for  the  Accused?  An  information 
assurance  expert  would  assist  the  defense's  security  experts  in  completing  their  preliminary 
classification  review.  Specifically,  it  would  allow  them  to  understand  the  policies  and 
procedures  for  protecting  the  systems  that  were  in  place  at  the  time  of  the  alleged  disclosures  and 
thus  the  level  of  information  PFC  Manning  could  have  dealt  with  at  that  time. 

c.  Why  is  the  Defense  Unable  to  Gather  this  Evidence  on  Their  Own?  The  defense  s 
security  experts  have  indicated  that  they  have  neither  the  experience  nor  expertise  to  adequately 


SUBJECT:  Request  for  Appointment  of  an  Expert  with  Expertise  in  Information  Assurance  to 
Assist  the  Defense  in  the  case  of  United  Stales  v.  Manning 


assess  some  of  the  information  assurance  issues  that  have  been  raised  during  the  course  of  their 
preliminary  classification  review.  The  resolution  to  the  issues  identified  will  assist  the  defense 
experts  in  determining  the  answers  to  the  preliminary  classification  review  order. 

4.  Conclusion.  For  the  above  reasons,  the  defense  requests  that  you  issue  an  order  appointing 
an  information  assurance  expert  to  the  defense  team;  that  you  instruct  this  individual  that  he/she 
is  a  “defense  representative”  and  thus  part  of  the  defense  team,  and  that  matters  related  to 
him/her  during  the  course  of  his/her  employment  as  a  member  of  the  defense  team  will  be 
confidential. 

5.  The  POC  is  the  undersigned  at  (401)  744-3007  or  by  e-mail  at 
coombs(ajarmycourtrnartialdefense.com. 


•-  t  /  ' 

DAVID  E.  COOMBS 
Civilian  Defense  Counsel 


UNITED  STATES  OF  AMERICA 


v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  Trial 

) 

)  Enclosure  47 

) 

)  10  October  2012 

) 


To: 

Cc: 


W(?mb;®armYC9ti^mgrtjgl0gfensg.TOm 
Fgip,  Ashdgn  CPT  JFHQ-NQVMDW  SJA 

Matthew  kemkes:  oaul.r.bouchard@mnd-b.amiv.mil:  Morrow  III,  JoDean,  CPT  USA  JFHO-NCRYMDW  SJA:  ball 


i;  Charles  Ganiel 


Subject: 

Date: 


PCR  Information 

Monday,  November  01,  2010  5:51:24  PM 


Ashden, 


Mr.  Hall  and  Mr.  Ganiel  need  to  obtain  the  following  additional  information  for  their  PCR.  I  have  cc'd 
them  on  this  request. 

Please  send  them  the  damage  assessments  that  were  conducted  by  the  OCAs  in  this  case.  They  also 
want  the  SCG  used  to  classify  the  information.  Finally,  they  have  asked  for  the  government  computer 
link  to  the  video  that  was  allegedly  released  by  PFC  Manning. 

Feel  free  to  call  me  if  you  have  any  questions  or  concerns. 


Best, 

David 


David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

45  North  Main  Street,  5th  Floor 

Fall  River,  MA  02720 

Direct  Dial:  (401)  744-3007 

Office:  (508)  674-6006 

Fax:  (508)  324-9896 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com <http://www.armvcourtmartialdefense.com/> 

♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments,  may  contain  confidential  attomey- 
dient  information  and  is  intended  for  the  person(s)  or  company  named.  If  you  are  not  the  intended 
recipient,  please  notify  the  sender  and  delete  all  copies.  Unauthorized  disdosure,  copying  or  use  of  this 
information  may  be  unlawful  and  is  prohibited.*** 


UNITED  STATES  OF  AMERICA 


Prosecution  Response  to 
Defense  Motion  to  Dismiss 
for  Lack  of  Speedy  Trial 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

)  Enclosure  48 

) 

) 

) 


10  October  2012 


* 


DEPARTMENT  OF  THE  ARMY 
JOINT  BASE  MYER-HENDERSON  HALL 
■  204  LEE  AVENUE 
FORT  MYER,  VIRGINIA  22211-1199 


IMND-MHH-ZA 


1  0  NOV  2010 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 


SUBJECT:  Supplemental  Guidance  for  Preliminary  Classification  Review  of  the  Accused's 
Mental  Impressions  -  IJ.S  v.  PFC  Bradley  Manning 


1 .  PURPOSE.  This  purpose  of  this  memorandum  is  to  provide  supplemental  guidance  on  the 
defense  expert  consultant’s  access  to  classified  information  and  information  systems  while 
assisting  the  defense  team  in  this  case. 

2.  ACCESS  TO  CLASSIFIED  INFORMATION/INFORMATION  SYSTEMS.  In 
accordance  with  the  enclosed  authorization  provided  by  the  Assistant  Deputy  Chief  of  Staff  for 
Intelligence,  U.S.  Army,  the  defense  security  experts  may  have  access  to  classified  information 
up  to  and  including  TOP  SECRET  (SCI)  for  purposes  of  conducting  the  preliminary 
classification  review  of  the  accused’s  mental  impressions  and  to  provide  confidential  security 
expert  assistance  to  you  throughout  the  case.  This  authorization  includes  access  to  the  Secret 
Internet  Protocol  Router  Network  (SIPRNET)  and  the  Joint  Worldwide  Intelligence 
Communication  System  (JWICS)  for  the  sole  purpose  of  conducting  a  preliminary  classification 
review  of  the  accused's  mental  impressions. 

3.  COMPUTER  HARDWARE.  In  accordance  with  the  enclosed  authorization,  INSCOM  will 
issue  a  dedicated  government  laptop  computer  or  workstation  with  access  to  the  SIPRNET  and 
the  JWICS,  as  necessary,  for  your  security  expert  consultants  to  conduct  their  preliminary 
classification  review.  The  expert  consultants  will  also  be  issued  portable  external  hard  drives, 
authorized  for  use  on  JWICS  and  SIPRNET,  to  conduct  their  review  and  to  segregate  and 
securely  store  ‘'confidential  defense  information”  derived  from  their  review. 

4.  STORAGE.  In  addition  to  my  facility  and  storage  order,  dated  12  October  2010,  INSCOM 
will  provide  appropriate  storage  space  for  the  expert  consultants  to  store  information  and 
information  systems  that  may  be  classified  up  to  the  TOP  SECRET  (SCI)  level. 

5.  LIMITATIONS.  This  memorandum  does  NOT  authorize  the  expert  consultants  to  disclose 
any  classified  information  to  the  remainder  of  the  defense  team  without  prior  written 
authorization  from  the  undersigned;  however,  after  the  preliminary  classification  review,  I  will 
make  an  additional  request  for  the  remainder  of  the  defense  team  to  have  appropriate  access  to 
discuss  and  view  this  information.  This  memorandum  does  not  authorize  the  expert 
consultants  to  use  JWTCS,  SIPRNET,  or  any  other  classified  information  system  beyond 
that  necessary  to  conduct  the  preliminary  classification  review  of  the  accused’s  mental 


IMND-MHH-ZA 

SUBJECT:  Supplemental  Guidance  for  Preliminary  Classification  Review  of  the  Accused’s 
Mental  Impressions  -  U.S  v.  PFC  Bradley  Manning 

impressions.  Should  the  defense  team  request  further  use  of  these  or  other  classified 
information  systems,  you  must  submit  a  written  request  along  with  the  proper  justification. 

6.  The  point  of  contact  for  this  memorandum  is  CPT  Ashden  Fein  at  202-685-4903. 


CARL  R.  COFFMAN,  JR. 
COL.  AV 


Enel 

HQDAG2  Memo,  10  Nov  10 


Commanding 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  Trial 

) 

)  Enclosure  49 

) 

)  10  October  2012 

) 


UNITED  STATES  ARMY  TEST  AND  EVALUATION  COMMAND 
4120  SUSQUEHANNA  AVENUE 
ABERDEEN  PROVING  GROUND,  MD  21005-3103 


DEPARTMENT  OF  THE  ARMY 


13  December  2010 


MEMORANDUM  THRU  Staff  Judge  Advocate,  Office  of  the  Staff  Judge  Advocate,  US  Army- 
Military  District  of  Washington,  Fort  Lesley  J.  McNair,  Washington  D.C.  30219 

FOR  Commander,  US  Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  Fort  Myer,  Virginia 


22211 


SUBJECT :  Preliminary  Classification  Review  of  the  Accused’s  Mental  Impressions  -  United 
States  v.  PFC  Bradley  Manning 

1 .  The  defense  security  expert  consultants  have  completed  their  preliminary  classification 
review.  Based  upon  your  memorandum  dated  22  September  2010,  here  are  the  unclassified 
written  responses  to  your  questions: 

a)  Is  the  information  provided  by  the  accused  classified  at  a  level  above  Secret ? 

Answer:  Yes. 

b)  If  any  of  the  information  provided  by  the  accused  is  classified  above  Secret,  does  any  of 
the  information  fall  within  SCI  compartments?  Answer:  Yes. 

c)  Which  compartments ?  Answer:  Gamma,  HUMINT  and  SIGINT. 


2.  The  points  of  contact  for  this  memorandum  are  the  undersigned  Mr.  Charles  J.  Ganiel  (703) 
681-0792  and  Mr.  Cassius  N.  Hall  at  (703)  428-4340. 


CHARLES  J.  GANIEL 
Command,  SSO 

Army  Test  &  Evaluation  Command 
Alexandria,  VA 


Intelligence  and  Security  Command 
Fort  Belvoir,  VA 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  Trial 

) 

)  Enclosure  50 

) 

)  10  October  2012 

) 


REPLV  TO 
ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STHEET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-501 3 


t3  January  201 1 


MEMORANDUM  THRU 


YC 


fDt* 


Staff  Judge  AdvocatCU.S.  Array  Military  District  of  Washington  (ANJA),  210  A  Street,  Fort 
Lesley  J.  McNair,  DC  20319 

Office  of  (lie  Judge  Advocate  General  2200  Army  Pentagon, 

Washington.  DC  20310 


FOR  Deputy  Chief  of  Staff  for  Intelligence  (DAMI-ZB).  2200  Army  Pentagon.  Washington,  DC 
20310 


SUBJECT:  Request  to  Provide  DoD  Personnel  Access  to  Classified  Information  -  U.S  v,  PFC 
Bradley  Manning 


1.  The  prosecution  team  in  the  ease  of  U.S.  v.  PFC  Bradley  E.  Manning  requests  that  the 
following  active  duly  service  members  and  DoD  civilians  be  granted  the  appropriate  security 
clearances  and  access  to  classified  information  up  to  the  TOP  SECRET  (Sensitive 
Compartmented  Information)  level  to  include  the  compartments  SI/TK,  HCS,  and  G.  These 
individuals  need  such  access  to  participate  in  the  Rule  for  Courts-Martial  706  Inquiry  into  the 
Mental  Capacity  or  Mental  Responsibility  of  the  Accused  and  any  subsequent  court-martial 
proceeding. 


a.  Prosecution  Team 


(1) 

(2) 

(3) 

(4) 

(5) 

(6) 


CPT  Ashden  Fein, 
CPT  JoDean  Morrow, | 
CPT  John  Ilaberland, 
CPT  Angel  Overgaard, 
SFC  Monica  Carlile, 
Ms.  Carolyn  Autryj 


aardj^p0^2558 

M 


b.  Defense  Team 


(t)  MAJ  Matthew  KemkcsJ 

(2)  CPT  Paul  Bouchard  j  _ 

(3)  CAPT  Kevin  Moore,  USN,  Forensic  Psychiatry  ExpertJ 

c.  Treating  Psychiatric  Physicians 

(I )  COL  Ricky  Malone.  Clinical  Consultant,! 


e  * 

ANJA-CL 

SUBJECT:  Request  to  Provide  DoD  Personnel  Access  to  Classified  Information  -  U.S  v.  PFC 
Bradley  Mannine 


d.  R.C.M.  706  Board  Members 

(1)  Dr.  Michael  Sweda,  Forensic  Psychologisul^H^H^ 

(2)  LTC  Marla  Hemphill,  Forensic  Psychiatrist,  UpPfBWI: 

(3)  CPT  Samantha  Benesh,  Forensic  Psycho!  ogisLB|^H| 

c.  Article  32  Investigating  Officer 

(1 )  LTC  Paul  Almanza, 

2.  The  above  list  is  not  all-inclusive.  Throughout  the  court-martial  process,  there  will  likely  be 
additions  and  subtractions,  which  will  require  adjustments  to  the  personnel's  access. 

3.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685-4903  or 

ashden.fein@jfhqncr.northcom.mil. 


Fncls  XSHDEN  FEIN 

CPT,  JA 

Chief,  Military  Justice 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR.  DC  20319-5013 


MEMORANDUM  THRU. 


Staff  Judge  Advocxfte.  U.S.  Army  Military  District  of  Washington  (ANJA),  210  A  Street.  Fort 

Lesley  J.  McNair,  DC  20319  _ “ 

Office  of  the  Judge  Advocate  General  22(X)  Army  Pentagon. 

Washington.  DC  20310 


FOR  Deputy  Chief  of  Staff  for  Intelligence  (DAMI-ZB).  221X1  Army  Pentagon.  Washington.  DC 
20310 


SUBJECT:  Request  to  Provide  Civilian  Defense  Counsel  Access  to  Classified  Information  - 
U.S  v.  PFC  Bradley  Manning 


1.  The  prosecution  team  in  the  case  of  U.S.  v.  PFC  Bradley  E.  Manning  requests  that  Mr.  David 
Coombs,  a  civilian  defense  counsel  be  authorized  access  to  classified  information.  His 
information  is  as  follows: 

Mr.  David  Coombs 
SSN; 

DOB:  6  July  I%9 
POB:  Boise,  ID 
Citizenship:  United  Slates 

2.  Mr.  Coombs  currently  represents  PFC  Manning  who  is  charged  with  multiple  specifications  of 
violating  Articles  92  and  134,  Uniform  Code  of  Military  Justice  (UCMJ).  Each  specification  and 
charge  is  associated  with  the  unauthorized  downloading  and  release  of  classified  information 
from  Department  of  Defense  (DoD)  classified  information  systems. 

3.  Mr.  Coombs  requested  access  to  classified  information  to  properly  defend  PFC  Manning 
during  the  court-martial  process.  Mr.  Coombs  holds  a  DoD  granted  security  clearance  with 
eligibility  up  to  the  SECRET  level  in  his  capacity  as  a  U.S.  Army  Reserve  Officer.  A 
preliminary  classification  review  of  the  mental  impressions  of  PFC  Manning  indicates  thai  Mr. 
Coombs  needs  to  be  granted  the  appropriate  security  clearance  and  be  provided  access  to 
classified  information  up  to  tbc  TOP  SECRET  (Sensitive  Compartmented  Information)  level  to 
include  the  compartments  Sl/TIC  HCS,  and  G.  Mr.  Coombs  is  well  aware  and  willing  to  submit 
the  appropriate  paperwork  (SF-S6/EQUIP)  and  to  execute  a  DoD  Non-Disclosure  Agreement  for 
this  purpose. 
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SUBJECT:  Request  to  Provide  Civilian  Defense  Counsel  Access  to  Classified  Information  - 
U:S  v.  PFC  Bradley  Manning 


4.  1  support  the  defense  request  for  access  to  classified  information.  In  order  for  Mr.  Coombs  to 
properly  defend  his  client  and  provide  adequate  legal  representation,  he  needs  access  to  the 
above  listed  classified  information  levels. 

5.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685-4903  or 
ashden.fein(ct>jfhq  ncr.northcom.mil. 


Ends  "  ASHDEN  FEIN 

CPTJA 

Chief,  Military  Justice 
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DECLARATION  OF  JOHN  F.  HACRBTT , 

OFFICE  OF  THE  DIRECTOR  OF  NATIONAL  INTELLIGENCE. 

CHIEF  OF  INFORMATION  MANAGEMENT 

I,  John  F.  Hackett,  declare  the  following  to  be  true  and 
correct : 

1.  I  am  the  Chief  of  Information  Management  for  the  Office 
of  the  Director  of  National  Intelligence  ("ODNI") .  In  this 
capacity  I  oversee  the  ODNI  Information  Management  Program, 
which  provides  guidance  and  oversight  for  the  creation, 
maintanence,  use,  protection,  preservation,  disposition,  and 
release  of  the  ODNI's  records  in  compliance  with  applicable  laws 
and  regulations.  As  part  of  my  official  duties,  I  serve  as  the 
ODNI  focal  point  for  developing  and  implementing  policies  and 
procedures  to  ensure  the  security,  integrity,  authenticity, 
organization,  storage,  and  accessibility  of  ODNI  records.  I 
also  serve  as  an  ODNI  records  custodian,  which  authorizes  me 
access  to  and  review  of  all  information  held  within  the  ODNI . 

2.  I  have  TOP  SECRET  original  classification  authority 
delegated  by  the  Director  of  National  Intelligence  ("DNI") 
pursuant  to  section  1.3  of  Executive  Order  13526.  I  am 
authorized,  therefore,  to  conduct  classification  reviews  and  to 
make  original  classification  and  declassification  decisions. 
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‘3.  I  make  the  statements  herein  on  the  basis  of  my 
personal  knowledge  as  well  as  on  information  made  available  to 
me  in  the  course  of  performing  my  official  duties.  / 

ODNI  Background 

4 .  Congress  created  the  position  of  the  Director  of 
National  Intelligence  ("DNI")  in  the  Intelligence  Reform  and 
Terrorism  Prevention  Act  of  2004,  Pub.  L.  No.  108-458, 

§§  1011(a)  and  1097,  118  Stat .  3638,  3643-63,  3698-99  (2004) 
(amending  sections  102  through  104  of  Title  I  of  the  National 
Security  Act  of  1947) .  Subject  to  the  authority,  direction,  and 
control  of  the  President,  the  DNI  serves  as  the  head  of  the 
United  States  Intelligence  Community  ("IC")  and  as  the  principal 
advisor  to  the  President  and  the  National  Security  Council  for 
intelligence  matters  related  to  the  national  security.  50 
U.S.C.  §§  403 (b) (1) ,  (2) . 

5.  The  responsibilities  and  authorities  of  the  DNI  are  set 
forth  in  the  National  Security  Act  of  1947,  as  amended.  These 
responsibilities  include  ensuring  that  national  intelligence  is 
provided  to  the  President,  heads  of  the  departments  and  agencies 
of  the  Executive  Branch,  the  Chairman  of  the  Joint  Chiefs  of 
Staff  and  senior  military  commanders,  and  the  Senate  and  House 
of  Representatives  and  committees  thereof.  50  U.S.C.  §§ 

403-1 (a) (1).  The  DNI  is  charged  with  establishing  the 
objectives  of;  determining  the  requirements  and  priorities  for; 
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and  managing  and  directing  the  tasking,  collection,  analysis, 
production,  and  dissemination  of  national  intelligence  by 
elements  of  the  Intelligence  Community.  50  U.S.C.  §§  403- 
1(f) (1) (A) (i)  and  (ii) . 

6.  In  addition,  the  National  Security  Act  of  1947,  as 

amended,  states  that  "[t]he  Director  of  National  Intelligence 
shall  protect  intelligence  sources  and  methods  from  unauthorized 
disclosure."  50  U.S.C.  §  403-l(i)(l).  Consistent  with  this 
responsibility,  the  DNI  establishes  and  implements  guidelines 
for  the  Intelligence  Community  for  the  classification  of 
information  under  applicable  law.  Executive  Orders,  or  other 
Presidential  directives  and  for  access  to  and  dissemination  of 
intelligence.  50  U.S.C.  §  403-1  (i)  (2)  (A) ,  (B)  . 

7.  Finally,  the  National  Security  Act  of  1947,  as  amended, 
created  an  Office  of  the  Director  of  National  Intelligence.  The 
function  of  this  Office  is  to  assist  the  DNI  in  carrying  out  the 
duties  and  responsibilities  of  the  Director  under  the  Act  and 
other  applicable  provision  of  law,  and  to  carry  out  such  other 
duties  as  may  be  prescribed  by  the  President  or  by  law. 

Purpose  of  this  Declaration 

8.  The  purpose  of  this  declaration  is  to  provide 
background  on  the  classified  Intelink  program  and  Intelink  audit 
logs,  and  to  explain  the  bases  of  my  classification  decisions 
pursuant  to  Executive  Order  13526,  as  amended,  for  information 
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concerning  the  matter  of  United  States  v.  Private  First  Class 
Bradley  E.  Manning. 

9.  This  declaration  is  UNCLASSIFIED.  As  a  result,  the 
descriptions  contained  herein  have  been  generalized  to  maintain 
the  UNCLASSIFIED  designation.  Much  of  the  information 
associated  with  Intelink  is  classified  at  the  SECRET/ /NOFORN 
level  but  is  unnecessary  for  a  general  understanding  of  the 
Intelink  program  and  its  audit  logs.  Information  is  classified 
at  the  SECRET  level  if  its  unauthorized  disclosure  reasonably 
could  be  expected  to  cause  serious  damage  to  the  national 
security.  NOFORN  or  "NF"  stands  for  "No  Foreign  Dissemination" 
and  means  that  the  information  can  be  disseminated  to  U.S. 
persons  only  and  cannot  be  disseminated  to  foreign  nationals. 

Background  on  Intelink 

10.  Intelink  is  a  suite  of  web-based  applications,  tools, 
and  collaborative  services  that  include  wiki  sites,  blogs, 
instant  messaging,  and  a  search  capability  that  can  be  used  to 
find  information  hosted  on  the  IC  and  Department  of  Defense 
networks.  These  services  are  managed  by  the  Intelink 
organization  and  exist  on  various  classified  and  unclassified 
networks  including  the  secret- level  Secure  Internet  Protocol 
Router  Network  ("SIPRNet"),  to  which  I  have  been  informed  that 
Private  First  Class  Bradley  E.  Manning  ("Manning")  had  access. 
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11.  The  Intelink  organization  has  the  responsibility  and 
capability  of  auditing  the  use  of  its  services  and  this 
information  is  captured  in  Intelink  logs.  Intelink  logs  contain 
audit  data  captured  from  proxy  servers  that  control  access  to 
Intelink  services  and  show  the  activities  of  users  and  systems 
that  connect  to  and  use  the  Intelink  services  while  on 
classified  or  unclassified  networks. 

12.  The  Intelink  organization  obtains,  manages,  and  stores 
its  audit  data  as  necessary  to  perform  its  day-to-day  operations 
of  Intelink  services  on  the  classified  and  unclassified 
networks.  Among  its  many  responsibilities,  it  responds  to  user 
inquiries,  troubleshoots  technical  problems,  and  monitors  and 
maintains  the  performance  of  the  Intelink  suite  of  services.  To 
do  this,  the  Intelink  organization  regularly  reviews  the  audit 
data  of  Intelink  users  as  that  data  provides  the  Intelink 
organization  with  information  on  how  its  services  are  used, 
whether  Intelink  services  are  functioning  properly,  and  whether 
adjustments  should  be  made  to  these  services.  The  Intelink 
organization  also  routinely  reviews  the  audit  data  to  solve 
technical  or  security  issues,  to  review  data  trends,  and  to 
develop  appropriate  information  management  strategies. 

Authentication  of  Business  Records 

13.  The  Intelink  organization  maintains  and  stores  the 
Intelink  Passport  account  profiles  of  registered  Intelink  users. 
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Specifically,  an  Intelink  Passport  account  is  an  Intelink  user's 
unique  identification  ("ID")  profile  and  password-enabled 
account  that  permits  the  user  to  actively  participate  on  many 
Intelink  sites  and  services.  The  passive  viewing  of  and 
searching  within  the  Intelink  services,  however,  does  not 
require  an  Intelink  Passport  account. 

14.  Army  investigators  requested  a  copy  of  Manning's 
Passport  account  profile,  which  provides  details  concerning  his 
Intelink  account  such  as  his  Intelink  Passport  ID  and  password. 
The  Intelink  organization  located  a  copy  of  Manning's  Intelink 
Passport  account  profile  in  its  databases  and  provided  a  copy  to 
Army  investigators. 

15.  Army  investigators  also  requested  audit  data 
pertaining  to  Manning's  Intelink  activities  on  SIPRNet  from 
October  1,  2009  to  June  1,  2010.  Although  Army  investigators 
specifically  identified  Manning's  Internet  Protocol  ("IP") 
addresses  as  22.224.41.22  (".22")  and  22.225.41.40  (".40"),  the 
ODNI  directed  the  Intelink  organization  to  duplicate  the  SIPRNet 
Intelink  audit  data  from  proxy  servers  collected  between  October 
1,  2009  to  June  1,  2010  and  to  provide  it  to  Army  investigators. 
The  entire  set  contained  logs  of  activity  from  the  .22  and  .40 
IP  addresses  as  well  as  audit  data  not  relevant  to  this  case. 
Accordingly,  the  ODNI  provided  the  Intelink  audit  data  on  the 
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condition  that  Army  investigators  extract  only  those  logs 
belonging  to  Manning's  .22  and  .40  IP  address  activities. 

Classification  of  Intelink  Passport  Account 
16.  An  Intelink  Passport  account  profile  contains  general 
user  identifying  information  typical  of  a  system  directory  which 
includes  name,  email  address,  organizational  assignment,  phone 
number,  and  identifiers  of  other  Intelink  services.  This 
general  information  is  UNCLASSIFIED.  A  Passport  profile  also 
contains  personalized  information  in  the  form  of  "secret" 
questions  and  answers  used  by  the  Intelink  office  to  assist 
users  in  resetting  access  to  their  Passport  accounts.  This  is  a 
typical  process  used  in  some  information  systems  to  assist  users 
in  the  renewal  of  passwords  or  gaining  support  desk  assistance. 
This  question  and  answer  method  typically  asks  questions  that 
only  the  user  would  know.  This  question  and  answer  feature 
assists  in  validating  a  user's  identity  when  requesting  Intelink 
support  desk  assistance.  Because  these  questions  and  answers 
serve  as  mechanisms  to  ensure  confidentiality  and  integrity  of 
the  classified  network  access  process  and  could  ultimately  lead 
to  direct  access  to  sensitive  national  security  information, 
they  are  properly  classified  at  the  SECRET/ /NOFORN  level. 
Unauthorized  disclosure  of  this  information  could  reasonably  be 
expected  to  cause  serious  damage  to  the  national  security. 
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Classification  of  Intelink  Logs 

17.  The  ODNI  reviewed  a  list  provided  by  Army 
investigators  of  search  terms  used  by  Manning  and  determined 
that  some  of  the  search  terms  were  classified  and  others  were 
unclassified  but  the  overall  list  of  search  terms  was  classified 
at  SECRET/ /NOFORN .  The  overall  list  of  search  terms  contains 
sensitive  search  terms  that  Manning  may  have  encountered  in  the 
course  of  his  duties  as  a  military  analyst  who  had  access  to 
classified  information.  In  addition,  some  of  the  search  terms 
in  the  aggregate  can  be  pieced  together  to  reveal  insights  into 
what  the  IC  collected  or  sought  to  collect.  And  finally  there 
are  individual  search  terms  on  the  list  that  are  unrelated  to 
his  duties  as  a  military  analyst  and  unclassified  such  as 
"Wikileaks,"  "Julian  Assange,"  "Assange,"  "Birgitta  Jonsdottir," 
"Iceland,"  "Jokes,"  "Funny  Joke,"  and  "criminal  investigation 
division."  These  terms  are  unclassified  as  they  do  not  reveal 
an  intelligence  source  or  method. 

18.  Intelink  logs  are  classified  at  SECRET/ /NOFORN  because 
the  full  content  of  the  audit  data  contains  information  beyond 
only  the  individual  search  terms.  The  Intelink  logs  contain 
search  term  results  and  audit  data  that  reveal  national  defense 
information  in  the  form  of  classified  intelligence  collection 
and  analysis,  sensitive  sources  and  methods,  and  specific 
information  concerning  the  IC's  electronic  communications 
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network.  The  data  also  contains  individually  unclassified,  or 
official  or  otherwise  controlled  unclassified  data  items  that  in 
the  aggregate  would  provide  insight  into  the  IC's  organization, 
functions,  staffing,  activities,  capabilities,  vulnerabilities, 
or  intelligence  sources  or  methods.  Therefore,  the  .22  and  .40 
logs  extracted  by  Army  investigators  from  the  Intelink  audit 
data  set  are  classified  at  SECRET/ /NOFORN  and  details  concerning 
audit  activity  that  go  beyond  the  descriptions  in  this 
declaration  would  likewise  reveal  sensitive,  classified 
information. 

19.  The  classified  information  contained  in  the  Intelink 
logs  as  described  in  this  declaration  contain  equities  belonging 
to  various  IC  elements  and  the  very  sources  and  methods  the  DNI 
is  entrusted  to  protect  pursuant  to  Executive  Order  12333.  Our 
intelligence  sources  and  methods  are  of  great  interest  to 
foreign  intelligence  services,  terrorist  groups,  and  other 
hostile  groups  who  have  an  interest  in  understanding  what  the  IC 
collects  and  what  concerns  the  IC.  Failure  to  protect  this 
information  from  unauthorized  disclosure  reasonably  could  be 
expected  to  cause  serious  damage  to  the  national  security. 
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Conclusion 


20.  In  the  foregoing,  I  have  attempted  to  explain  the 
background  on  Intel ink  and  the  bases  for  my  judgment  that 
disclosure  of  the  classified  information  described  above 
reasonably  could  be  expected  to  cause  serious  damage  to  the 
national  security. 

I  certify  under  penalty  of  perjury  that  the  foregoing  is 
true  and  correct  to  the  best  of  my  knowledge  and  belief. 

Executed  this  -  N  day  of  December,  2011. 


;/  John  F.  Hackett 

Office  of? the  Director  of  National  Intelligence 
Chief,  Information  Management 
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MEMORANDUM  FOR  Commander,  Third  Army,  United  States  Army  Central  (ACEN-JA), 
Shaw  Air  Force  Base,  SC  29152 

SUBJECT:  Request  to  Located  and  Preserve  Evidence  -  United  States  v.  PFC  Bradley  Manning 


1 .  PURPOSE.  The  prosecution  in  the  above-named  case  requests  that  you  conduct  a  thorough 
and  comprehensive  search  for  all  theater  provided  equipment  (TPE)  hard  drives  used  between  1 
November  2009  and  27  May  2010  in  the  Tactical  Sensitive  Compartmented  Information  Facility 
and  the  Tactical  Operations  Center  of  Headquarters  and  Headquarters  Company,  2d  Brigade 
Combat  Team,  10th  Mountain  Division  (Light  Infantry),  Forward  Operating  Base  Hammer,  Iraq. 
If  you  locate  any  TPE  hard  drives,  then  please  take  all  reasonably  and  necessary  steps  to  preserve 
such  hard  drives. 

2.  BACKGROUND.  PFC  Manning  is  the  subject  of  an  ongoing  investigation  and  criminal 
prosecution  based  on  the  alleged  illegal  collection  and  disclosure  of  national  defense  and  foreign 
relations  information  to  the  WikiLeaks  organization.  WikiLeaks  released  national  defense  and 
foreign  relations  information  allegedly  provided  to  them  by  PFC  Manning  on  the  internet.  PFC 
Manning  is  currently  charged  with  multiple  violations  of  federal  law  under  the  Uniform  Code  of 
Military  Justice  (UCMJ),  including  violations  of  18  U.S.C.  §  793,  18U.S.C.  §  1030,  and  18 
U.S.C.  §  641 .  PFC  Manning  is  also  charged  with  Aiding  the  Enemy  by  Giving  Intelligence,  in 
violation  of  Article  104,  UCMJ  (10  U.S.C.  §  904).  See  Enclosure  1.  PFC  Manning  was 
apprehended  by  CID  in  Iraq  on  27  May  2010  and  has  been  in  pretrial  confinement  since  29  May 
2010. 

3.  SUSPENSE.  Please  acknowledge  receipt  of  this  request  and  notify  the  prosecution  of  the 
results  of  your  search  and  the  steps  you  took  to  locate  any  hard  drive  by  12  October  2011. 

4  SPECIAL  INSTRUCTIONS. 

a.  If  you  identify  or  locate  any  relevant  hard  drives,  please  take  all  reasonable  and  necessary 
steps  to  preserve  the  hard  drives.  The  prosecution  will  provide  additional  instructions  on 
disposition. 

b.  This  request  is  designed  to  preserve  materials  and  information  requested  by  the  defense 
counsel  for  PFC  Manning.  See  Enclosures  2  and  3.  It  is  not  intended,  nor  should  it  be 
interpreted,  to  ascribe  any  legal  relevance  to  the  materials  and  information  requested,  including 
whether  or  not  such  materials  and  information  may  be  provided  to  the  defense  in  discovery. 
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c.  If  you  are  unsure  whether  certain  materials  should  be  preserved,  please  err  on  the  side  of 
caution  and  preserve  the  materials.  Failure  to  preserve  and  retain  any  pertinent  materials, 
electronic  or  otherwise,  may  result  in  sanctions  against  the  United  States,  based  on  PFC 
Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  applicable  case  law. 

5.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685-1 975  (DSN  325), 
ashden.fein@  jfhqncr.northcom.mil,  or  ashden.fein@jfhqncr.northcom.smil.mil  (SIPR). 


3  Ends 

1 .  Charge  Sheet,  2  Mar  1 1 

2.  Defense  Request,  21  Sep  1 1 

3.  Explanation  Emails,  29  Sep 


ASHDEN  FEIN 
CPT,  JA 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


4  October  201 1 


MEMORANDUM  FOR  Commander,  2d  Brigade  Combat  Team,  10th  Mountain  Division  (Light 
Infantry),  Fort  Drum,  NY  13602 

SUBJECT :  Request  to  Located  and  Preserve  Evidence  -  United  States  v.  PFC  Bradley  Manning 


1 .  PURPOSE.  The  prosecution  in  the  above-named  case  requests  that  your  unit  conduct  a 
thorough  and  comprehensive  search  for  all  hard  drives  used  between  1  November  2009  and  27 
May  2010  in  the  Tactical  Sensitive  Compartmented  Information  Facility  and  the  Tactical 
Operations  Center  of  Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th 
Mountain  Division  (Light  Infantry),  Forward  Operating  Base  Hammer,  Iraq.  If  you  locate  any 
hard  drives,  then  please  take  all  reasonably  and  necessary  steps  to  preserve  such  hard  drives. 

2.  BACKGROUND.  PFC  Manning  is  the  subject  of  an  ongoing  investigation  and  criminal 
prosecution  based  on  the  alleged  illegal  collection  and  disclosure  of  national  defense  and  foreign 
relations  information  to  the  WikiLeaks  organization.  WikiLeaks  released  national  defense  and 
foreign  relations  information  allegedly  provided  to  them  by  PFC  Manning  on  the  internet.  PFC 
Manning  is  currently  charged  with  multiple  violations  of  federal  law  under  the  Uniform  Code  of 
Military  Justice  (UCMJ),  including  violations  of  1 8  U.S.C.  §  793,  1 8  U.S.C.  §  1 030,  and  1 8 
U.S.C.  §  641.  PFC  Manning  is  also  charged  with  Aiding  the  Enemy  by  Giving  Intelligence,  in 
violation  of  Article  104,  UCMJ  (10  U.S.C.  §  904).  See  Enclosure  1 .  PFC  Manning  was 
apprehended  by  CID  in  Iraq  on  27  May  2010  and  has  been  in  pretrial  confinement  since  29  May 
2010. 

3.  SUSPENSE.  Please  acknowledge  receipt  of  this  request  and  notify  the  prosecution  of  the 
results  of  your  search  and  the  steps  you  took  to  locate  any  hard  drive  by  12  October  2011. 

4.  SPECIAL  INSTRUCTIONS. 

a.  If  you  identify  or  locate  any  relevant  hard  drives,  please  take  all  reasonable  and  necessary 
steps  to  preserve  the  hard  drives.  The  prosecution  will  provide  additional  instructions  on 
disposition. 

b.  This  request  is  designed  to  preserve  materials  and  information  requested  by  the  defense 
counsel  for  PFC  Manning.  See  Enclosures  2  and  3.  It  is  not  intended,  nor  should  it  be 
interpreted,  to  ascribe  any  legal  relevance  to  the  materials  and  information  requested,  including 
whether  or  not  such  materials  and  information  may  be  provided  to  the  defense  in  discovery. 

c.  If  you  are  unsure  whether  certain  materials  should  be  preserved,  please  err  on  the  side  of 
caution  and  preserve  the  materials.  Failure  to  preserve  and  retain  any  pertinent  materials. 


A  A 

ANJA-CL  ^ 

SUBJECT:  Request  to  Located  and  Preserve  Evidence  -  United  States  v.  PFC  Bradley  Manning 


electronic  or  otherwise,  may  result  in  sanctions  against  the  United  States,  based  on  PFC 
Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  applicable  case  law. 

5.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685-1975  (DSN  325), 
ashden.  fein@  jfhqncr.northcom.mil,  or  ashden.fein@jfhqncr.northcom.smil.mil  (S1PR). 


3  Ends 

1 .  Charge  Sheet,  2  Mar  1 1 

2.  Defense  Request,  21  Sep  1 1 

3.  Explanation  Emails,  29  Sep  1 1 

CF: 

BJA,  2BCT,  10th  MTN  DIV  (LI) 
SJA,  10th  MTN  DIV  (LI) 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


4  October  201 1 


MEMORANDUM  FOR  Director,  Computer  Crime  Investigative  Unit,  U.S.  Army  Criminal 
Investigative  Command,  Quantico,  V A  22134 

SUBJECT :  Request  to  Preserve  Evidence  -  United  States  v.  PFC  Bradley  Manning 

1 .  PURPOSE.  The  prosecution  in  the  above-named  case  requests  that  your  organization  take 
all  reasonable  and  necessary  steps  to  preserve  any  computer  forensic  evidence  held  or  obtained 
by  your  organization  during  the  investigation  ofPFC  Manning’s  alleged  misconduct,  including 
hard  drives  used  between  1  November  2009  and  27  May  201 0  in  the  Tactical  Sensitive 
Compartmented  Information  Facility  and  the  Tactical  Operations  Center  of  Headquarters  and 
Headquarters  Company, 2d  Brigade  Combat  Team,  10th  Mountain  Division  (Light  Infantry), 
Forward  Operating  Base  Hammer,  Iraq,  and  all  forensic  images  of  all  computers  seized  by  the 
United  States. 

2.  BACKGROUND.  PFC  Manning  is  the  subject  of  an  ongoing  investigation  and  criminal 
prosecution  based  on  the  alleged  illegal  collection  and  disclosure  of  national  defense  and  foreign 
relations  information  to  the  WikiLeaks  organization.  WikiLeaks  released  national  defense  and 
foreign  relations  information  allegedly  provided  to  them  by  PFC  Manning  on  the  internet.  PFC 
Manning  is  currently  charged  with  multiple  violations  of  federal  law  under  the  Uniform  Code  of 
Military  Justice  (UCMJ),  including  violations  of  18  U.S.C.  §  793,  18  U.S.C.  §  1030,  and  18 
U.S.C.  §  641 .  PFC  Manning  is  also  charged  with  Aiding  the  Enemy  by  Giving  Intelligence,  in 
violation  of  Article  104,  UCMJ  (10  U.S.C.  §  904).  See  Enclosure  1.  PFC  Manning  was 
apprehended  by  CID  in  Iraq  on  27  May  2010  and  has  been  in  pretrial  confinement  since  29  May 
2010. 

3.  SUSPENSE.  Please  acknowledge  receipt  of  this  preservation  request  and  notify  the 
prosecution  by  12  October  2011  that  you  have  complied  with  this  request. 

4.  SPECIAL  INSTRUCTIONS.  This  request  is  designed  to  preserve  materials  and 
information  requested  by  the  defense  counsel  for  PFC  Manning.  See  Enclosures  2  and  3.  It  is 
not  intended,  nor  should  it  be  interpreted,  to  ascribe  any  legal  relevance  to  the  materials  and 
information  requested,  including  whether  or  not  such  materials  and  information  may  be  provided 
to  the  defense  in  discovery.  If  you  are  unsure  whether  certain  materials  should  be  preserved, 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  preserve  and  retain  any 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  against  the  United  States, 


ANJA-CL 

SUBJECT :  Request  to  Preserve  Evidence  -  United  States  v.  PFC  Bradley  Manning 

based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and 
applicable  case  law. 

5.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685-1975  (DSN  325), 
ashden.fein@jfhqncr.northcom.mil,  or  ashden.fein@jfhqncr.northcom.smil.mil  (SIPR). 


3  Ends 

1 .  Charge  Sheet,  2  Mar  1 1 

2.  Defense  Request,  2 1  Sep  1 1 

3.  Explanation  Emails,  29  Sep  1 1 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


October  4,  201 1 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


National  Security  Law  Branch 
Federal  Bureau  of  Investigation 
935  Pennsylvania  Ave  NW 
Washington,  DC  20535 


Re:  United  States  v.  Private  First  Class  (PFC)  Bradlev  F.  Manning 


The  U.S.  Army  prosecutors  in  the  above-named  case  (hereinafter  "the  prosecution") 
request  the  Federal  Bureau  of  Investigation  (FBI)  take  all  reasonable  and  necessary  steps  to 
preserve  any  computer  forensic  evidence  held  or  obtained  by  the  FBI  during  the  investigation  of 
PFC  Manning’s  alleged  misconduct,  including  hard  drives  used  between  November  I,  2009  and 
May  27,  in  the  Tactical  Sensitive  Compartmented  Information  Facility  and  the  Tactical 
Operations  Center  of  Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th 
Mountain  Division  (Light  Infantry),  Forward  Operating  Base  Hammer,  Iraq,  and  all  forensic 
images  of  all  computers  seized  by  the  United  States. 

PFC  Manning  is  the  subject  of  an  ongoing  investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  and  disclosure  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  organization.  WikiLeaks  released  national  defense  and  foreign 
relations  information  allegedly  provided  to  them  by  PFC  Manning  on  the  internet.  PFC 
Manning  is  currently  charged  with  multiple  violations  of  federal  law  under  the  Uniform  Code  of 
Military  Justice  (UCMJ),  including  violations  of  1  8  U.S.C.  §  793,  18  U.S.C.  §  1030,  and  18 
U.S.C.  §  641.  PFC  Manning  is  also  charged  with  Aiding  the  Enemy  by  Giving  Intelligence,  in 
violation  of  Article  104,  UCMJ  (10  U.S.C.  §  904).  Enclosed  with  this  letter  is  a  copy  of  the 
charge  sheet.  PFC  Manning  was  apprehended  by  the  U.S.  Army  Criminal  Investigative 
Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial  confinement  since  May  29,  2010. 

Please  acknowledge  receipt  of  this  preservation  request  and  notify  the  prosecution  by  1 2 
October  201 1  that  you  have  complied  with  this  request.  If  you  are  unsure  whether  certain 
materials  should  be  preserved,  please  err  on  the  side  of  caution  and  preserve  the  materials. 
Failure  to  preserve  and  retain  any  pertinent  materials,  electronic  or  otherwise,  may  result  in 
sanctions  against  the  United  States,  based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the 
Rules  for  Courts-Martial,  and  applicable  case  law. 


This  request  is  designed  to  preserve  materials  and  information  requested  by  the  defense 
counsel  for  PFC  Manning.  Also  enclosed  with  this  letter  is  a  copy  of  the  defense  request  and  a 
series  of  explanation  emails.  This  request  is  not  intended,  nor  should  it  be  interpreted,  to  ascribe 
any  legal  relevance  to  the  materials  and  information  requested,  including  whether  or  not  such 
materials  and  information  may  be  provided  to  the  defense  in  discovery. 

I  am  forwarding  a  copy  of  this  letter  to 

Department  of  Justice,  and  Supervisory  Special  Agent  Washington  Field 

Office.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685-1975,  ashden.fein 
@jfhqncr.northcom.mil,  or  ashden.fein@jfhqncr.northcom.smil.mil  (secure  email). 


Enclosures 


Ashden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 


UNITED  STATES  OF  AMERICA 
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Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 
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Prosecution  Response  to 
Defense  Motion  to  Dismiss 
for  Lack  of  Speedy  Trial 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


May  25,  201 1 

Criminal  Law  Division.  Office  of  the  Staff  Judge  Advocate 


Office  of  the  General  Counsel 
Defense  Intelligence  Agency 
200  MacDill  Boulevard 
Washington,  DC  20050-6563 


Re;  United  States  v.  Private  First  Class  (PFC)  Bradlei 


Dear  Sir: 

The  U.S.  Army  Prosecutors  in  the  above-refer 
two-fold  request  to  the  Defense  Intelligence  Agencj 
that  your  agency  take  any  and  all  reasonable  and 
held  by  your  agency,  which  concerns  or  refeftt 
Secondly,  the  prosecution  requests  that  yoi 
search  of  its  records  for  certain  informatiT 
evidence  in  the  above-referenced  case. 


(“prosecution”)  hereby  make  a 
1”).  First,  the  prosecution  requests 
steps  to  preserve  any  information 
nning  and/or  WikiLeaks. 

:t  a  thorough  and  comprehensive 
;low,  which  directly  implicates  the 


PFC  Manning  is  the  subjeqytf  3^mn°Ang  investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  ancM^closure  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  or^^mSf  PFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  under  A;  Urafcrm  Code  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 

charged  with  Aiding  the  Enem^K  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  letter  is  a  copy  of  the  charge  sheet.  PFC  Manning  w-as  apprehended  by  the 
U.S.  Army  Criminal  In^^ation  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  Ma^^3l0.  WikiLeaks  released  national  defense  and  foreign  relations 
information  allegedly  pnWWed  to  them  by  PFC  Manning  on  the  internet. 

PFC  Bjp^y  ijrfCard  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
bom  on  Decefcberifc,  1 987,  and  his  Social  Security  Number  is  He  has  been 

associated  wim^e  following  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
20854;  fil^frd^jerating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
HeAmJk^Ampany  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(LigP^g|am^,  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
jated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
cation: 
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As  indicated  above,  in  ad 
relating  to  PFC  Manning  and/or 
immediate  and  thorough  prudei 
and  also  for  anv  informatian.  dr 


Email: 

bradleyemanning@gmail.com 

bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass  8  7  @yahoo  .com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley.manning@2bctl0mtn.army.smil.mil 

mil_bradass97@hotmail.com 


Social  Networkin' 

bradleyemanning 
bradass87 
bmanningfm 
Breanna  Manning 
Bradley  Manning 
Dawgnetwork 


bader  request  for  preservation  of  all  records 
f,  the  prosecution  requests  that  you  conduct  an 
rch  of  your  records  for  the  information  provided  above, 
dy  concerning  PFC  Manning  including  but  not  limited  to  a 


documents  that  discuss  danutl^ri^-m  caused  by  PFC  Manning  and  WikiLeaks  and  anv 

measures  considered  or  taken  inrefcponse  to  the  activities  of  PFC  Manning  and  WikiLeaks.  The 

search  for  WikiLeaks  m^j£d  information  should  be  limited  to  all  records  from  November  1, 

2009  to  the  present  as®cMe|  with  the  disclosure  of  classified  information  to  WikiLeaks,  the 
possession  of  classifieo^fcapiation  by  WikiLeaks,  or  the  dissemination  of  classified  information 
by  WikiLeaks. 


This  rJ^c&^^Tesigned  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  anflkld  a^records  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpMl*ial^scribing  any  legal  relevance,  including  whether  such  information  may  be 
pde^ig^liAovery,  to  the  information  requested.  The  prosecutors  require  such  materials 
a  order  to  expedite  this  process,  please  provide  the  requested  information 

NCLASSIFIED”,  “CONFIDENTIAL”,  or  “SECRET”  by  July  5. 2011,  on  a  CD 

ny  information  classified  “TOP  SECRET”  or  controlled  as  “sensitive  compartmented 
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projide#iimiAovi 

thafi^^CL 

<^^^Any 


FOR  OFFICIAL  USE  ONLY 


FOR  OFFICIAL  USE  ONLY 


information  ,  should  be  made  available  for  inspection.  We  anticipate  making  future 
the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-mi 

As  stated  above,  the  prosecution  requests  that  you  preserve  all  docrn 
information,  including  data  stored  on  electronic  media,  pertaining  to  PFC IT 
WikiLeaks,  whether  or  not  such  information  is  directly  responsive  to  the  pnS|rftial  search 
request.  Furthermore,  please  take  steps  to  preserve  materials  related  to  PFC  Morning  and/or 
WikiLeaks  from  any  routine  data  destruction  practices.  If  you  are  unsure  whether  certain 
materials  should  be  preserved,  please  err  on  the  side  of  caution  and  the  materials. 

Failure  to  preserve  and  retain  any  pertinent  materials,  electronic  ou^B^ie,  may  result  in 
sanctions  against  the  United  States,  based  on  PFC  Manning’s  ri^us  uS?Article  46,  UCMJ,  the 
Rules  for  Courts-Martial,  and  applicable  case  law.  ^  J 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ATTENTION  OF 


Department  of  Defense 
1 600  Defense  Pentagon 
Washington,  DC  20301-1600 


May  25,  2011 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


Re:  United  States  v.  Private  First  Class  (PFC)  Brae 


Dear  Sir: 


The  U.S.  Army  Prosecutors  in  the  above-referenced  case  (“prosecution”)  hereby  make  a 
two-fold  request  to  the  Department  of  Defense  (“agency”).  First,  the  prosecution  requests  that 
your  agency  take  any  and  all  reasonable  and  necessary  steps  to  preserve  any  information  held  by 
your  agency,  which  concerns  or  references  PFC  Manning,  WikiLeaks,  or  the  investigation 
directed  by  the  Secretary  of  Defense  on  December  14,  2010  into  the  compromise  of 
classified  information  to  WikiLeaks  [“thW^D  Investigation”).  Secondly,  the  prosecution 
requests  that  your  agency  conduct  a  thorouglra^romprehensive  search  of  its  records  for  certain 
information,  detailed  below,  which  direct^B^icarothe  evidence  in  the  above-referenced  case. 

PFC  Manning  is  the  subject  ofa^^^ing  investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  ancyB^sur^f  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  orgamza^ron»PFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  under  the  H^^rCode  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  §  1030,  and  18  U.S.C.  §  641 .  PFC  Manning  is  also 

charged  with  Aiding  the  Gmng  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  letter  igj  co^l^the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
on  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 


WikiLeaks  released  national  defense  and  foreign  relations 


information  allegedly  pro^^^to  them  by  PFC  Manning  on  the  internet. 

PFC  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 

bom  on  Dece«Deij^%|pS7,  and  his  Social  Security  Number  He  has  been 

associated  witn  t^  flowing  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
er,  Iraq,  APO  AE  09308:  and  Headquarters  and 
;ade  Combat  Team  (BCT),  10th  Mountain  Division 


Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
vith  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
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Email: 

bradleyemanning@gmail.com 

bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass87@yahoo.com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley  ,manning@2bct  1  Omtn.armv  .sm  il.mil 

mil_bradass97@hotmail.com 

Social  Networking: 
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Breanna  Manning 

Bradley  Manning 

Dawgnetwork 


As  indicated  above,  in  addij 
relating  to  PFC  Manning,  WikiLei 
conduct  an  immediate  and  thoj 
provided  above,  and  also  for 
■nited  to  anv  docu 

WikiLeaks  and  any 

and  WikiLeaks.  Th< 
from  November  1 
WikiLeaks,  the  poi 
classified  infoi 


iroader  request  for  preservation  of  all  records 
DoD  Investigation,  the  prosecution  requests  that  you 
itial  search  of  your  records  for  the  information 
lation  directly  concerning  PFC  Manning  including  but 

discuss  damage  or  harm  caused  bv  PFC  Manning  and 
con^tered  or  taken  in  response  to  the  activities  of  PFC  Manning 


^VikiLeaks  related  information  should  be  limited  to  all  records 
iresent  associated  with  the  disclosure  of  classified  information  to 
gsion  drtlassified  information  by  WikiLeaks,  or  the  dissemination  of 
^WikiLeaks. 


This  r«u«  (assigned  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  ai^^iel^^^cords  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpftecn^ ascribing  any  legal  relevance,  including  whether  such  information  may  be 
provid^Bn  discB/ery.  to  the  information  requested.  The  prosecutors  require  such  materials 

a  order  to  expedite  this  process,  please  provide  the  requested  information 
th#1  sJEMdHlBSIFIED “CONFIDENTIAL ”,  or  “SECRET”  bv  August  1. 2011,  on  a 

r  Any  information  classified  "'TOP  SECRET7’  or  controlled  as  "sensitive 
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compartmented  information”,  should  be  made  available  for  inspection.  We  anticipate 
future  requests  as  the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  r< 
martial. 


As  stated  above,  the  prosecution  requests  that  you  preserve  all  doci 
information,  including  data  stored  on  electronic  media,  pertaining  to  PFC 
or  the  DoD  Investigation,  whether  or  not  such  information  is  directly  re«oi 
search  request.  Furthermore,  please  take  steps  to  preserve  materials  rel. 
WikiLeaks,  or  the  DoD  Investigation  from  any  routine  data  de< 
unsure  whether  certain  materials  should  be  preserved,  pleased  on  the 
preserve  the  materials.  Failure  to  preserve  and  retain  any  pen^gjit  mate] 


otherwise,  may  result  in  sanctions  against  the  United  States,  t 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  applicable 


^WikiLeaks, 
to  the  prudential 
'C  Manning, 

If  you  are 
[e  of  caution  and 
ils,  electronic  or 


Manning’s  rights 
fase  law. 


I  am  forwarding  a  copy  of  this  letter  to| 


Department  of  Justice.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685- 
1975,  ncr.ediscovery@jfhqncr.northcom.mil,  or  ncr.ediscovery@jfhqncr.northcom.smil.mil 
(secure  email). 


> 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


May  25.  201 1 

Criminal  Law  Division.  Office  of  the  Staff  Judge  Advocate 


Law  Enforcement  and  Intelligence 
United  States  Department  of  State 
Room  5419.  L/LEI 
2201  C  Street.  NW 
Washington,  DC  20520 


Re:  United  States  v.  Private  First  Class  fPFC)  Bradley 
Dear  Sir: 


& 

o 

ev  Eiwanning 


The  U.S.  Army  Prosecutors  in  the  abow 
two-fold  request  to  the  U.S.  Department  of  Stifl 
your  agency  take  any  and  all  reasonable 
your  agency,  which  concerns  or  referencj 
prosecution  requests  that  your  agency  co! 
records  for  certain  information,  det 
above-referenced  case. 


•cfcrenHfed  case  (“prosecution’')  hereby  make  a 
;ency*).  First,  the  prosecution  requests  that 
steps  to  preserve  any  information  held  by 
ining  and/or  WikiLeaks.  Secondly,  the 
■ough  and  comprehensive  search  of  its 
fich  directly  implicates  the  evidence  in  the 


PFC  Manning  is  the  sul 
on  the  alleged  illegal  coUectic 
information  to  the  WikirajgtB  oral 
violations  of  federal  lav^ 
violations  of  18  U.S.cJa793.  f 


charged  with  Aiding  the 
Enclosed  with  thi« 

U.S.  Army  Criminal 
confinement  sinc^Vl 
information aMaaedl' 


cmgoing  investigation  and  criminal  prosecution  based 
id  diset^ure  of  national  defense  and  foreign  relations 

ition.  PFC  Manning  is  currently  charged  with  multiple 
norm  Code  of  Military  Justice  (UCMJ),  including 
C.  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 


iy  by  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

>y  of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
ition  Command  in  Iraq  on  May  27, 2010  and  has  been  in  pretrial 
1010.  WikiLeaks  released  national  defense  and  foreign  relations 
rided  to  them  by  PFC  Manning  on  the  internet. 


Bradlejfcdw'ard  Manning  is  an  enlisted  member  of  the  United  States  Army.  lie  was 
V, 1987,  and  his  Social  Security  Number  He  has  been 

Sallowing  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
i  Operating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
ptompany  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
fSntry).  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
to  b^ssociated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
pnication: 
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Email: 

bradleyemanning@gmail.com 

bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.c.manning@gmail.com 

bradass8  7  @yahoo .  com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley.manning@2bctl0mtn.army.smil. 

mil_bradass97(S}hotmai  1  .com 


Social  Networking: 

bradleyemanning 

bradass87 

bmanningfm 

Breanna  Manning 

Bradley  Manning 

Dawgnetwork 

IP  Addresses: 

22.225.41.22 
22.225.41.40 
71.190.140.39 


As  indicated  above,  i 
relating  to  PFC  Manning  an< 
immediate  and  lhorou< 
and  also  for  anv  inform 

documents  that  discuss 


measures  considered 

search  for  WikiLe; 
2009  to  the  pre: 
possession  of  ck 
bv  WikiLeaks. 


yto  a  broader  request  for  preservation  of  all  records 
|WikiE*ms,  the  prosecution  requests  that  you  conduct  an 
search  of  your  records  for  the  information  provided  above, 
incoming  PFC  Manning  including  but  not  limited  to  anv 

arm  caused  bv  PFC  Manning  and  WikiLeaks  and  anv 


jken  in  response  to  the  activities  of  PFC  Manning  and  WikiLeaks.  The 

information  should  be  limited  to  all  records  from  November  1, 
vith  the  disclosure  of  classified  information  to  WikiLeaks,  the 
nation  by  WikiLeaks,  or  the  dissemination  of  classified  information 


is  designed  to  allow  the  prosecutors  to  assess  the  totality  of  information 
avaiIablelB§|helc^©  records  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  in^fpi§£aa^5scribing  any  legal  relevance,  including  whether  such  information  may  be 
progaedm  dfecowS^,  to  the  information  requested.  The  prosecutors  require  such  materials 

Lclyyn  order  to  expedite  this  process,  please  provide  the  requested  information 

LASSIFIED”,  “CONFIDENTIAL”,  or  “SECRET”  bv  July  5.  2011.  on  a  CD 


for  encuL  only 


"OR  or r  cut.  use  onli 


or  DVD.  Any  information  classified  “TOP  SECRET’  or  controlled  as  ”sensitkec 
information",  should  be  made  available  for  inspection.  We  anticipate  making  rfffl&greqiS 
the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to 

As  stated  above,  the  prosecution  requests  that  you  preserve  all  c. 
information,  including  data  stored  on  electronic  media,  pertaining  to  PFjj£i!fnningJ%d/or 
WikiLeaks,  whether  or  not  such  information  is  directly  responsive  to  the  pru<ten|p^earch 
request.  Furthermore,  please  take  steps  to  preserve  materials  reMeTto  PFC  Manning  and/or 
WikiLeaks  from  any  routine  data  destruction  practices.  If  you  afSffisUre  whether  certain 
materials  should  be  preserved,  please  err  on  the  side  of  caution  anapre|grve  the  materials. 
Failure  to  preserve  and  retain  any  pertinent  materials,  el ecfronidgihih may  result  in 
sanctions  against  the  United  States,  based  on  PFC  Manning’  ^ghtsog^er  Article  46,  UCMJ,  the 
Rules  for  Courts-Martial,  and  applicable  case  law. 


I  am  forwarding  a  copy  of  this  letter  to 

Department  of  Justice.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685- 
1975.  ncr.cdiscovery@jfhqncr.northcom.miL  or  ncfcediscoverv@iihqncr.northcom.smil.mii 
(secure  email). 


Ashden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


May  25,  201 1 

Criminal  I -aw  Division.  Office  of  the  Staff  Judge  Advocate 


Office  of  the  General  Counsel 
National  Security  Agency 
9800  Savage  Road 

Fort  George  Meade.  MD  20755-5999 


Re:  United  States  v.  Private  First  Class  (PFC)  Bradle- 


Dear  Sir: 

The  U.S.  Army  Prosecutors  in  the  above-re^ 
two-fold  request  to  the  National  Security  Agency  (" 
your  agency  take  any  and  all  reasonable  and  nec£ 
your  agency,  which  concerns  or  references  PI 
prosecution  requests  that  your  agency  condu®  a  the 
records  for  certain  information,  detailed  belof 
above-referenced  case. 


.case  (“prosecution”)  hereby  make  a 
First,  the  prosecution  requests  that 
try  s®)fs  to  preserve  any  information  held  by 
Tg  and/or  WikiLeaks.  Secondly,  the 
iugh  and  comprehensive  search  of  its 
directly  implicates  the  evidence  in  the 


PFC  Manning  is  the  amiggSing  investigation  and  criminal  prosecution  based 

on  the  alleged  illegal  collectioifanxDjfifc^ure  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  ragmuzatiop.  PFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  under  the  J^gjfifrm  Code  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C,  ®3. 18  U.S.C.  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 
charged  with  Aiding  the  Erllljwby  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  lettej^Sg^opjfcof  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  Iffi'ejHjlalfen  Command  in  Iraq  on  May  27, 2010  and  has  been  in  pretrial 
confinement  since  May  3§L  2u  1 0.  WikiLeaks  released  national  defense  and  foreign  relations 
information  allegjjp^jjtejvraed  to  them  by  PFC  Manning  on  the  internet. 

PFC  Bgadjef^iffiward  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
bom  on  De®mbe%7,  1987,  and  his  Social  Security  Number  He  has  been 

associated  «b  thajbl  lowing  physical  addresses:  1492  Sel worthy  Road,  Potomac,  Maryland, 
208&4J%&anTOperating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
1  Icaag^rtenr^ompany  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(LjghUmlhEffi).  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
dated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
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Email: 


brad  ley  emanning@gmai  l  .com 

bradmarming@earthlink.net 

bradley.c.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass  8  7@yahoo.  com 

bradass  8  7  @gmail  .com 

bradley.manning@us.army.smil.mil 

bradlcy.manning@2bctl0mtn.army.smil.mil 

mil_bradass97@hotmail.com 


Social  Networking: 

bradlcycmanning 

bradass87 

bmanningfm 

Breanna  Manning 

Bradley  Manning 

Dawgnctwork 


As  indicated  above,  in 
relating  to  PFC  Manning  and/c 
immediate  and  thorough  prudi 
and  also  for  any  information  d 


documents  that  discuss 

measures  considered  or 

search  for  WikiLeaks  re 
2009  to  the  present  as« 
possession  of  classify 
by  WikiLeaks. 


& 


gbnjider  request  for  preservation  of  all  records 
me  prosecution  requests  that  you  conduct  an 
I  of  your  records  for  the  information  provided  above, 
geming  PFC  Manning  including  but  not  limited  to  a 


tage  or  tfiiffn  caused  by  PFC  Manning  and  WikiLeaks  and  anv 

in  response  to  the  activities  of  PFC  Manning  and  WikiLeaks.  The 

irmation  should  be  limited  to  all  records  from  November  1, 
the  disclosure  of  classified  information  to  WikiLeaks,  the 
Ttion  by  WikiLeaks,  or  the  dissemination  of  classified  information 


This  requ^^s  designed  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and^SIfeasrecords  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpret&l  as,  ascribing  any  legal  relevance,  including  whether  such  information  may  be 
provided^p^^aterv,  to  the  information  requested.  The  prosecutors  require  such  materials 
feteffifrln  order  to  expedite  this  process,  please  provide  the  requested  information 
that  j^feMGuXSSIFIED”,  “CONFIDENTIAL”,  or  “SECRET”  bvJujv  5. 2011,  on  a  CD 
y  information  classified  “TOP  SECRET'  or  controlled  as  “sensitive  compartmcnted 


?OR  OFFICIAL  L'SE  ONLY 


information’*,  should  be  made  available  for  inspection.  Wc  anticipate  making  futi 
the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court- 


As  stated  above,  the  prosecution  requests  that  you  preserve  all  dociu 
information,  including  data  stored  on  electronic  media,  pertaining  to  PFC  Ml! 

WikiLeaks,  whether  or  not  such  information  is  directly  responsive  to  the 
request.  Furthermore,  please  take  steps  to  preserve  materials  related 
WikiLeaks  from  any  routine  data  destruction  practices.  If  you  are  unsulkjyhether  certain 
materials  should  be  preserved,  please  err  on  the  side  of  caution  and  p  re  seme  the  materials. 
Failure  to  preserve  and  retain  any  pertinent  materials,  electronic  or  otherwi^,  may  result  in 
sanctions  against  the  United  States,  based  on  PFC  Manning’s  righ^nnder  Article  46,  UCMJ,  the 
Rules  for  Courts-Martial,  and  applicable  case  law. 

I  am  forwarding  a  copy  of  this  letter  to  Ms. 

Department  of  Justice.  The  point  of  contact  for  this  reergest  is  the  undersigned  at  (202)  685- 
1975,  ncr.ediscovery@jfhqncr.northcom.mil,  or  ncr.e<li||pyery@j fhqncr.northcom.smil.mil 
(secure  email). 


Ashden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MIL(TARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


May  25.  201 1 

Criminal  Law  Division.  Office  of  the  Staff  Judge  Advocate 


& 

# 


2$ 


Office  of  the  General  Counsel 
Office  of  the  Director  of  National  Intelligence 
Washington.  DC  20511 


Re:  United  States  v.  Private  First  Class  (PFQ  Bradley  E.  Mabiing 


Dear  Ma'am: 


3* 


•referfiqce^pse  (“prosecution’')  hereby  make  a 
Uatoftafifetelligence  (“agency”).  First,  the 


The  U.S.  Army  Prosecutors  in  the  above-referfl 
two-fold  request  to  the  Office  of  the  Director  of  Naj 
prosecution  requests  that  your  agency  take  any  and  treasonable  and  necessary  steps  to  preserve 
any  information  held  by  your  agency,  which  cor^ms  or  references  PFC  Manning  and/or 
WikiLeaks.  Secondly,  the  prosecution  reques^tafyour  agency  conduct  a  thorough  and 
comprehensive  search  of  its  records  for  certainlijjffination.  detailed  below,  which  directly 
implicates  the  evidence  in  the  above-re  fereifbed  case. 


PFC  Manning  is  the  subject  < 
on  the  alleged  illegal  collection  and 
information  to  the  WikiLeaks  org; 
violations  of  federal  law  under 
violations  of  1 8  U.S.C.  §  793 
charged  with  Aiding  the  Erite] 
Enclosed  with  this  letter. 


ling  investigation  and  criminal  prosecution  based 
of  national  defense  and  foreign  relations 
in.  PFC  Manning  is  currently  charged  with  multiple 
Code  of  Military  Justice  (UCMJ),  including 
§  1030.  and  1 8  U.S.C.  §  641.  PFC  Manning  is  also 
Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 
of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 


U.S.  Army  Criminal  In4^stigalion  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  May  29^)10.  WikiLeaks  released  national  defense  and  foreign  relations 
information  allegedfg^vided  to  them  by  PFC  Manning  on  the  internet. 

PFC  Br^fc>n§idward  Manning  is  an  enlisted  member  of  the  United  Slates  Army.  He  was 
bom  on  Decen^^W,  1 987,  and  his  Social  Security  Number  He  has  been 

associated  &ith  tneTollowing  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
20854;  Fo^^^Operating  Base  Hammer,  Iraq.  APO  AE  09308;  and  Headquarters  and 
Headquarerefcompany  (HHC).  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(Light  Iniaftffy),  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
to  bqfS^ociated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
fcation: 


O 


Email: 

bradleyemanning@gmail.com 
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bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.  e  ,manning@gmail .  com 

bradass87@yahoo.com 

bradass87@gmail.com 

bradley  .manning@us  .army .  smil  .mil 

bradley.manning@2bctl  Omtn.army.smil.mil 

mil_bradass97@hotmail.com 


Social  Networking: 

bradleyemanning 
bradass87 
bmanningfm 
Breanna  Manning 
Bradley  Manning 
Dawgnetwork 


& 

# 


IP  Addresses: 

22.225.41.22 

22.225.41.40 

71.190.140.39 


K 

Cf 


& 


trader  request  for  preservation  of  all  records 
/ikf$fclfes^he  prosecution  requests  that  you  conduct  an 
il  seSrcf^f 


As  indicated  above,  in  addition  ti^an 
relating  to  PFC  Manning  and/or  Wiki 
immediate  and  thorough  prudential  sfflrS^)f  your  records  for  the  information  provided  above, 
and  also  for  any  information  directmsQgceming  PFC  Manning  including  but  not  limited  to  anv 
documents  that  discuss  damage  caused  bv  PFC  Manning  and  WikiLeaks  and  any 

measures  considered  or  takoi  ijfnjfeffSnse  to  the  activities  of  PFC  Manning  and  WikiLeaks.  The 

search  for  WikiLeaks  rektfg^%0hnation  should  be  limited  to  all  records  from  November  1 , 

2009  to  the  present  asstmateatovith  the  disclosure  of  classified  information  to  WikiLeaks,  the 
possession  of  classified  migration  by  WikiLeaks,  or  the  dissemination  of  classified  information 
by  WikiLeaks. 


This  req^e^^fssigned  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and  records  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 

be  interpreted  as^stribing  any  legal  relevance,  including  whether  such  information  may  be 
provided  ina^covery,  to  the  information  requested.  The  prosecutors  require  such  materials 
iinmediatgf^Jff  order  to  expedite  this  process,  please  provide  the  requested  information 
that  is  “ikoLASSIFIED”. “CONFIDENTIAL”,  or  “SECRET”  bv  July  5. 2011.  on  a  CD 

or  D\£R,  Any  information  classified  “TOP  SECRET’7  or  controlled  as  “sensitive  compartmented 
infoimatten”,  should  be  made  available  for  inspection.  We  anticipate  making  future  requests  as 
^  th^ne^darises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-martial. 


FOR  OFFICIAL  USE  ONLY 


FOR  OFFICIAL  USE  ONLY 


As  stated  above,  the  prosecution  requests  that  you  preserve  all  documents 
information,  including  data  stored  on  electronic  media,  pertaining  to  PFC  ManmnJ^J'or 
WikiLeaks,  whether  or  not  such  information  is  directly  responsive  to  the  prudej@^aearch 
request.  Furthermore,  please  take  steps  to  preserve  materials  related  to  PFC  Mamfeng  and/or 
WikiLeaks  from  any  routine  data  destruction  practices.  If  you  are  unsure  wfemfbr  certain 
materials  should  be  preserved,  please  err  on  the  side  of  caution  and  pre^rve  the  materials. 
Failure  to  preserve  and  retain  any  pertinent  materials,  electronic  or  othas^g,  may  result  in 
sanctions  against  the  United  States,  based  on  PFC  Manning’s  rights  um^^rticle  46,  UCMJ, 
Rules  for  Courts-Martial,  and  applicable  case  law. 


I  am  forwarding  a  copy  of  this  letter  to  Ms. 

Department  of  Justice.  The  point  of  contact  for  this  requests the  undersigned  at  (202)  685- 
1975.  ncr,  J‘  qncr.northcom.smil.mil 

(secure  er 


Enclosure 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


May  25,  201 1 

Criminal  Law  Division,  Office  of  the  Staff  Judae  Advocate 


Office  of  the  Director  of  National  Intelligence 
Office  of  the  National  Counterintelligence  Executive 
Washington,  DC  2051 1 


4? 

<7 


Jb 
O 

Re:  United  States  v.  Private  First  Class  (PFO  Bradley  E.  Manning 
Dear  Sir: 

The  U.S.  Army  Prosecutors  in  the  above-refejen&dd^  (“prosecution")  hereby  make  a 
two-fold  request  to  the  National  CounterintelhgeiK&fcfejmmi^'agency").  First,  the 
prosecution  requests  that  your  agency  take  any  ancroUjfe&sonable  and  necessary  steps  to  preserve 
any  information  held  by  your  agency,  which  conelgftsof  references  PFC  Manning  and/or 
WikiLeaks.  Secondly,  the  prosecution  requests l&atJour  agency  conduct  a  thorough  and 
comprehensive  search  of  its  records  for  certajjfi^ymation.  detailed  below,  which  directly 
implicates  the  evidence  in  the  above-refera 


PFC  Manning  is  the  subject  of 
on  the  alleged  illegal  collection  and 
information  to  the  WikiLeaks  orj 
violations  of  federal  law  under  tl 
violations  of  18  U.S.C.  §  793, 
charged  with  Aiding  the  En< 

Enclosed  with  this  letter  i: 

U.S.  Army  Criminal  Inw 
confinement  since  Ma)C9, 


ongoing  investigation  and  criminal  prosecution  based 
•e  of  national  defense  and  foreign  relations 
i.  PFC  Manning  is  currently  charged  with  multiple 
rm  Code  of  Military  Justice  (UCMJ).  including 
§  1030,  and  1 8  U.S.C.  §  641.  PFC  Manning  is  also 
iving  Intelligence,  in  violation  of  1 0  U.S.C.  §  904. 
of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
In  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
10.  WikiLeaks  released  national  defense  and  foreinn  relations 


information  allegg? 


raed  to  them  by  PFC  Manning  on  the  internet. 


PFC  Bradle^g*ftvard  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
bom  on  Decen^er  17,  1 987,  and  his  Social  Security  Number  is^^^^^H.  He  has  been 
associated  wffte&iwbl lowing  physical  addresses:  1 492  Selworthy  Road,  Potomac,  Maryland, 
20854;  ForwaglPperating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
Headqu^^^^ompany  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(LighLjiR^ry),  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
to  b^ssaciated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
commtoKation: 


Email: 

bradleyemanning@gmail.com 


FOR  OFFICIAL  USE  ONLY 


FOR  OFFICIAL  USE  ONLY 


bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass87@yahoo.com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley.manning@2bctl0mtn.army.smil.mil 

mil_bradass97@Jiotmail.com 


Social  Networking 

bradleyemanning 
bradass87 
bmanningfm 
Breanna  Manning 
Bradley  Manning 
Dawgnetwork 


/S 

$ 

& 


0 


c.  IP  Addresses: 
22.225.41.22 
22.225.41.40 
71.190.140.39 

As  indicated  above,  in  addition 
relating  to  PFC  Manning  and/or  WikiL< 
immediate  and  thorough  prudential 
and  also  for  any  information  dire 


# 


& 


[der  request  for  preservation  of  all  records 
ie  prosecution  requests  that  you  conduct  an 
of  your  records  for  the  information  provided  above, 
:ming  PFC  Manning  including  but  not  limited  to  any 


documents  that  discuss  damage  iacjphrfi  caused  by  PFC  Manning  and  WikiLeaks  and  any 

measures  considered  or  taken  iCresIfonse  to  the  activities  of  PFC  Manning  and  WikiLeaks  The 

search  for  WikiLeaks  related^J^nation  should  be  limited  to  all  records  from  November  1, 

2009  to  the  present  associcfb&ivKh  the  disclosure  of  classified  information  to  WikiLeaks,  the 
possession  of  classified^ffl^nation  by  WikiLeaks,  or  the  dissemination  of  classified  information 
by  WikiLeaks. 

This  requests  deigned  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and^eld  as  records  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpretecL^ascribing  any  legal  relevance,  including  whether  such  information  may  be 
provided  ingisjR&ery,  to  the  information  requested.  The  prosecutors  require  such  materials 
immediately  worder  to  expedite  this  process,  please  provide  the  requested  information 
that  is  ‘^UNCLASSIFIED’’,  “CONFIDENTIAL”,  or  “SECRET”  bv  July  5.  2011,  on  a  CD 

or  l)y§Av  information  classified  “TOP  SECRET”  or  controlled  as  “sensitive  compartmented 

mfoimatifflv.  should  be  made  available  for  inspection.  We  anticipate  making  future  requests  as 
*s?  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-martial. 
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.As  stated  above,  the  prosecution  requests  that  you  preserve  all  documents  J 
information,  including  data  stored  on  electronic  media,  pertaining  to  PFC  Manning anSror 
WikiLeaks,  whether  or  not  such  information  is  directly  responsive  to  the  pntferiCafeearch 
request.  Furthermore,  please  take  steps  to  preserve  materials  related  to  PF^M^nnmg  and/or 
WikiLeaks  from  any  routine  data  destruction  practices.  If  you  are  unsure  wnfcorcertain 
materials  should  be  preserved,  please  err  on  the  side  of  caution  and  preserve  thematerials. 
Failure  to  preserve  and  retain  any  pertinent  materials,  electronic  or  oth^^c.  may  result  in 
sanctions  against  the  United  States,  based  on  PFC  Manning’s  rights  u®OT*Jmicle  46.  UCMJ,  the 
Rules  for  Courts-Martial,  and  applicable  case  law. 


I  am  forwarding  a  copy  of  this  letter  to  Ms. 

Department  of  Justice.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685- 
1975,  ncr.ediscovery@jfhqncr.northcom.mil.  or  ncr.ediscQjiery@jfhqncr.northcom.smil.mil 
(secure  email). 


O 


c<wery@j; 

# 

Speedy. 

JpNo*  Ashden  Fern 

Captain.  U.S.  Army 
Trial  Counsel 

O 


/ 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20313-5013 


June  27,  201 1 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


to 


National  Security  Law  Branch 
Federal  Bureau  of  Investigation 
935  Pennsylvania  Ave  NW 
Washington,  DC  20535 

Re:  United  States  v.  Private  First  Class  (PFC)  Bradley 


So 

0 


.O 


The  U.S.  Army  Prosecutors  in  the  above-referenced  (“prt^ecution”)  hereby  make  a  two-fold 
request  to  the  Federal  Bureau  of  Investigation  (“agenlf^  First,  the  prosecution  requests  that 
your  agency  conduct  a  thorough  and  co mprehens  of  its  records  for  information  which 

concerns  or  references  PFC  Manning  and/or  Wilil^calts,  including  certain  information,  detailed 
below,  which  directly  implicates  the  evidence  in  the  above-referenced  case.  Secondly,  the 
prosecution  requests  that  your  agency  take  all  reasonable  and  necessary  steps  to  preserve  any 
responsive  files  gathered  as  a  result  of  your%earcJ  for  information. 

ft-ir 

PFC  Manning  is  the  subject  of  an  qngping  investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  and  d^pbsure  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  organ (^4^-  RFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  under  th'^Upiform  Code  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  793, lfruypC.  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 
charged  with  Aiding  the  J^n^yjGiving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  letters  jpettoy  of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  InTOKmatpn  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  May  29/1 01 0.  WikiLeaks  released  national  defense  and  foreign  relations 
information  allegedl^provided  to  them  by  PFC  Manning  on  the  internet. 

PFC  Bradrc#E|ward  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
bom  on  Decerrtqer  iff 1 987,  and  his  Social  Security  Number  He  has  been 

associated  yffehrfo  1  low ing  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
20854;^oi%^  Operating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
Headqi^e^Sompany  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(Light  ftffanJftL  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
;ociatcd  with  the  name  Brcanna  Elizabeth  Manning  and  the  following  means  of 
jtpimeation: 
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b. 


Email: 

bradleyemanning@gmail.com 
bradmanning@earthlink.net 
bradley.  e.manning@gmail.com 
breanna.e.manning@gmail.com 
bradass87@yahoo  .com 
bradass8  7@gmail.  com 
brad  ley.manning@us.  army .  smil.  mi  l 
bradley.  manning@2bct  1  Omtn.anhy.smil.mil 
mil_bradass97@hotmail.com 

Social  Networking: 
bradleyemanning 
bradass87 
bmanningftn 
Breanna  Manning 
Bradley  Manning 
Dawgnetwork 


IP  Addresses: 

22.225.41.22 

22.225.41.40 

71.190.140.39 


As  indicated  above,  the  pros&|m^i  requests  that  you  conduct  an  immediate  and  thorough 
prudential  search  of  your  records;fir misinformation  provided  above,  and  also  for  anv 
information  directly  concern'  tg  id  \  ,n  ning,  including  but  not  limited  to  anv  documents  that 

discuss  damage  or  harm  can*-.  .  i  ’  I  inning  and  WikiLeaks  and  anv  measures  considered 

or  taken  in  response  to  tbe-activftiel  of  PFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 

related  information  shdjdd^i'e  l|mited  to  all  records  from  November  1,  2009  to  the  present 
associated  with  the  disc  hereof  classified  information  to  WikiLeaks,  the  possession  of 
classified  informatfeoby  WikiLeaks,  or  the  dissemination  of  classified  information  by 
WikiLeaks.  ***%, 


This  recjucst  is  designed  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and  held  as  records  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  intcrpretedjisiascribing  any  legal  relevance,  including  whether  such  information  may  be 
providedim^oovery,  to  the  information  requested.  The  prosecutors  require  such  materials 
immcdfetefw.  In  order  to  expedite  this  process,  please  provide  the  requested  information 
that  is  ^UNCLASSIFIED''.  "CONFIDENTIAL”,  or  “SECRET”  by  August  1.  201 L  on  a 

CDfor  DVD.  Any  information  classified  ‘TOP  SECRET”  or  controlled  as  “sensitive 
eqmpartfnented  information”,  should  be  made  available  for  inspection.  We  anticipate  making 

N*  • 
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FOR  OFFICIAL  USE  ONLY 


future  requests  as  the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  refe 
martial. 


As  stated  above,  the  prosecution  requests  that  you  preserve  all  respgnsi|e  d( 
information,  including  data  stored  on  electronic  media,  gathered  as  a  result  ^ 
information  detailed  above.  If  you  are  unsure  whether  certain  materials  sF 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  pjjes'i 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  agafosi 
based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  fifr^o 
applicable  case  law. 

I  am  forwarding  a  copy  of  this  letter  to| _ 

Department  of  Justice.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685- 
1 975,  ncr.ediscovery@jfliqncr.northcom.mil,  or  ncr . ed  i sco  V'efy@ j  fhq n cr. no rt  h co m.  s m i  1 .  mi  I 
(secure  email). 


lents  and 
arch  for 
[cftfe  preserved, 
»ind  retain  any 
je  United  States, 
:s-Martial,  and 


Ashden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


June  27,  201 1 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


United  States  Department  of  Justice 
950  Pennsylvania  Avenue  NW 
Washington,  DC  20530-0001 


Re:  United  States  v.  Private  First  Class  (PFC)  Bradley  E.  Mannr 


The  U.S.  Army  Prosecutors  in  the  above-rcterenefed  c^e  prosecution’’)  hereby  make  a 
two-fold  request  to  the  United  States  Department  of  Justice  (“i|ency”).  First,  the  prosecution 
requests  that  your  agency  conduct  a  thorough  and  compr^cn#e  search  of  its  records  for 
information  which  concerns  or  references  PFCLMj>iming  and/or  WikiLeaks,  including  certain 
information,  detailed  below,  which  directly  impfftates  the  evidence  in  the  above-referenced  case. 
Secondly,  the  prosecution  requests  that  your  a^icy%k#'all  reasonable  and  necessary  steps  to 
preserve  any  responsive  files  gathered  as  a  result "ofyour  search  for  information. 

PFC  Manning  is  the  subject  of  anTftjgo investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  and  di|clo^a|pf  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  organizal^iL^PC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law'  under  th^€tlll|qrmCode  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  793,  Jg|ks.c!%1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 
charged  with  Aiding  the  Enem|  by%jjj^ng  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  lettet^a,  cS^ypf  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  In v csitgatio n  %b mmand  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  Mayj|9,  20ffe^Wiki Leaks  released  national  defense  and  foreign  relations 
information  allegedly  provided  to  them  by  PFC  Manning  on  the  internet. 

PFC  Bradley  Edward  Manning  is  an  enlisted  member.of  the  United  States  Army.  He  was 
bom  on  December  1  ti^87,  and  his  Social  Security  Number  He  has  been 

associated  w |lft ne'ifo llmv  ing  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
20854;  ForX^d  Operating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
Headqu^^s  Cs^^ny  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(Light  |hfa^n<)j.  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
to_.be  asfe^atc^'with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 


Email: 

bradleyemanning@gmail.  com 
bradmanning@earthl  ink.  net 
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brad  ley.  e.  manning@gmaiL  com 

breanna.e.manning@gmail.com 

bradass87@yahoo.com 

bradass87@gmail.com 

bradley.  manning@us.  army.  smil.  mil 

bradley.manning@2bctlOmtn.army.smil.mil 

mil_bradass97@hotmail.com 


b.  Social  Networking: 
bradleyemanning 
bradass87 
bmarmingfrn 
Breanna  Manning 
Bradley  Manning 
Dawgnetwork 


IP  Addresses: 

22.225.41.22 

22.225.41.40 

71.190.140.39 


o 


rv 


As  indicated  above,  the  prosecution  requests  that  you  conduct  an  immediate  and  thorough 
prudential  search  of  your  records  for  the  irmlr jnation  provided  above,  and  also  for  any 
information  directly  concerning  PFC  Manning,  including  but  not  limited  to  any  documents  that 
discuss  damage  or  harm  caused  by  PI  t  mBm  \  and  WikiLeaks  and  any  measures  considered 
or  taken  in  response  to  the  activities  ofPEC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 
related  information  should  be  all  records  from  November  1,  2009  to  the  present 

associated  with  the  disclo_sur£&f  classified  information  to  WikiLeaks,  the  possession  of 
classified  information  b^^kiLelks,  or  the  dissemination  of  classified  information  by 
WikiLeaks.  # 


This  request  .is  designed  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and  held  Js  rm^s  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpreted  as,  i§c|fbin|i  any  legal  relevance,  including  whether  such  information  may  be 
provided  in  d^sfoyg^f^the  information  requested.  The  prosecutors  require  such  materials 
immed iatelwf In  order  to  expedite  this  process,  please  provide  the  requested  information 
that  is  “UNCLASSIFIED”.  “CONFIDENTIAL”,  or  “SECRET”  by  August  1.  201 L  on  a 


CD  or 


formation  classified  ‘TOP  SECRET”  or  controlled  as  “sensitive 
teapnformation”,  should  be  made  available  for  inspection.  We  anticipate  making 
'  Aas  the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court- 


FOR  OFFIC  IAL  USE  ONLY 


FOR  OFFICIAL  USE  ONLY 


As  stated  above,  the  prosecution  requests  that  you  preserve  all  responsive  dqcurtfegt&  ^id 
information,  including  data  stored  on  electronic  media,  gathered  as  a  result  of  ygy?  sedtqfajbr 
information  detailed  above.  If  you  are  unsure  whether  certain  materials  should  tfo^eserttd, 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  preserye'%nd  retain  any 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  against  States, 

based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  for  Coin^-Maitia],  and 
applicable  case  law. 

_ _  | ' 

1  am  forvvardinu  a  copy  of  this  letter  to  Mr.  ^ _ 

I  Criminal 

s  Attorney,  gastem  Districffof  Virginia;  and| 

_ _ _ _ _  The  point  of  contact  for 

this  request  is  the  undersigned  at  (202)  685-1975,  ncr.edisq^b^@jfhqncr.northcom.mil,  or 
ncr.ediscovery@jfhqncr.northcom.smil.mil  (secure  email)q  ' 

v) 

Sincerely. 


jAshden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 


Enclosure 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


June  28, 2011 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


Office  of  the  General  Counsel 
Defense  Information  Systems  Agency 
Fort  Meade,  MD  20755 


<J^ 


Dear  I 


Re:  United  States  v.  Private  First  Class  (PFQ  Bradley  E. 


The  U.S.  Army  Prosecutors  in  the  above-referenced  case^“ptosecution”)  hereby  make  a  two-fold 
request  to  the  Defense  Information  Systems  Agencyi^a'genc^.  First,  the  prosecution  requests 
that  your  agency  conduct  a  thorough  and  comprehensive  search  of  its  records  for  information 
which  concerns  or  references  PFC  Manning  and/or  WikiLeaks,  including  certain  information, 
detailed  below,  which  directly  implicates  the  evidence  in  the  above-referenced  case.  Secondly, 
the  prosecution  requests  that  your  agency  take  afl  reasbnable  and  necessary  steps  to  preserve  any 
responsive  files  gathered  as  a  result  of  your  search  for  information. 

PFC  Manning  is  the  subject  of  an  ingoing  investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  and  disclosure  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  organizafi&i/ PFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  under  the^Uniform  Code  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  793,  l§U,Sfc.  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 
charged  with  Aiding  the  Enemy  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  letter  ^  a|x»|fybf  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  Investigation  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  May  29/2010.  WikiLeaks  released  national  defense  and  foreign  relations 
information  allegedly  pfqvicfed  to  them  by  PFC  Manning  on  the  internet. 

PFC  Bradlgy;  Edward  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
bom  on  Decembm^^  1987,  and  his  Social  Security  Number  is^^^^^H  He  has  been 
associated  withthe  following  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
20854;  Forward  Operating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
Headquarters  Company  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(Light  Infancy),  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
to  b£js§ociated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
communication: 

Of 

O 


Email: 

bradleyemanning@gmail.com 

bradmanning@earthlink.net 
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bradley.e.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass87@yahoo.com 

bradass87@gmail.com 

bradley.maiming@us.army.smil.mil 

bradley.manning@2bctl  Omtn.army.smil.mil 

mil_bradass97@hotmail.com 

Social  Networking: 

bradleyemanning 

bradass87 


Breanna  Manning 
Bradley  Manning 
Dawgnetwork 

IP  Addresses: 

22.225.41.22 

22.225.41.40 

71.190.140.39 
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As  indicated  above,  the  prosecution  jequests  that  you  conduct  an  immediate  and  thorough 
prudential  search  of  your  records  for  the-information  provided  above,  and  also  for  anv 
information  directly  concerning  PFC  Manning,  including  but  not  limited  to  any  documents  that 

discuss  damage  or  harm  caused  by  PEG  banning  and  WikiLeaks  and  anv  measures  considered 

or  taken  in  response  to  the  activities  of  PFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 
related  information  should  be  limited  to  all  records  from  November  1,  2009  to  the  present 
associated  with  the  disclosurejof^classified  information  to  WikiLeaks,  the  possession  of 
classified  information  by  WikiLeaks,  or  the  dissemination  of  classified  information  by 
WikiLeaks.  ' 

This  request  is  designed  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and  held  as  records  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpreted  as,  Scribing  any  legal  relevance,  including  whether  such  information  may  be 
provided  in  discovery,  to  the  information  requested.  The  prosecutors  require  such  materials 
immediately.  In  order  to  expedite  this  process,  please  provide  the  requested  information 
that  is  “UNCLASSIFIED”.  “CONFIDENTIAL”,  or  “SECRET”  bv  August  1. 2011.  on  a 

CD  or  DVD.  .Any  information  classified  “TOP  SECRET”  or  controlled  as  “sensitive 
compartmehted  information”,  should  be  made  available  for  inspection.  We  anticipate  making 
future  requests  as  the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court- 
martial.5^ 
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As  stated  above,  the  prosecution  requests  that  you  preserve 
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all  responsive  docuprenjs  and 

y 


based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and 
applicable  case  law. 

I  am  forwarding  a  copy  of  this  letter  to  

Department  of  Justice.  The  point  of  contact  for  this  request  is  the  undersigned  at  (202)  685- 
1975,  ncr.ediscovery@jfhqncr.northcom.mil,  or  ncr.ediscovery@jfhqribr.northcom.smil.mil 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


August  16,  2011 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


United  States  Attorney 
Southern  District  of  New  York 
500  Pearl  Street 

New  York,  New  York  10007-1312 

Re:  United  States  v.  Private  First  Class  fPFO  Bradley  E.  N  j 

Dear  | 

On  June  27, 2011,  the  U.S.  Army  Prosecutors  iif|he  aBjpv^referenced  case 
(“prosecution”)  sent  a  prudential  search  requesL£“PSR’’flx^f  Department  of  Justice,  including 
the  Eastern  District  of  Virginia,  and  the  Federafptreau  of  Investigation  (FBI).  After  we  sent  the 
enclosed  letter,  the  prosecution  became  awareitkat  ektain  investigative  activities  undertaken  by 
your  office  and  the  FBI  in  your  district  invoMng^Wikileaks  and  its  associates  may  have 
generated  information  responsive  to  owm%  We,  therefore,  should  have  addressed  the 
original  letter  to  you  as  well.  The  proSea^on  requests  that  you  promptly  execute  the  enclosed 
PSR  by  August  26,  2011. 

..df 

la 


forwardimy^opy  of  this  letter  to  | 


The,pomt  of  contact  for  this  request  is  the  undersigned  at  (202)  685- 
iqS^mdrthcom.mil,  or  ncr.ediscovery@jfhqncr.northcom.smil.mil 


Sincerely, 


Ashden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 

U  S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


June  6,  201 1 


Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


Department  of  Defense 
1 600  Defense  Pentagon 
Washington,  DC  20301-1600 


<£> 

w 


Re:  United  States  v.  Private  First  Class  (PFC)  Bradley  E.  Mannill 
Dear  Sir: 


The  U.S.  Army  Prosecutors  in  the  above-referenda  case  0%gs$Scut ion”)  hereby  make  a 
two-fold  request  to  the  Department  of  Defense  (“agency^CFirst,  the  prosecution  requests  that 
your  agency  conduct  a  thorough  and  comprehensive  pjreh  ofits  records  for  information  which 
concerns  or  references  PFC  Manning,  WikiLeaks,  ffr  thllinvtstigation  directed  by  the 
Secretary  of  Defense  on  December  14,  20H)  into  the  compromise  of  classified  information 
to  WikiLeaks  [“the  DoD  Investigation”],  ir^jnding  certain  information,  detailed  below,  which 
directly  implicates  the  evidence  in  the  abo^-^cl^jgnced  case.  Secondly,  the  prosecution  requests 
that  your  agency  take  all  reasonable  and|Jjecei>ary  steps  to  preserve  any  responsive  files  gathered 
as  a  result  of  your  search  for  infonnajian5<fipr  me  purposes  of  this  request,  please  exclude  the 
Defense  Information  Systems  Agefcyjfiie  Mtional  Security  Agency,  and  the  Defense 
Intelligence  Agency.  These  agencf'^^Un-eceive  separate  letters. 


PFC  Mann  in] 
on  the  alleged  illegal 
information  to  the 
violations  of  fedci 
violations  of 
charged  with' 


set  of  an  ongoing  investigation  and  criminal  prosecution  based 
id  disclosure  of  national  defense  and  foreign  relations 
rganization.  PFC  Manning  is  currently  charged  with  multiple 
Ter  the  Uniform  Code  of  Military  Justice  (UCMJ),  including 
$  793,  18  U.SiC.  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 
le  Enemy  by  Giving  Intelligence,  in  violation  of  1 0  U.S.C.  §  904. 
Encloses# vSfh.  tlis^fetter  is  a  copy  of  the  charge  sheet.  PFC  Manning  wfas  apprehended  by  the 
U.S.  Ar^y  Crfininal  Investigation  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
lBlgfince  May  29,  2010.  WikiLeaks  released  national  defense  and  foreign  relations 
>n  allegedly  provided  to  them  by  PFC  Manning  on  the  internet. 

|  PFC  Bradley  Edward  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
bom  on  December  1 7,  1 987,  and  his  Social  Security  Number  is^^^^^H  He  has  been 
associated  with  the  following  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
20854;  Forward  Operating  Base  Hammer,  Iraq,  APO  AE,  09308;  and  Headquarters  and 
Headquarters  Company  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(Light  Infantry),  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
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to  be  associated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
communication: 

a.  Email: 

bradleycmanning@gmail.com 
bradmanning@carthlink.nct 
brad  ley.  e.  manning@gmai  1.  co  m 

breanna.e.manning@gmail.com  If. 

bradass87@yahoo.com 

bradass87@gmail.com  ,  m 

bradlcy.manning@us^rmy. smil.mil  .  ^  C  A 

bradley.manning@2bctlOmtn.army.smil.mil  " 

mil_bradass97@hotmail.com 

b.  Social  Networking: 
bradlcycmanning 
bradass87 

bmanningftn  \  y 

Breanna  Manning 
Bradley  Manning 

’ 

c. 


As  indicated. 


prosecution  requests  that  you  conduct  an  immediate  and  thorough 


>rds  for  the  information  provided  above,  and  also  for  anv 


information  dkesa^ebneerning  PFC  Manning,  including  but  not  limited  to  anv  documents  that 
d iscuss  damafpgri|u:m  caused  by  RFC  Manning 'and  WikiLeaks  and  anv  measures  considered 
or  takcniECTiCSpfeifto  the  activities  of  PFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 
rclatcd^fbrmation  should  be  limited  to  all  records  from  November  1,  2009  to  the  present 
ass^iaieeyyifl  the  disclosure  of  classified  information  to  WikiLeaks,  the  possession  of 
c^^mi^rmation  by  WikiLeaks,  or  the  dissemination  of  classified  information  by 


ts. 


M  This  request  is  designed  to  allow’  the  prosecutors  to  assess  the  totality  of  information 
Available  and  held  as  records  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpreted  as,  ascribing  any  legal  relevance,  including  w’hcthcr  such  information  may  be 
provided  in  discovery,  to  the  information  requested.  The  prosecutors  require  such  materials 
immediately.  In  order  to  expedite  this  process,  please  provide  the  requested  information 
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that  is  “UNCLASSIFIED”  “CONFIDENTIAL’1,  or  “SECRET"  bv  August  L  2011.  on  a 

CD  or  D\  D.  Any  information  classified  ‘TOP  SECRET”  or  controlled  as  “sensitive 

compartmented  information”,  should  be  made  available  for  inspection.  We  anticipate  makings 
future  requests  as  the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  cd^ 
martial.  ,#%>  a 

As  stated  above,  the  prosecution  requests  that  you  preserve  all  responsive  dj^etaliUs  and 
information,  including  data  stored  on  electronic  media,  gathered  as  a  result  ®vo^a^#i  for 
information  detailed  above.  If  you  are  unsure  whether  certain  materials  shotl&bo%ggSCTvcd, 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  prqset&plfed  retain  any 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions_agai||ylfef|J nited  States, 
based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Ruf^re^^mfts^lartial.  and 
applicable  case  law.  &  ^ 


email). 


The  point  of  contact  for  this  reqi 
ncr.ediscovery@jfhqncr.northcom.mil,  < 


at  (2^  685-1975, 
incr.northcom.smil.mil  (secure 


Ashden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-S013 


June  14.2011 


Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


Office  of  the  General  Counsel 
Defense  Intelligence  Agency 
200  MacDill  Boulevard 
Washington,  DC  20050-6563 


Re:  United  States  v.  Private  First  Class  fPFC'i  Bradlej 


OearHHHB 

The  U.S.  Army  Prosecutors  in  the  above-referenced 
request  to  the  Defense  Intelligence  Agency  (“ageni 
agency  conduct  a  thorough  and  comprehensive  si 
concerns  or  references  PFC  Manning  and/or 
below,  which  directly  implicates  the  evil 
prosecution  requests  that  your  agency  tal 
responsive  files  gathered  as  a  result  of 


:osecution,;)  hereby  make  a  two-fold 
ft,  the  prosecution  requests  that  your 
fs  records  for  information  which 
ks,  including  certain  information,  detailed 
’e-referenced  case.  Secondly,  the 
!e  and  necessary  steps  to  preserve  any 
for  information. 


PFC  Manning  is  the  subject  ofcr^n|going  investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  a?|$dipfifflrare  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  oraapnSfejfln.  PFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  unde^ecfejform  Code  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  f^JWS.C.  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 
charged  with  Aiding  the  EnenP^'  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  letter  J.s  a  copy  of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  IjFqpffgation  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  Ma^yjgJlDlO.  WikiLeaks  released  national  defense  and  foreign  relations 
information  alleg^f^^vided  to  them  by  PFC  Manning  on  the  internet. 

toward  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
r  17,  1987,  and  his  Social  Security  Number  is^^^^^H  He  has  been 
IlfiF following  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
Iterating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
{^“Company  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
mry),  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
biated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 


Email: 

bradleyemanning@gmail.com 
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bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass87  @  yahoo  .com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley.manning@2bctlOmtn.army.smil.mil 

mil_bradass97@hotmail.com 


Social  Networking: 

bradleyemanning 

bradass87 

bmanningfm 

Breanna  Manning 

Bradley  Manning 

Dawgnetwork 

IP  Addresses: 

22,225.41.22 

22.225.41.40 

71.190.140.39 


As  indicated  above,  the  prose< 
prudential  search  of  your  records^  tl 
information  directly  concerning  P 

discuss  damage  or  harm  caused. 


or  taken  in  response  to  the^gti 


[:quests  that  you  conduct  an  immediate  and  thorough 
ation  provided  above,  and  also  for  any 
ting,  including  but  not  limited  to  any  documents  that 

anning  and  WikiLeaks  and  any  measures  considered 


PFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 


related  information  should  SSftjmFfgd  to  all  records  from  November  1,  2009  to  the  present 
associated  with  the  disclosure  onUlassified  information  to  WikiLeaks,  the  possession  of 
classified  information  by^ikiLeaks,  or  the  dissemination  of  classified  information  by 
WikiLeaks. 

This  reques^^J®igned  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and  l^f^is  froords  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpreted&^asCTibing  any  legal  relevance,  including  whether  such  information  may  be 
provided  iarijsd^ery,  to  the  information  requested.  The  prosecutors  require  such  materials 
immediat&YjfijWder  to  expedite  this  process,  please  provide  the  requested  information 
that  feQjWfe^ASSIFlED”.  “CONFIDENTIAL”,  or  “SECRET”  by  July  5.  2011.  on  a  CD 

or  information  classified  “TOP  SECRET1’  or  controlled  as  “sensitive  compartmented 

inf^fmffiftn”,  should  be  made  available  for  inspection.  We  anticipate  making  future  requests  as 
irises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-martial. 
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As  stated  above,  the  prosecution  requests  that  you  preserve  all  responsive  d< 
information,  including  data  stored  on  electronic  media,  gathered  as  a  result  of  yoi 
information  detailed  above.  If  you  are  unsure  whether  certain  materials  should 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  presei 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  against  t^e  Ui 
based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  ft 
applicable  case  law. 


ftaQjurOTftri 


and 
for 
irved, 
lain  any 
States, 
ll,  and 


1  am  forwarding  a  copy  of  this  letter  to 
Department  of  Justice.  The  point  of  contact  for  this  request  is  th^ 
1975,  ncr.ediscovery@jfhqncr.northcom.mil,  or  ncr.ediscovery(ffi 
(secure  email).  jj*  , 


Fein 
iplain,  U.S.  Army 
ial  Counsel 


^signed  at  (202)  685- 
pr.northcom.smil.mil 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


June  14,2011 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


Office  of  the  Legal  Adviser 
Law  Enforcement  and  Intelligence 
United  States  Department  of  State 
Room  5419, 1/LEI 
2201  C  Street,  NW 
Washington,  DC  20520 


Re:  United  States  v.  Private  First  Class  (PFC)  Bra  nning 


The  U.S.  Army  Prosecutors  in  the  abov< 
two-fold  request  to  the  U.S.  Department  of  Si 
your  agency  conduct  a  thorough  and  comprel 
concerns  or  references  PFC  Manning  ai 
below,  which  directly  implicates  the  evi|pn< 
prosecution  requests  that  your  agency  t: 
responsive  files  gathered  as  a  resull 


;e  (“prosecution”)  hereby  make  a 
(“aSIfacv”).  First,  the  prosecution  requests  that 
£ve  search  of  its  records  for  information  which 
:aks,  including  certain  information,  detailed 
le  above-referenced  case.  Secondly,  the 
lonable  and  necessary  steps  to  preserve  any 
th  for  information. 


PFC  Manning  is  the  sut 
on  the  alleged  illegal  collectu 
information  to  the  Wiki! 
violations  of  federal  law, 
violations  of  18  U.S.O 
charged  with  Aid  ini 
Enclosed  with  thi: 


ongoing  investigation  and  criminal  prosecution  based 
id  disSfcsure  of  national  defense  and  foreign  relations 
lion.  PFC  Manning  is  currently  charged  with  multiple 
iform  Code  of  Military  Justice  (UCMJ),  including 
[93,  IJTt'TS.C.  §  1030,  and  18  U.S.C.  §  64.1.  PFC  Manning  is  also 
by  Giving  Intelligence,  in  violation  Of  10  U.S.C-  §  904. 
y  of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  CrimirEl  U^espfation  Command  in  Iraq  on  May  27, 2010  and  has  been  in  pretrial 
confinement  2010.  WikiLeaks  released  national  defense  and  foreign  relations 

information  Jtejplk  provided  to  them  by  PFC  Manning  on  the  internet. 

idward  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
bom  cJ'D^t^er1^.  1987,  and  his  Social  Security  Number  He  has  been 

Jj^he  following  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
mi  Operating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
HeadM|rters  Company  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
Light  ffifantry),  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
Foci  ate  d  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
piinication: 
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FOR  OFFICIAL  USE  ONLY 


As  indicated  above,  the 
prudential  search  of  your  recoi 
information  directly  con< 


discuss  damage  or  harm 

or  taken  in  response  to  tl 

related  information  shot 
associated  with  the 
classified  informal 
WikiLeaks. 


Email: 

bradleyemanning@gmail.com 
bradmanning@earthlink.net 
bradley.e.manning@gmail.com 
breannax.manning@gmail.com 
bradass87@yahoo.com 
bradass87@gmail.com 
bradley.manning@us.army.smil.mil 
bradley.manning@2bctl0mtn.army.smLl.mil 
mil_bradass97@hotmail.com  £ 


b.  Social  Networking: 
bradleyemanning 
bradass87 
bmannmgfm 
Breanna  Manning 
Bradley  Manning 
Dawgnetwork 


ution^quests  that  you  conduct  an  immediate  and  thorough 
[  fortHjypformation  provided  above,  and  also  for  any 

^Manning,  including  but  not  limited  to  any  documents  that 


Manning  and  WikiLeaks  and  any  measures  considered 

PFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 
^limited  to  all  records  from  November  1, 2009  to  the  present 
‘classified  information  to  WikiLeaks,  the  possession  of 
iLeaks,  or  the  dissemination  of  classified  information  by 


designed  to  allow  the  prosecutors  to  assess  the  totality  of  information 
■ecords  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
ibing  any  legal  relevance,  including  whether  such  information  may  be 
‘’to  the  information  requested.  The  prosecutors  require  such  materials 
order  to  expedite  this  process,  please  provide  the  requested  information 

.ASSIFIED”.  “CONFIDENTIAL”,  or  “SECRET”  bv  July  5.  2011,  on  a  CD 


Any  information  classified  “TOP  SECRET’  or  controlled  as  “sensitive  compartmented 
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information”,  should  be  made  available  for  inspection.  We  anticipate  making  future 
the  need  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-ma^all 

As  stated  above,  the  prosecution  requests  that  you  preserve  all  respOT 
information,  including  data  stored  on  electronic  media,  gathered  as  a  ol 
information  detailed  above.  If  you  are  unsure  whether  certain  materjlls  sh£| 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  f 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  agamst  thej 
based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Jules  fo 
applicable  case  law. 

I  am  forwarding  a  copy  of  this  letter  to| _ _ 

Department  of  Justice.  The  point  of  contact  for  this  reque^fis  thel  ersigned  at  (202)  685- 
1975,  ncr.ediscovery@jfhqnCT.northcom.mil,  or  ncr.edisco%ry@jf  acr.northcom.smil.mil 
(secure  email). 


.shden  Fein 
Captain,  U.S.  Army 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


June  14,  2011 

Criminal  Law  Division,  Office  of  the  Staff  Judge  Advocate 


Office  of  the  General  Counsel 
National  Security  Agency 
9800  Savage  Road 

Fort  George  Meade,  MD  20755-5999 


Re:  United  States  v.  Private  First  Class  fPFQ  Bradley^.  nrnng 


The  U.S.  Army  Prosecutors  in  the  above-refei 
two-fold  request  to  the  National  Security  Agency 
your  agency  conduct  a  thorough  and  comprehensi5 
concerns  or  references  PFC  Manning  and/or  \^k 
below,  which  directly  implicates  the  eviden< 


prosecution  requests  that  your  agency  take 
responsive  files  gathered  as  a  result  of  yen 


:ase  (“prosecution”)  hereby  make  a 
icy”)?  First,  the  prosecution  requests  that 
of  its  records  for  information  which 
s,  including  certain  information,  detailed 
ive-refercnced  case.  Secondly,  the 


[liable  and  necessary  steps  to  preserve  any 
for  information. 


ng  investigation  and  criminal  prosecution  based 
of  national  defense  and  foreign  relations 
PFC  Manning  is  currently  charged  with  multiple 
Code  of  Military  Justice  (UCMJ),  including 
1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 


PFC  Manning  is  the  subjj 
on  the  alleged  illegal  collectioi 
information  to  the  WikiLeaks 
violations  of  federal  law  under 
violations  of  18  U.S.C.  §4j^3; 

charged  with  Aiding  the  En^wby  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  lette^^^o^of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  Infpsjj^ifon  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretriaL 
confinement  since  Ma^2^#10.  WikiLeaks  released  national  defense  and  foreign  relations 
information  allege®)'  provided  to  them  by  PFC  Manning  on  the  internet. 

PFC  Bftclfe^^vard  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
born  on  jpecer|ber  1J,  1987,  and  his  Social  Security  Number  He  has  been 

associ^ed^i^m^Tol lowing  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 
20854;  p^a^0perating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 
Headjn^te^#ompany  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
(Lig|u  ijuantry),  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
grated  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
iication: 

Email: 

bradleyemanning@gmail.com 
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bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna, e.manning@gmail.com 

bradass87@yahoo.com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley.manning@2bctl0mtn.army.smil.mil 

mil_bradass97@hotmail.com 


Social  Networking: 

bradleyemanning 

bradass87 

bmanningfm 

Breanna  Manning 

Bradley  Manning 

Dawgnetwork 


As  indicated  above,  the  prosecu|(rarejfuests  that  you  conduct  an  immediate  and  thorough 
prudential  search  of  your  recordpfif  thcfesmnation  provided  above,  and  also  for  any 
information  directly  concemin^PE^ro^ning.  including  but  not  limited  to  any  documents  that 

discuss  damage  or  harm  cause<r§^F(^jaanning  and  WikiLeaks  and  any  measures  considered 

or  taken  in  response  to  the  activitie.^FPFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 


related  information  should* 
associated  with  the  disclgj 
classified  information  b 
WikiLeaks. 


limited  to  all  records  from  November  1,  2009  to  the  present 
classified  information  to  WikiLeaks,  the  possession  of 
gpaks,  or  the  dissemination  of  classified  information  by 


This  reques|Lsdesi§ned  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and  h^ifeTfl^ords  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpj^tedas,  as®ibing  any  legal  relevance,  including  whether  such  information  may  be 
provideairg*fis®i^$,  to  the  information  requested.  The  prosecutors  require  such  materials 
immedTO^%uorder  to  expedite  this  process,  please  provide  the  requested  information 
that  is  “UffigLASSIFIED”.  “CONFIDENTIAL”,  or  “SECRET”  by  July  5.  201 L  on  a  CD 

information  classified  “TOP  SECRET”  or  controlled  as  “sensitive  compartmented 
should  be  made  available  for  inspection.  We  anticipate  making  future  requests  as 
nses,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-martial. 
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FOR  OFFICIAL  USE  ONLY  ” 


As  stated  above,  the  prosecution  requests  that  you  preserve  all  responsive  sani 

information,  including  data  stored  on  electronic  media,  gathered  as  a  result  of  you$j^m  jr 
information  detailed  above.  If  you  are  unsure  whether  certain  materials  shouk 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  preser 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  against- 
based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  for 
applicable  case  law. 


I  am  forwarding  a  copy  of  this  letter  to 

Department  of  Justice.  The  point  of  contact  for  this  request  is  the  un®jsigne^^202^8^ 
1975,  ncr.ediscovery@jfhqncr.northcom.mil,  or  ncr.ediscover^jfhqn&.northcom.smil.mil 
(secure  email). 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILrTARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


June  14,  2011 

Criminal  Law  Division,  Office  of  the  Staff  Judge  AdvocaLe 


ffice  of  the  General  Counsel 
Office  of  the  Director  of  National  Intelligence 
Washington,  DC  20511 


& 
rsr 

# 


Re:  United  States  v.  Private  First  Class  (PFC)  Bradley  F^Mfarfiino 


Dear  ' 

The  U.S.  Army  Prosecutors  in  the  above-referenceff^se  (“prosecution”)  hereby  make  a 
two-fold  request  to  the  Office  of  the  Director  of  Natimial/^telligence  (“agency”).  First,  the 
prosecution  requests  that  your  agency  conduct  a  ttwromriaand  comprehensive  search  of  its 
records  for  information  which  concerns  or  referenrefePFC  Manning  and/or  WikiLeaks, 
including  certain  information,  detailed  below,  wgjch  directly  implicates  the  evidence  in  the 
above-referenced  case.  Secondly,  the  prosecutfmTfequests  that  your  agency  take  all  reasonable 
and  necessary  steps  to  preserve  any  responsiv&fills  gathered  as  a  result  of  your  search  for 
information.  1 

Cf 

PFC  Manning  is  the  subject  d§^ff*eifgoing  investigation  and  criminal  prosecution  based 
on  the  alleged  illegal  collection  and  |®sd!fsure  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  orsaft®>«on.  PFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  under  tfejljfliform  Code  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  79%my.S.C.  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 
charged  with  Aiding  the Wffitwby  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  w'ith  this  letter  ®*a<m>y  of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  Investigation  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  MaOiL  2010.  WikiLeaks  released  national  defense  and  foreign  relations 
information  alleg&Wsf}|<5vided  to  them  by  PFC  Manning  on  the  internet. 

PFC  iimdley^Edward  Manning  is  an  enlisted  member  of  the  United  States  Army.  He  was 
born  on  PecelMter  17, 1987,  and  his  Social  Security  Number  He  has  been 

associated  i^thlhe  following  physical  addresses:  1492  Selworthy  Road,  Potomac,  Maryland, 

Prra  Operating  Base  Hammer,  Iraq,  APO  AE  09308;  and  Headquarters  and 

Company  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  Division 
:y).  Building  10200,  Fort  Drum,  New  York,  13602.  PFC  Manning  is  also  believed 
ed  with  the  name  Breanna  Elizabeth  Manning  and  the  following  means  of 
on: 

a-  Email: 

b  radleyemanni  ng@gmail  .com 
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r* 
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.<> 


0 

o~ 


bradmanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass87@yahoo.com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley.manning@2bctlOmtn.army.smil.mil 

mil_bradass97@hotmail.com 


Social  Networking: 

bradleyemanning 

bradass87 

bmanningfm 

Breanna  Manning 

Bradley  Manning 

Dawgnetwork 


IP  Addresses: 

22.225.41.22 

22.225.41.40 

71.190.140.39 


K 

cy 


# 
o 

& 


s 


As  indicated  above,  the  prosecuf|onVquests  that  you  conduct  an  immediate  and  thorough 
prudential  search  of  your  records  forjfite^nformation  provided  above,  and  also  for  any 
information  directly  concerning  PF(|MStnning,  including  but  not  limited  to  any  documents  that 

discuss  damage  or  harm  caused ' 

or  taken  in  response  to  the  actiiflti 


Manning  and  WikiLeaks  and  any  measures  considered 

if  PFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 


related  information  shoul<LJjj£hqthed  to  all  records  from  November  1,  2009  to  the  present 
associated  with  the  discljmmrbf  classified  information  to  WikiLeaks,  the  possession  of 
classified  information  by  Wi^leaks,  or  the  dissemination  of  classified  information  by 
WikiLeaks. 


<b 


This  requ^&ys^esigned  to  allow  the  prosecutors  to  assess  the  totality  of  information 
available  and  heRkq^ecords  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpreted^  ascribing  any  legal  relevance,  including  whether  such  information  may  be 
provided  in  dtssp'ery,  to  the  information  requested.  The  prosecutors  require  such  materials 
immediatelyMn  order  to  expedite  this  process,  please  provide  the  requested  information 
that  is  ^CLASSIFIED”,  “CONFIDENTIAL”,  or  “SECRET”  bv.Tulv  5.  2011.  on  a  CD 

or  DYJft&ftiV  information  classified  “TOP  SECRET”  or  controlled  as  “sensitive  compartmentp/l 

ipbrmapon”,  should  be  made  available  for  inspection.  We  anticipate  making  future  requests  as 
VM^^d  arises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-martial. 
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As  stated  above,  the  prosecution  requests  that  you  preserve  all  responsive  doi  and 

information,  including  data  stored  on  electronic  media,  gathered  as  a  result  of  yoflfcAails  for 
information  detailed  above.  If  you  are  unsure  whether  certain  materials  should^Sp^Served, 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  preserra^mik-retain  any 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  against*$haCljnted  States, 
based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  for  Catt&NWartial,  and 
applicable  case  law.  ' 

I  am  forwarding  a  copy  of  this  letter  to  IHHHHHMMi 
Department  of  Justice.  The  point  of  contact  for  this  request  is  the  i 
1975,  ncr.ediscovery@jfhqncr.northcom.mil,  or  ncr.ediscovery@Jf 
(secure  email).  A 

SmcerjffO' 


*<> 


Jrsigned  at  (202)  685- 
[ncr.northeom.smil.mil 


iaptain,  U.S.  Army 
Trial  Counsel 


Enclosure 
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Appellate  Exhibit  339 
Enclosure  54 
4  pages 
classified 

"CONFIDENTIAL" 
ordered  sealed  for  Reason  3 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


G 


J 


Appellate  Exhibit  339 
Enclosure  55 
12  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


o 


o 


Appellate  Exhibit  339 
Enclosure  56 
1 5  pages 
classified 
"SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge’s  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


O 


O 


Appellate  Exhibit  339 
Enclosure  57 
36  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
and  Reason  5 

Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


Q 


0 


Appellate  Exhibit  339 
Enclosure  58 
45  pages 

ordered  sealed  for  Reason  6 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  original  Record 
of  Trial 


UNITED  STATES  OF  AMERICA 
v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  T rial 

) 

)  Enclosure  59 

) 

)  10  October  2012 

) 


UNCLASSIFIED  (ScCRET//ORCON/NOFORN  WIThw  EXHIBIT  55  Ends) 


INVESTIGATING  OFFICER’S  REPORT 

(Of  Charges  Under  Article  32,  UCMJ  and  R.C.M.  405,  Manual  for  Courts-Martial) 

i  a.  mi*:  (name  oj  Investigating  Officer  - 

Ixtst,  First,  MI) 

Almanza,  Paul  R. 

b.  GRADE 

0-5 

C.  ORGANIZATION 

1 50th  Legal  Support  Detachment  (LSO) 

d.'DATE  OF  REPORl 

11  Jan  2012 

2a.  TO:  (Name  of  Officer  who  directed  the 

investigation  -  Ixtst,  First,  Ml) 

Coffman,  Carl  R.,  Jr. 

b.  TITLE 

Commander 

c.  ORGANIZATION 

U.S.  Aimy  Garrison 

Joint  Base  Myer-Henderson  Hall,  Fort  Myer,  VA  22211 

3a.  NAME  OF  ACCUSED  (Last.  First.  Ml) 

Manning,  Bradley  E. 

b.  GRADE 

E-3 

c.  SSN 

d.  ORGANIZATION  e.  DATE  OF  CHARGES 

HHC,  US  AG,  JB  Myer-Hen.  Hall  1  March  20 1 1 

(Check  appropriate  answer) 

YES 

NO 

4.  IN  ACCORDANCE  WITH  ARTICLE  32,  UCMJ,  AND  R.C.M.  405,  MANUAL  FOR  COURTS-MARTIAL 

1  HAVE  INVESTIGATED  THE  CHARGES  APPENDED  HERETO  (Exhibit  1) 

X 

5.  THE  ACCUSED  WAS  REPRESENTED  BY  COUNSEL  (If  not,  see  9  below) 

X 

6.  COUNSEL  WHO  REPRESENTED  THE  ACCUSED  WAS  QUALIFIED  UNDER  R.C.M.  405(d)  (2).  502(d) 

X 

7a.  NAME  OF  DEFENSE  COUNSEL  (Last,  First.  MI) 

Coombs,  David  E. 

b.  GRADE 

CIV 

8a.  NAME  OF  ASSISTANT  DEFENSE  COUNSEL  (If  any) 

Kemkes,  Matthew  J. 

TjTSR 

C 

ADE 

>-4 

C.  ORGANIZATION  (If  appropriate) 

c.  ORGANIZATION  (If  appropriate) 

U.S.  Army  Trial  Defense  Service,  Atlantic  Region 

d.  ADDRESS  of  appropriate) 

11  South  Angell  St.,  Suite  317 

Providence,  R]  02906 

d.  ADDRESS  (If  appropriate) 

229  Forrest  Circle 

Fort  Myer,  VA  222 1 1 

9.  (To  be  signed  by  accused  if  accused  waives  counsel.  If  accused  does  not  sign,  investigating  officer  will  explain  in  detail  in  Item  21 ) 

a.  PLACE 

b.  DATE 

1  HAVE  BEEN  INFORMED  OF  MY  RIGHT  TO  BE  REPRESENTED  IN  THIS  INVESTIGATION  BY  COUNSEL,  INCLUDING  MY  RIGHT  TO 

CIVILIAN  OR  MILITARY  COUNSEL  OF  MY  CHOICE  IF  REASONABLY  AVAILABLE.  1  WAIVE  MY  RIGHT  TO  COUNSEL  IN  THIS  INVESTIGATION. 

c.  SIGNATURE  OF  ACCUSED  '  - — - 

10.  AT  THE  BEGINNING  OF  THE  INVESTIGATION  1  INFORMED  THE  ACCUSED  OF:  (Check  appropriate  answer) 

YES 

NO 

a.  THE  CHARGE(S)  UNDER  INVESTIGATION 

X 

b.  THE  IDENTITY  OF  THE  ACCUSER 

X 

C.  THE  RIGHT  AGAINST  SELF-INCRIMINATION  UNDER  ARTICLE  31 

X 

d.  THE  PURPOSE  OF  THE  INVESTIGATION 

X 

e.  THE  RIGHT  TO  BE  PRESENT  THROUGHOUT  THE  TAKING  OF  EVIDENCE 

X 

f.  THE  WITNESSES  AND  OTHER  EVIDENCE  KNOWN  TO  ME  WHICH  1  EXPECTED  TO  PRESENT 

X 

g.  THE  RIGHT  TO  CROSS-EXAMINE  WITNESSES  — — 

X 

h.  THE  RIGHT  TO  HAVE  AVAILABLE  WITNESSES  AND  EVIDENCE  PRESENTED 

X 

I.  THE  RIGHTTO  PRESENT  ANYTHING  IN  DEFENSE.  EXTENUATION,  OR  MITIGATION 

X 

j.  THE  RIGHT  TO  MAKE  A  SWORN  OR  UNSWORN  STATEMENT,  ORALLY  OR  IN  WRITING 

X 

1  la.  THE  ACCUSED  AND  ACCUSED'S  COUNSEL  WERE  PRESENT  THROUGHOUT  THE  PRESENTATION  OF  EVIDENCE  (If  the  arrmed 
or  counsel  were  absent  during  any  part  of  the  presentation  of  evidence,  complete  b  below.) 

X 

b.  STATE  THE  CIRCUMSTANCES  AND  DESCRIBE  THE  PROCEEDINGS  CONDUCTED  IN  THE  ABSENCE  OF  ACCUSED  OR  COUNSEL 

NOTE:  If  additional  space  is  required  for  any  item,  enter  the  additional  material  in  Item  21  or  on  a  separate  sheet  Identify  such  material  with 
the  proper  numerical  and,  if  appropriate,  lettered  heading  (Example:  "7c".)  Securely  attach  any  additional  sheets  to  the  form  and  add  a  note  in 
the  appropriate  Item  of  the  form:  “See  additional  sheet" 
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1 2a.  THE  FOLLOWING  WITNESSES  TESTIFIED  UNDER  OATH:  (Check  appropriate  answer) 

NAME  (Inst,  First,  Ml) 

GRADE  (If  any) 

ORGANIZATION/ADORESS  (Whichever  is  appropriate) 

YES 

NO 

Graham,  Toni 

102nd  MP  Det  (C1D),  Schofield  Barracks,  III 

X 

Robertson,  Calder 

Computer  Crimes  Investigative  Unit,  C1D,  Germany 

X 

Mander,  Mark 

Computer  Crimes  Investigative  Unit  CID,  Quantico,  VA 

X 

Bettencourt,  Troy 

U.S.  Treasury  Department  (formerly  of  Computer  Crimes 
Investigative  Unit  CID) 

X 

Madrid,  Bryan  H. 

E-7  (Ret) 

Buckeye,  A Z 

X 

See  continuation  sheet 

b.  THE  SUBSTANCE  OF  THE  TESTIMONY  OF  THESE  WITNESSES  HAS  BEEN  REDUCED  TO  WRITING  AND  IS  ATTACHED 

X 

13a.  THE  FOLLOWING  STATEMENTS,  DOCUMENTS,  OR  MATTERS  WERE  CONSIDERED;  THE  ACCUSED  WAS  PERMITTED  TO 

EXAMINE  EACH. 

DESCRIPTION  OF  ITEM 

LOCATION  OF  ORIGINAL  (If  not  attached) 

See  continuation  sheet 

b.  EACH  ITEM  CONSIDERED,  OR  A  COPY  OR  RECITAL  OF  THE  SUBSTANCE  OR  NATURE  THEREOF  IS  ATTACHED 

X 

14.  THERE  ARE  GROUNDS  TO  BELIEVE  THAT  THE  ACCUSED  WAS  NOT  MENTALLY  RESPONSIBLE  FOR  THE  OFFENSE(S)  OR  NOT 

COMPETENT  TO  PARTICIPATE  IN  THE  DEFENSE.  (See  R.C.M.  909,  916(k).) 

X 

15.  THE  DEFENSE  DID  REQUEST  OBJECTIONS  TO  BE  NOTED  IN  THIS  REPORT  (If  Yes.  specify  in  Item  21  below) 

X 

16.  ALL  ESSENTIAL  WITNESSES  WILL  BE  AVAILABLE  IN  THE  EVENT  OF  TRIAL 

X 

17.  THE  CHARGES  AND  SPECIFICATIONS  ARE  IN  PROPER  FORM  — 

X 

18.  REASONABLE  GROUNDS  EXIST  TO  BELIEVE  THAT  THE  ACCUSED  COMMITTED  THE  OFFENSE(S)  Al  1  FRPn 

X 

19.  1  AM  NOT  AWARE  OF  ANY  GROUNDS  WHICH  WOULD  DISQUALIFY  ME  FROM  ACTING  AS  INVESTIGATING  OFFICER 

(See  R.C.M.  405(d)  (l). 

X 

20.  1  RECOMMEND:  - - - - 

a.  TRIAL  BY  □  SUMMARY  □  SPECIAL  K1  GENERAL  COURT-MARTIAL 

b-  □  OTHER  (Specify  in  Item  21  below) 

21.  REMARKS  ( Include,  as  necessary,  explanation  for  any  delays  in  the  investigation,  and  explanation  for  any  "no"  answers  above.)  - "  - 

See  continuation  sheet 

(For  classified  testimony  and  exhibits,  see  classified  annex.  An  unclassified  memorandum  concerning  the  classified  annex  is  attached  as  10  Ex.  55.) 

22a.  1 YPED  NAME  OF  INVESTIGATING  OFFICER  t 

Almanza,  Paul  R. 

3.  GRADE  c.  ORGANIZATION 

®'5  150th  Judge  Advocate  General  Detachment  (LSO) 

a  SIGNATURE  OF  INVESTIGATING  OFFICER  a  ^  1  e.  DATE  - - 
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Item  8a.  assistant  defense  counsel: 

Paul  R.  Bouchard,  0-3  (P),  U.S.  Army  Trial  Defense  Service,  Atlantic  Branch,  4217  Roberts 
Ave.,  3rd  Floor,  Fort  Meade,  MD  20755 

Item  12a.  witnesses  who  testified  under  oath: 

Lim,  Steven  J.,  0-3,  HQ,  First  Army  Division-East,  Fort  Meade,  MD 
Fulton,  Casey  M.,  0-3,  2nd  Bde,  10th  Mountain  Div.,  Fort  Drum,  NY 
Adkins,  Paul  D.,  E-7, 1  Oth  Mountain  Div.,  Fort  Drum,  NY1 
Balonek,  Kyle  J.,  WOl ,  10th  Mountain  Div.,  Fort  Drum,  NY2 
Madaras,  Chad  M.,  E-5, 2nd  Bde,  10th  Mountain  Div.,  Fort  Drum,  NY 
Milliman,  Jason  A.,  Palmyra,  VA 

Cherepko,  Thomas  M.,  0-3,  NATO  Force  Command  Madrid,  Spain 

Shaver,  David,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 

Baker,  Eric  S.,  E-4,  62nd  Military  Police  Detachment,  Fort  Drum,  NY 

Johnson,  Mark,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 

Showman,  Jihrleah,  Syracuse,  NY 

Bigelow,  Peter  J.,  E-6,  AFSOUTH  BN  Naples,  Italy 

Williamson,  Alfred,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 
Edwards,  Antonio,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 
Lamo,  Adrian,  Carmichael,  CA 

Padgett,  Daniel,  E-5, 2nd  Bde,  1  Oth  Mountain  Div.,  Fort  Drum,  NY 
Keay,  Barclay  D.,  0-3,  2nd  Bde,  1  Oth  Mountain  Div.,  Fort  Drum,  NY 

Item  13a,  statements,  documents,  or  matters  considered: 

The  documents  considered  are  listed  in  10  Ex.  43  (14  Dec  1 1  Evidence  List).  As  the  defense 
objected  on  the  basis  of  lack  of  authentication  to  several  categories  of  documents,  see  10  Ex.  44 
(14  Dec  1 1  Determinations  Regarding  Defense  Objections  to  Government  Evidence),  I 
determined  I  would  consider  certain  documents  subject  to  authentication.  Those  documents  are 
listed  below: 

IA  Exam  (Bates  #  00375768-771) 

LA  Training  Requirement  (Bates  #  00375772) 

IA  Virtual  Training  (Bates  #  00375773) 

IA  Virtual  Training  #  2  (Bates  #  00375774) 

Test  Results  (Bates  #  00022348) 

Al-Qaida  Recruiting  Video  (Bates  #  00408202-36) 

Al-Qaida  in  the  Arabian  Peninsula  Magazine  (Bates  #  00012570-71 1) 

Enemy  #  1  Possession  Evidence  (HR  6  089  0563  1 1  (Redacted),  Bates  #  00410660-64;  Metadata 
display,  Bates  #  00410658-59;  and  Forensically  recovered  material.  Bates  #  00410654-57) 


1  SFC  Adkins  invoked  his  Article  31  rights;  I  therefore  determined  he  was  unavailable  and  considered  his  sworn 
statements  (Bates  #  00013371-76;  00013378-82;  00013384-87). 

2  WOl  Balonek  invoked  his  Article  3 1  rights;  I  therefore  determined  he  was  unavailable  and  considered  his  sworn 
statement  (Bates  #  00013416-20). 
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C3  Document  (Bates  #  00378141-47) 

PFC  Manning’s  Military  Intelligence  Work  Product  (Range  Story  Board,  Bates  #  00410607-09; 
multiple  SIPRNET  email  dated  1001 12,  Bates  #  00410613-14;  Multiple  SIPRNET  email  (Bates 
#  00410615-18;  SIPRNET  email  dated  091 130  (Bates  #  00410600-02) 

Afghanistan  War  Logs  Posted  by  WikiLeaks  (Bates  #  00410668-70) 

IIR  5  332  0069  1 0  (Bates  #  004 1 06 1 9-22) 

DISA  Trickier  Report  (Bates  #  00410653) 

CIDNE  data  on  the  Internet  (Bates  #  004 1 0554) 

NCD  Valuation  Documents  (Bates  #  00410556-60) 

Additionally,  I  considered  the  sworn  statements  of  SFC  Adkins  (Bates  #  00013371-76; 
00013378-82;  00013384-87)  and  WOl  Balonek  (Bates  #  00013416-20),  who  invoked  their 
Article  31  rights. 

Attached  are  the  following  marked  exhibits: 


IO  Ex.  1(D) 
IO  Ex.  2(D) 
IO  Ex.  3 
IO  Ex.  4(D) 
IO  Ex.  5 
IO  Ex.  6 
IO  Ex.  7 
IO  Ex.  8 
IO  Ex.  9 
IO  Ex.  10(P) 
IO  Ex.  11(P) 
IO  Ex.  12 
IO  Ex.  13 
IO  Ex.  14(D) 
IO  Ex.  15(P) 

IO  Ex.  16 
IO  Ex.  17 
IO  Ex.  18(P) 
IO  Ex.  19(D) 
IO  Ex.  20 
IO  Ex.  21(D) 
IO  Ex.  22 
IO  Ex.  23 
IO  Ex.  24 

IO  Ex.  25 

IO  Ex.  26 
IO  Ex.  27 


Notice  of  Appearance,  Mr.  Coombs 

Defense  Motion  Requesting  Recusal  of  Investigating  Officer,  16  December  201 1 
Writ  Seeking  Access  to  the  Proceedings  (not  considered) 

Sealed  Defense  Stipulation  of  Expected  Testimony  (not  considered) 

Closed  Hearing  Checklist,  18  December  201 1  (not  considered) 

Government  Request  for  Closed  Session,  15  December  201 1 
Open  Hearing  Checklist,  18  December  201 1  (not  considered) 

Closed  Hearing  Checklist,  19  December  201 1  (not  considered) 

Open  Hearing  Checklist,  19  December  201 1  (not  considered) 

Bates  #  00409680-84,  00409719-21 
Bates  #  00376856,  00409685-718 

Closed  Hearing  Checklist,  19  December  201 1  (not  considered) 

Open  Hearing  Checklist,  1 9  December  201 1  (not  considered) 

Defense  Assertion  of  Privilege  Under  M.R.E.  503,  19  December  201 1 
Government  Response  to  Defense  Assertion  of  Privilege  Under  M.R.E.  503, 

20  December  2011 

Unclassified  Closed  Hearing  Checklist,  20  December  2011  (not  considered) 
Unclassified  Open  Hearing  Checklist,  20  December  201 1  (not  considered) 

Bates  # 00410555,  00409679 
Lamo  Chat 

Writ-Appeal  Seeking  Access  to  the  Proceedings  (not  considered) 

Defense  Article  32  Exhibits 

IO  Appointment  Memorandum,  4  August  2010 

Directive  to  Investigate  Additional  Charges  Memorandum,  1 8  March  2011 
Special  Instructions  for  Article  32  Investigation  Memorandum, 

16  November  201 1 

Charge  Sheet  containing  Additional  Charges  I-III  and  their  Specifications 
1  March  2011 

Defense  Notice  Under  M.R.E.  505(h)(3),  22  November  201 1 
Article  32  Investigation  Notification  Memorandum,  23  November  1 1 
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10  Ex.  28 

10  Ex.  29 
10  Ex.  30 
10  Ex.  31 

10  Ex.  32 
10  Ex.  33 
10  Ex.  34 
10  Ex.  35 

10  Ex.  36 
10  Ex.  37 

10  Ex.  38 
10  Ex.  39 

10  Ex.  40 
10  Ex.  41 
10  Ex.  42 
10  Ex.  43 
10  Ex.  44 

10  Ex.  45 
10  Ex.  46 
10  Ex.  47 
10  Ex.  48 
10  Ex.  49 
10  Ex.  50 

10  Ex.  51 
10  Ex.  52 
10  Ex.  53 

10  Ex.  54 
10  Ex.  55 

10  Ex.  56 


Article  32  Investigation  Notification  Memorandum  Acknowledgement, 

28  November  1 1 

Defense  Motion  for  Closed  Hearing  Under  R.C.M  405(h)(3),  28  November  201 1 
Defense  Request  for  Production  of  Evidence 

Government  Response  to  Defense  Request  for  Production  of  Evidence, 

30  November  2011 

Defense  Request  to  Compel  Production  of  Evidence,  1  December  201 1 
Defense  Request  for  Article  32  Witnesses,  2  December  2011 
Government  Requested  Evidence  List,  2  December  201 1 
Government  Response  to  Defense  Request  to  Close  Article  32  Hearing, 

4  December  201 1 

Defense  Response  to  Government’s  405(hX3)  Filing,  4  December  201 1 
Government  Response  to  Defense  Notice  Under  M.R.E.  505(h)(3), 

5  December  20 11 

Government  Additional  Requested  Evidence  List,  7  December  201 1 
Government  Response  to  Defense  Request  for  Article  32  Witnesses, 

7  December  201 1 

Defense  Witness  Justification,  8  December  201 1 
Witness  List,  13  December  201 1 
Closure  Determination,  13  December  201 1 
Evidence  List,  14  December  201 1 

Determinations  Regarding  Defense  Objections  to  Government  Evidence, 

14  December  20 11 

Determinations  as  to  Defense  Requested  Evidence,  15  December  201 1 
Determinations  as  to  Defense  Requested  Witnesses,  15  December  201 1 
Determinations  as  to  Defense  Requested  Witnesses  -  Revised,  16  December  201 1 
Determinations  as  to  Defense  Requested  Witnesses  -  Revised,  1 7  December  201 1 
Reconsideration  of  Closure  Determination,  20  December  201 1 
Determination  on  Defense  Assertion  of  Privilege  Under  M.R.E.  503, 

21  December  2011 

Defense  Notice  of  Evidence,  23  December  201 1 

Memoranda  concerning  excludable  delay,  various  dates 

E-mails  discussing  consideration  of  statements  under  penalty  of  perjury,  various 

dates 

10  Chronology 

Unclassified  memorandum,  without  enclosures,  concerning  classified  annex  to 
this  report  containing  10  Exhibits  (C)  1  -  (C)  5, 1 1  January  2012 
Transcript  of  Hearing  (Verbatim  16  December  201 1,  Summarized  17-22 
December  201 1) 
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Item  21.  remarks: 


/.  Analysis  of  the  Additional  Charges  and  Their  Specifications:3 

The  following  supports  my  determination  that  reasonable  grounds  exist  to  believe  that  the 
accused  committed  the  offenses  alleged  in  Additional  Charges  I-III  and  their  Specifications.  In 
order  that  this  document  may  remain  unclassified,  I  have  referenced  Bates  numbers  of  classified 
documents  in  the  record  where  necessary  and  have  only  included  unclassified  references  to  the 
information  contained  in  those  documents.  Also,  in  light  of  the  voluminous  record  in  this  case,  I 
typically  simply  refer  to  Bates  numbers  of  documents  instead  of  referring  to  documents  attached 
as  hard  copy  exhibits. 

Additional  Charge  I  and  its  Specification  (Art.  104,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  four  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  l 
November  2009  and  on  or  about  27  May  2010,  the  accused,  without  proper  authority,  knowingly 
gave  intelligence  information  to  certain  persons,  namely:  Al-Qaida,  Al-Qaida  in  the  Arabian 
Peninsula,  and  a  person  or  entity  specified  in  Bates  #  00410660-64; 

(2)  that  the  accused  did  so  through  indirect  means; 

(3)  that  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  and  a  person  or  entity  specified  in  Bates  # 
00410660-64  were  enemies;  and 

(4)  that  this  intelligence  information  was  true,  at  least  in  part 

“Intelligence”  means  any  helpful  information,  given  to  and  received  by  the  enemy,  which  is  true, 
at  least  in  part. 

“Enemy”  includes  not  only  organized  opposing  forces  in  time  of  war,  but  also  any  other  hostile 
body  that  our  forces  may  be  opposing  such  as  a  rebellious  mob  or  a  band  of  renegades  and 
includes  civilians  as  well  as  members  of  military  organizations. 

Under  US.  v.  Batchelor,  22  C.M.R.  144,  158  (C.M.A.  1956),  “Article  104(2)  of  the  Code  does 
not  require  a  specific  criminal  intent  of  any  sort”  and  thus  is  a  general  intent  crime. 


J  Charges  were  initially  preferred  against  the  accused  on  5  July  201 0.  On  1 8  Mar  201 1,  the  convening  authority 
informed  me  that  those  original  charges  were  dismissed  and  directed  me  not  to  consider  them.  See  IO  Ex.  23. 
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Facts 

The  evidence  showed  that  PFC  Manning  knew  the  enemy  received  information  from 
WikiLeaks.4  The  evidence  also  showed  that  from  November  2009  through  May  2010,  there 
were  over  one  hundred  searches  for  WikiLeaks  under  PFC  Manning's  user  profiles  on  his 
primary  and  secondary  SIPRNET  computers.5  More  generally,  the  evidence  showed  the  accused 
knew  that  our  adversaries,  including  enemy  governments  and  non-government  organizations 
such  as  terrorists,  obtained  information  via  the  Internet  because  he  was  required  to  conduct  a 
training  presentation  on  Operational  Security  as  corrective  training  when  he  was  at  Advanced 
Individual  Training  on  13  June  2008.6 

Additionally,  the  evidence  showed  that  the  accused  was  a  trained  intelligence  analyst  who  was 
developing  his  skills  during  the  deployment.7  Finally,  the  evidence  showed  that  PFC  Manning 
signed  non-disclosure  agreements  stating  that  “unauthorized  disclosure  ...  of  classified 
information  by  me  could  cause  damage  or  irreparable  injury  to  the  United  States  or  could  be  used 
to  advantage  by  a  foreign  nation.”8  It  is  reasonable  to  infer  from  these  facts  that  the  accused 
knew  enemies  of  the  United  States  would  receive  information  released  by  WikiLeaks. 

The  evidence  showed  that  the  accused,  at  or  near  Contingency  Operating  Base  Hammer,9 
between  on  or  about  1  November  2009  and  on  or  about  27  May  2010,  knowingly  gave 
intelligence  information  to  WikiLeaks,  including:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC.  Anyone.avi;”  more  than  one  classified  memorandum  produced 
by  a  United  States  Government  intelligence  agency;  the  CEDNE-Iraq  database;  the  CIDNE  - 
Afghanistan  database;  a  United  States  Southern  Command  database,  more  than  five  classified 
records  relating  to  a  military  operation  in  Farah  Province,  Afghanistan,  occurring  on  or  about  4 
May  2009;  a  file  named  “BE22  PAX.zip”  containing  a  video  named  “‘BE  22  PAX.wmv;”  the 
Department  of  State  Net-Centric  Diplomacy  database;  a  classified  record  produced  by  a  United 
States  Army  intelligence  organization,  data!  1 8  March  2008;  and  the  United  States  Forces  -  Iraq 
Microsoft  Outlook/Sharepoint  Exchange  Server  global  address  list.10  While  some  of  this 
information  was  not  classified,  the  evidence  showed  that  it  is  all  “intelligence  information”  in 
that  it  would  be  helpful  for  the  enemy  to  possess  and  was  true,  at  least  in  part  For  example,  the 
CIDNE  databases  contained  a  vast  amount  of  information  concerning  enemy  tactics  and  the  U.S. 
military’s  response  to  those  tactics,11  while  the  last  item  listed,  the  global  address  list,  would  be 


4  See  Army  Intelligence  Forensic  Report,  Bates  #  0046452-66  and  attachments. 

5  Testimony  of  SA  Shaver. 

4  See  PFC  Manning’s  External  Hard  Drive  Forensic  Report,  Bates  #  00125270-3 1 8,  in  particular  Bates  #00125314- 
16,  for  a  copy  of  the  PowerPoint  presentation  the  accused  gave.  SFC  Madrid  also  testified  that  the  accused’s 
corrective  training  presentation  explained  that  it  could  be  dangerous  to  disclose  classified  information  because 
outside  entities  could  seek  U.S.  information.  Additionally,  SFC  Madrid  testified  that  the  accused  also  submitted  a 
typed  document  providing  more  detail,  including  references  to  the  relevant  regulations. 

7  Testimony  of  CPT  Fulton 

*  See  PFC  Manning’s  Non-Disclosure  Agreements,  Bates  #  00022912-13, 00036801-02. 

9  Throughout  the  hearing,  the  witnesses  typically  referred  to  “FOB  Hammer”  rather  than  “Contingency  Operating 
Base  Hammer.”  It  was  clear,  however,  that  they  were  referring  to  the  same  place. 

10  The  analysis  of  Specifications  2-16  of  Additional  Charge  II  provides  more  detail  about  the  offense  conduct 
involving  each  of  these  items. 

1 1  Testimony  of  CPT  Fulton. 


5 


m  • 

Continuation  Sheet,  DD?orm  457,  U.S.  v.  PFC  Bradley  E.  Manning 


helpful  for  the  enemy  to  possess  in  that  it  would  enable  the  enemy  to  engage  in  “spearfishing,”  a 
targeted  attempt  to  gain  information  from  an  unsuspecting  source  by  masquerading  as  someone 
the  source  trusts;  specific  information  such  as  knowledge  of  full  names  and  emails  facilitates 
spearfishing  because  it  is  more  likely  to  make  the  targeted  source  believe  the  spearfisher  is 
legitimate.12 

While  the  evidence  did  not  show  that  PFC  Manning  directly  provided  this  intelligence 
information  to  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  or  the  person  or  entity  specified  in 
Bates  #  00410660-64,  the  evidence  did  show  that  PFC  Manning  provided  this  intelligence 
information  to  WikiLeaks,  and  that  enemies  of  the  United  States  possessed  this  information.  For 
example,  the  video  named  “12  Jul  07  CZ  ENGAGEMENT  ZONE  20  GC  Anyone.avi”  is 
contained  in  the  recruiting  video  produced  by  Al-Qaida’s  media  arm13  and  is  described  as 
“footage  published  by  the  WikiLeaks  website,”  which  clearly  indicates  that  the  enemy  obtained 
this  video  from  WikiLeaks.  That  video  also  specifically  references  the  leak  of  a  State 
Department  cable,  which  indicates  they  obtained  the  cable  from  WikiLeaks,  and  also  references 
WikiLeaks  documents  describing  communications  by  leaders  in  Islamic  countries  with  the 
United  States,  which  also  indicates  they  are  referring  to  State  Department  cables  they  obtained 
from  WikiLeaks.  Another  example  is  that  the  evidence  showed  the  CIDNE- Afghanistan 
information  was  available  to  the  enemy  via  the  Internet14  The  accused  therefore  indirectly 
provided  this  intelligence  information  to  the  enemy  by  providing  it  to  WikiLeaks. 

The  evidence  also  showed  that  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  and  the  classified 
person  or  entity  specified  in  Bates  #  004 1 0660-64  are  enemies  of  the  United  States.  First,  the 
recruiting  video  produced  by  Al-Qaida’s  media  arm15  exhorts  the  viewer  to  attack  the  United 
States.  Similarly,  the  Al-Qaida  in  the  Arabian  Peninsula  “Inspire”  magazines  and  associated 
explanatory  materials16  make  clear  that  AQAP  is  also  an  enemy  of  the  United  States.  Finally,  the 
description  of  the  classified  person  or  entity  specified  in  Bates  #  00410660-64  leaves  little  doubt 
as  to  whether  that  person  or  entity  is  an  enemy  of  the  United  States. 

The  evidence  also  showed  that  the  information  at  issue  is  true,  at  least  in  part  For  example,  the 
video  entitled  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC.  Anyone.avi”  depicts  what  it 
depicts.  There  was  no  evidence  that  any  of  the  information  at  issue  was  false. 

Although  this  offense  is  a  general  intent  crime,  the  evidence  showed  that  PFC  Manning  made 
statements  during  a  counseling  session  with  then-SPC  Showman  prior  to  the  deployment  to  the 
effect  that  the  American  flag  meant  nothing  to  him  and  that  he  held  no  allegiance  to  this  country 
or  to  its  people.17  While  this  statement  was  made  in  the  context  of  a  counseling  session  that  PFC 
Manning  was  not  pleased  to  be  participating  in,  and  thus  may  have  been  made  primarily  to  “push 
the  buttons”  of  the  person  counseling  him,  PFC  Manning  was  a  trained  intelligence  analyst  and 
should  have  known  not  to  make  such  a  statement  flippantly.  Accordingly,  there  are  reasonable 


12  Testimony  of  SA  Bettencourt. 

13  Bates  #00408202-236. 

14  CIDNE  Data  on  the  Internet,  Bates  #  00410554. 

15  Bates  #00408202-236. 

16  Bates  #00012570-711. 

17  Testimony  of  Ms.  Showman  in  defense-requested  closed  session. 
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grounds  to  believe  that  PFC  Manning  meant  what  he  said,  which  turn  would  support  the  requisite 
criminal  intent  were  this  a  specific  intent  crime. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Additional  Charge  I  and  its  Specification. 

Additional  Charge  II,  Specification  1  (Art  134,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  two  elements: 

(1)  that  at  our  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  27  May  2010,  the  accused  wrongfully  and  wantonly  caused 
intelligence  belonging  to  the  United  States  to  be  published  on  the  Internet,  having  knowledge 
that  intelligence  published  on  the  Internet  is  accessible  to  the  enemy;  and 

(2)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

“Conduct  prejudicial  to  good  order  and  discipline”  is  conduct  which  causes  a  reasonably  direct 
and  obvious  injury  to  good  order  and  discipline.  “Service  discrediting  conduct”  is  conduct 
which  tends  to  harm  the  reputation  of  the  service  or  lower  it  in  public  esteem. 

Facts 

The  facts  at  issue  here  are  similar  to  those  dismissed  above  concerning  Additional  Charge  I  and 
its  Specification.  Specifically,  there  is  little  doubt  that  between  the  dates  and  at  the  location 
alleged,  PFC  Manning  caused  intelligence  belonging  to  the  United  States  to  be  published  on  the 
Internet  by  providing  it  to  WikiLeaks,  and  that  when  he  did  so  he  knew  intelligence  published  on 
the  Internet  is  accessible  to  the  enemy. 

Additionally,  testimony  was  presented  that  PFC  Manning’s  conduct  was  prejudicial  to  good 
order  and  discipline  and  service  discrediting.18  The  evidence  showed  that  it  is  impossible  to 
control  or  verify  each  and  every  download  or  transfer  of  information  that  intelligence  analysts 
conduct,  due  to  the  tempo  of  operations  in  a  Sensitive  Compartmented  Information  Facility  such 
as  the  facility  where  PFC  Manning  worked  in  Iraq.  Because  of  this,  the  evidence  showed  that 
trust  is  important  in  protecting  classified  information.19  PFC  Manning’s  violations  of  that  trust 
prejudiced  good  order  and  discipline  and  also  discredited  the  service. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1  of  Additional  Charge  II. 


'*  Testimony  of  CPT  Lira. 

19  Testimony  of  CPTs  Lim  and  Fulton. 
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Additional  Charge  II,  Specification  2  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  15 
February  2010  and  on  or  about  5  April  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC  Anyone.avi”; 

(2)  that  the  accused  had  reason  to  believe  such  information  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered,  or  transmitted  the  said  information  to  a  person  not  entitled  to  receive 
it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that  the  accused’s  conduct  was  prejudicial  to  good  order  and  discipline  in  the  armed  forces 
and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces.20 

Facts 

The  evidence  showed  that  “12  Jul  07”  was  searched  for  from  both  of  PFC  Manning’s  primary 
and  secondary  SIPRNET  computers.21  The  evidence  also  showed  that  the  Apache  air  strike 
video  located  on  the  network  share  drive  belonging  to  the  2nd  Brigade  Combat  Team,  1 0th 
Mountain  Division,  Office  of  the  Staff  Judge  Advocate,  exactly  matched  a  video  identified  in 
PFC  Manning’s  user  profile  on  PFC  Manning’s  primary  SIPRNET  computer.22  The  evidence 
also  showed  that  a  CD-RW  containing  a  video  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE 
30  GC  Anyone. wmv”  was  accessed  using  PFC  Manning’s  personal  Macintosh  computer  on  15 
Feb  2010.  Additionally,  the  evidence  showed  that  a  CD-RW  created  on  27  April  2010 
containing  a  video  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.wmv”  (which 
did  not  have  all  of  the  content  of  the  video  found  on  PFC  Manning’s  primary  SIPRNET 
computer),  with  a  “SECRET”  sticker  on  it,  was  found  in  PFC  Manning’s  on-post  quarters.24  The 
evidence  showed  that  WikiLeaks  released  this  video  on  5  April  20 10. 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  this  video  was  uploaded  to  WikiLeaks,  the  forensic  examination  did  find  evidence 
in  Unallocated  Clusters  (UC)  (briefly,  areas  on  a  disk  where  the  data  has  been  “deleted”  but  still 


20  These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6.18.1030A. 

21  Intelink  Logs  Forensic  Report,  Bates  #  003751 16-129,  at  page  1 1  (this  document  also  has  the  relevant  dates). 

22  10th  Mountain  Shares  Forensic  Report,  Bates  #  00046074-00046097,  at  22. 

23  See  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  atpages  48-49. 

24  See  PFC  Manning’s  CD  Forensic  Report,  Bates  #  00199511-522,  at  pages  1,  7-8. 

23  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  Attachment  S,  Bates  #  00125269 
(carved  B  7890J72473018408  724730241 23  Collateral  Murder.pdf). 
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remains  on  the  disk  and  can  be  recovered  forensically)  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  II,  Specification  1 0,  below)  to  the  WikiLeaks 
website.  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.27  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  video  to  WikiLeaks. 

The  evidence  also  showed  that  on  19  May  2010,  in  an  unencrypted  email  exchange  with  Eric 
Schmiedl,  PFC  Manning  wrote,  “Are  you  familiar  with  WikiLeaks,”  and  then  after  receiving  an 
affirmative  reply  from  Mr.  Schmiedl,  then  wrote,  “I  was  the  source  of  the  12  JUL  07  video  from 
the  Apache  Weapons  Team,  which  killed  the  two  journalists  and  injured  two  kids.”28 

Additionally,  the  evidence  showed  that  the  accused,  in  his  chats  with  Mr.  Lamo,  admitted 
forwarding  the  video  that  is  the  subject  of  this  specification,  also  referred  to  as  the  “collateral 
murder”  or  “CM’  video,  to  WikiLeaks.  In  those  chats,  a  person  using  the  “bradass87”  screen 
name,  who  Mr.  Lamo  determined  to  be  the  accused,  made  the  following  statements:  (1)  “the  CM 
video  came  from  a  server  in  our  domain!  and  not  a  single  person  noticed;”  (2)  in  response  to 
Lamo’s  question  about  what  CM  meant,  “Apache  Weapons  Team  video  of  12  Jul  07  airstrike  on 
Reuters  journos. . .  some  sketchy  but  fairly  normal  street-folk. . .  and  civilians;”  (3)  in  response  to 
Lamo’s  question  of  where  he  (Lamo)  could  transmit  similar  material  if  he  had  it,  “wl.org 
submission  system”;  and  (4)  “i  just. . .  couldn’t  let  these  things  stay  inside  of  the  system. . .  and 
inside  of  my  head  . . .  i  recognized  the  value  of  some  things. . .  knew  what  they  meant. . .  dug 
deeper  . . .  i  watched  that  video  cold,  for  instance  ...  at  first  glance. . .  it  was  just  a  bunch  of  guys 
getting  shot  up  by  a  helicopter. . .  no  big  deal . . .  about  two  dozen  more  where  that  came  from 
right. . .  but  something  struck  me  as  odd  with  the  van  thing. . .  and  also  the  fact  it  was  being  stored 
in  a  JAG  officer’s  directory. . .  so  i  looked  into  it. . .  eventually  tracked  down  the  date,  and  then 
the  exact  GPS  co-ord. . .  and  i  was  like. . .  ok,  so  thats  what  happened. . .  cool. . .  then  i  went  to  the 
regular  internet. . .  and  it  was  still  on  my  mind. . .  so  i  typed  into  goog. . .  the  date,  and  the 
location...  and  then  I  see  this  http://www.nytimes.corn/2007/07/13/world/middieeast/13iraq.html 
...  i  kept  that  in  my  mind  for  weeks. . .  probably  a  month  and  a  half. . .  before  I  forwarded  it  to 
them.”29 


26  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 

2 7  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

28  See  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  atpage  44.  Note  that  the  login 
password  for  PFC  Manning’s  personal  computer  was  “TWinkl492! !,”  which  also  was  the  passphrase  for  PFC 
Manning’s  GPG  keyring  which  contained  a  key  used  to  decrypt  emails  between  Schmiedl  and  PFC  Manning.  The 
forensic  examiner  concluded  “it  is  likely  that  PFC  Manning  neglected  to  enable  encryption”  when  sending  the 
message  quoted  above.  Id,  at 45.  “TW ink  1492!!”  was  also  identified  as  a  password  for  several  instant  messaging 
accounts,  including  breanna.e.manning  (AIM),  breanna.e.manning@gmail.com  (AIM), 
pressassociation@jabber.ccc.de  (Jabber),  and  pressassociation@jabber.org  (Jabber);  a  variation  of  this  password, 
“TWinkl492!@!”  was  identified  as  the  password  for  dawgnetwork@jabber.ccc.de  (Jabber).  Id  at  14.  The 
commonality  among  these  passwords  indicates  that  the  same  individual  used  them. 

29  Lamo  Chat,  10  Ex  19(D),  at  25-26.  (This  chat  is  also  in  the  forensic  reports  at  Lamo  Forensic  Report,  Bates  # 
00124107-31,  at  Attachment  J.)  During  his  testimony,  Mr.  Lamo  explained  that  the  person  using  the  “bradass87” 
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The  evidence  showed  that  WikiLeaks  released  this  video  on  5  April  201 0.30  WikiLeaks  was  not 
entitled  to  receive  this  video,  which  relates  to  the  national  defense  because  it  depicts  the 
activities  of  the  military.  Also,  the  evidence  shows  that  PFC  Manning  had  reason  to  believe  that 
the  video  could  be  used  to  the  injury  of  the  United  States  in  that  PFC  Manning  knew  the  enemy 
accessed  information  available  on  the  Internet  Additionally,  18  U.S.C.  793(e)  exists.  Finally, 
PFC  Manning’s  conduct  in  providing  this  video  to  WikiLeaks  is  prejudicial  to  good  order  and 
discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  2  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  3  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  22  March 
2010  and  on  or  about  26  March  2010,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  one  classified  memorandum  produced  by  a 
United  States  Government  intelligence  agency; 

(2)  that  the  accused  had  reason  to  believe  such  information  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered,  or  transmitted  the  said  information  to  a  person  not  entitled  to  receive 
it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that  the  accused’s  conduct  was  prejudicial  to  good  order  and  discipline  in  the  armed  forces 
and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


Facts 

The  memoranda  at  issue  are  at  Bates  #  00378084-090  and  were  produced  by  a  United  States 
government  intelligence  agency.  The  evidence  showed  they  were  properly  classified.31 


online  identity  identified  himself  as  Bradley  Manning  by  sending  Lamo  a  friend  request  when  Lamo  asked  i  f  he  was 
a  facebook  user  and  also  by  providing  Lamo  PFC  Manning’s  AKO  account  user  name  and  password. 

30  Intelink  Logs  Forensic  Report,  Bates  #  00375116-129,  at  9. 

31  See  document  at  Bates  #  00378148-175. 
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Moreover,  the  evidence  showed  that  PFC  Manning  knew  they  were  classified  because  they  were 
properly  marked. 

Testimony  during  the  classified  portion  of  the  hearing  described  the  accessing  and  manipulation 
of  these  memoranda  on  PFC  Manning’s  primary  SIPRNET  computer.32 

Analysis  of  PFC  Manning’s  personal  computer  showed  a  CD/DVD  containing  a  file  named 
“blah.zip”  was  burned  on  an  unknown  Windows  computer  at  12:55  on  22  March  2010  and  was 
accessed  on  PFC  Manning’s  personal  computer.33  The  evidence  also  showed  that  on  22  March 
2010,  a  user  of  PFC  Manning’s  user  account  viewed  .pdf  files  of  the  memoranda  at  issue  on  his 
primary  SIPRNET  account;  the  forensic  examiner  concluded  that  the  sequence  of  viewing  the 
files  and  then  accessing  the  “blah.zip”  file  “could  indicate  ...  [the  memoranda  at  issue]  were 
compressed  in  blah.zip.”34 

The  contents  of  the  memoranda  are  such  that  a  person  familiar  with  them  would  conclude  that  if 
released  they  could  be  used  to  the  injury  of  the  United  States. 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  these  memoranda  were  uploaded  to  WikiLeaks,  the  forensic  examination  did  find 
evidence  in  Unallocated  Clusters  (UC)  (briefly,  areas  on  a  disk  where  the  data  has  been  “deleted” 
but  still  remains  on  the  disk  and  can  be  recovered  forensically)  of  multiple  references  to  the 
WikiLeaks  upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing 
a  link  to  upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the 
Farah  records  (see  discussion  of  Additional  Charge  n,  Specification  10,  below)  to  the  WikiLeaks 
website.35  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.36  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  memoranda  to  WikiLeaks. 

WikiLeaks  was  not  entitled  to  receive  these  memoranda,  which  relate  to  the  national  defense. 
Also,  the  evidence  shows  that  PFC  Manning  had  reason  to  believe  that  the  video  could  be  used  to 
the  injury  of  the  United  States  in  that  PFC  Manning  knew  the  enemy  accessed  information 
available  on  the  Internet  Additionally,  18  U.S.C.  793  exists.  Finally,  PFC  Manning’s  conduct 
in  providing  this  video  to  WikiLeaks  is  prejudicial  to  good  order  and  discipline  and  service 
discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  3  of  Additional  Charge  II. 


32  Classified  testimony  of  SA  Shaver,  IOEx.(C)  5  (including  relevant  dates). 

33 10th  Mountain  Shares  Forensic  report  Bates  #  0046074-97,  at21-22;  PFC  Manning’s  Personal  Computer 
Forensic  Report,  Bates  #  00124283-362,  at  49. 

34  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report  Bates  #  0021 1037-1 10,  at  50,  72. 

35  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 

36  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 
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Additional  Charge  II,  Specification  4  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  5  January  2010,  the  accused  voluntarily,  intentionally  and 
knowingly  stole,  purloined,  or  converted  a  thing  of  value,  to  wit:  the  Combined  Information  Data 
Network  Iraq  database  containing  more  than  380,000  records,  to  his  use  or  to  the  use  of  another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($ 1 ,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

The  word  “value”  means  the  face,  par,  or  market  value,  or  cost  price,  either  wholesale  or  retail, 
whichever  is  greater. 

A  “thing  of  value”  can  be  tangible  or  intangible  property. 

It  is  not  necessary  to  prove  that  the  accused  knew  that  the  Government  owned  the  property  at  the 
time  of  the  wrongful  taking  so  long  as  it  is  established  that  the  Government  did  in  fact  own  the 
money  or  property  involved,  that  it  had  a  value  in  excess  of  One  Thousand  Dollars  ($1 ,000),  and 
that  the  accused  knowingly  and  willfully  stole,  purloined,  or  converted  it.37 
Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  die  “TWinkl492H”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”* 3 


37  These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6.1 8.64  L 

3*  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  1-2, 9. 
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The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
20 10.39  The  evidence  also  showed  that  WikiLeaks  released  391,840  reports  from  the  CIDNE- 
Iraq  database.40  The  evidence  also  showed  that  in  Unallocated  Clusters  on  PFC  Manning’s 
personal  computer,  there  was  information  “likely  obtained”  from  the  CIDNE-Iraq  database  and 
that  documents  containing  the  same  text  and  associated  photographs  were  found  in  PFC 
Manning’s  SIPRNET  shared  folder,  the  forensic  examiner  concluded  “[i]t  is  likely  the  photos 
and  documents  in  PFC  MANNING’S  SIPRNET  shared  folder  were  copied  to  ...  [his]  personal 
computer  through  the  use  of  removable  media.”41 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Iraq  database  was  uploaded  to  WikiLeaks,  the  forensic  examination 
did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload 
webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload 
documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records 
(see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website  42 
Moreover,  PFC  Manning’s  chats  with  a  person  using  the  pressassociation@jabber.ccc.de  user 
name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian 
Assange  (editor  of  WikiLeaks)  from  1 7  May  2010  to  24  May  2010  discussed  uploading  material 
to  WikiLeaks.43  These  facts,  taken  together,  provide  circumstantial  evidence  that  PFC  Manning 
uploaded  the  CIDNE-Iraq  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  converted 
the  database  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this  information 
public  and  thus  deprive  its  owner,  the  United  States,  of  its  use  or  benefit.  While  PFC  Manning  in 
his  duties  as  an  intelligence  analyst  deployed  to  Iraq  had  reason  to  use  the  CIDNE-Iraq  database 
every  day,44  he  had  no  authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it 
constituted  stealing  it 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  CIDNE-Iraq  database,  there  was 
evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.43  This  circumstantial  evidence  supports  a  conclusion  that  the  value  of  the  CIDNE-Iraq 
database  was  over  $1,000. 

The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  4  of  Additional  Charge  II. 


39  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  001253 19-31,  at  7. 

40  CIDNE  Files  Forensic  Report,  Bates  it  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Iraq  database 
released  in  October  20 10). 

41  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  62-63. 

42  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 

43PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at 20-32, 76. 

44  Testimony  of  CPT  Lim. 

45  NCD  Valuation  Documents,  Bates  #  00410556-60. 
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Additional  Charge  II,  Specification  5  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 


Law 


In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  31 
December  2009  and  on  or  about  9  February  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  more  than  twenty  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Iraq  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


Facts 


The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492!!”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-1 80  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”4 

The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
2010.47  The  evidence  also  showed  that  WikiLeaks  released  391,840  reports  from  the  CIDNE- 
Iraq  database.48  The  evidence  also  showed  that  in  Unallocated  Clusters  on  PFC  Manning’s 
personal  computer,  there  was  information  “likely  obtained”  from  the  CIDNE-Iraq  database  and 
that  documents  containing  the  same  text  and  associated  photographs  were  found  in  PFC 
Manning’s  SIPRNET  shared  folder,  the  forensic  examiner  concluded  “[i]t  is  likely  the  photos 


46  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  1-2, 9. 

47  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

48  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Iraq  database 
released  in  October  2010). 
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and  documents  in  PFC  MANNING’S  SIPRNET  shared  folder  were  copied  to  . . .  [his]  personal 
computer  through  the  use  of  removable  media.”49 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Iraq  database  was  uploaded  to  WikiLeaks,  the  forensic  examination 
did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload 
webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload 
documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records 
(see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  die  WikiLeaks  website.50 
Moreover,  PFC  Manning’s  chats  with  a  person  using  the  pressassociation@jabber.ccc.de  user 
name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian 
Assange  (editor  of  WikiLeaks)  from  1 7  May  201 0  to  24  May  201 0  discussed  uploading  material 
to  WikiLeaks.51  These  facts,  taken  together,  provide  circumstantial  evidence  that  PFC  Manning 
uploaded  the  CIDNE-Iraq  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  knew  the 
database  would  be  released  and  that  the  information  contained  in  the  reports,  by  “removing  the 
fog  of  war”  concerning  actions  in  which  U.S.  military  forces  were  involved,  could  be  used  to  the 
injury  of  the  United  States.  His  statement  in  that  document  that  the  recipient  needed  to  “sit  on 
the  information  ...  to  protect  source”  indicates  that  he  knew  WikiLeaks  was  not  entitled  to 
receive  this  information. 

The  evidence  showed  that  there  were  more  than  twenty  of  these  documents52  and  that  they  were 
properly  classified  and  remain  classified.53 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
the  database  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  5  of  Additional  Charge  II. 


Additional  Charge  II,  Specification  6  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 


49  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  62-63. 

50  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 

51  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

52  Bates  #00377912-378027. 

53  Classification  Review,  Bates  #  00376879-902. 
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(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  8  January  2010,  the  accused  voluntarily,  intentionally  and 
knowingly  stole,  purloined,  or  converted  a  thing  of  value,  to  wit:  the  Combined  Information  Data 
Network  Afghanistan  database  containing  more  than  90,000  records,  to  his  use  or  to  the  use  of 
another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492!!”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91 ,911  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”5 

The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
201 0.55  The  evidence  also  showed  that  WikiLeaks  released  74,778  reports  from  the  CIDNE- 
Afghanistan  database.56 

5 

The  evidence  showed  that  between  1  January  2010  and  7  January  2010,  there  were  372 
connections  from  the  server  containing  the  CIDNE-Afghanistan  database  and  PFC  Manning’s 
secondary  SIPRNET  computer,  resulting  in  the  transfer  of  256.76  MB  of  data  to  PFC  Manning’s 
secondary  SIPRNET  computer.57  The  evidence  showed  that  the  “last  modified”  date  for  the 
CIDNE-Afghanistan  file  contained  in  the  yata.tar.bz2.nc  file  mentioned  above  was  8  January 


54  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  1-2, 9. 

55  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

56  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Afghanistan 
database  released  in  July  2010). 

57  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  1. 
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20 10.58  The  entirety  of  the  CIDNE- Afghanistan  database  so  downloaded  was  located  during  the 
forensic  examination  of  PFC  Manning’s  SD  card.59 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE- Afghanistan  database  was  uploaded  to  WikiLeaks,  the  forensic 
examination  did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks 
website.  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.61  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  CIDNE- Afghanistan  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  converted 
the  database  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this  information 
public  and  thus  deprive  its  owner,  the  United  States,  of  its  use  or  benefit.  While  PFC  Manning  in 
his  duties  as  an  intelligence  analyst  deployed  to  Iraq  had  reason  to  use  the  CIDNE-Iraq  database 
every  day,  he  had  no  need  to  access  the  CIDNE-Afghanistan  database,62  and  he  had  no 
authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it  constituted  stealing  it 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  CIDNE-Afghanistan  database, 
there  was  evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over 
$4  million  63  This  circumstantial  evidence  supports  a  conclusion  that  the  value  of  the  CIDNE- 
Iraq  database  was  over  $1,000. 

The  evidence  showed  that  18  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  6  of  Additional  Charge  II. 


Additional  Charge  II,  Specification  7  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 
Law 


58  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  9-10. 

59  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  7. 

60  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

61  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32,  76. 

62  Testimony  of  CPT  Lim. 

6j  NCD  Valuation  Documents,  Bates  #  00410556-60. 
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In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  9  February  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  more  than  twenty  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Afghanistan  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  aimed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492M”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”63 

The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January  10.65. 
The  evidence  also  showed  that  WikiLeaks  released  74,778  reports  from  the  CIDNE-Afghanistan 
database.66 

The  evidence  showed  that  between  1  January  2010  and  7  January  2010,  there  were  372 
connections  from  the  server  containing  the  CIDNE-Afghanistan  database  and  PFC  Manning’s 
secondary  SIPRNET  computer,  resulting  in  the  transfer  of  256.76  MB  o  f  data  to  PFC  Manning’s 
secondary  SIPRNET  computer.67  The  evidence  showed  that  the  “last  modified”  date  for  the 
CIDNE-Afghanistan  file  contained  in  the  yatatar.bz2.nc  file  mentioned  above  was  8  January 


64  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  1-2, 9. 

<s  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00 1253 19-3 1,  at  7. 

66  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  ofSA  Bettencourt  (CIDNE-Afghanistan 
database  released  in  July  2010). 

67  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  1. 


Continuation  Sheet,  DDForm  457, U.S.  v.  PFC  Bradley  E.  Manning 


20 10.68  The  entirety  of  the  CIDNE- Afghanistan  database  so  downloaded  was  located  during  the 
forensic  examination  of  PFC  Manning’s  SD  card.69 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  C  EDNE- Afghanistan  database  was  uploaded  to  WikiLeaks,  the  forensic 
examination  did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  n,  Specification  10,  below)  to  the  WikiLeaks 
website.™  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.71  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  CIDNE- Afghanistan  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  knew  the 
database  would  be  released  and  that  the  information  contained  in  the  reports,  by  “removing  the 
fog  of  war”  concerning  actions  in  which  U.S.  military  forces  were  involved,  could  be  used  to  the 
injury  of  the  United  States.  His  statement  in  that  document  that  the  recipient  needed  to  “sit  on 
the  information  ...  to  protect  source”  indicates  that  he  knew  WikiLeaks  was  not  entitled  to 
receive  this  information.  While  PFC  Manning  in  his  duties  as  an  intelligence  analyst  deployed  to 
Iraq  had  reason  to  use  the  CIDNE-Iraq  database  every  day,  he  had  no  need  to  access  the  CIDNE- 
Afghanistan  database.72 

The  evidence  showed  that  there  were  more  than  twenty  of  these  documents73  and  that  they  were 
properly  classified  and  remain  classified.74 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
the  database  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  7  of  Additional  Charge  II. 


Additional  Charge  II,  Specification  8  (Art  134,  UCMJ;  18  U.S.C.  641): 
Law 


“  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  9-10. 

69  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  7. 

70PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 

71  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

72  Testimony  of  CPT  Lim. 

73  Bates#  00377846-37791 L 

74  Classification  Review,  Bates  #  00376879-902. 
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In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  or  about  8  March  2010,  the 
accused  voluntarily,  intentionally  and  knowingly  stole,  purloined,  or  converted  a  thing  of  value, 
to  wit  a  United  States  Southern  Command  database  containing  more  than  700  records  belonging 
to  the  United  States  government  to  his  use  or  to  the  use  of  another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers 
searched  for  retention  of  interrogation  videos,  initially  on  28  November  2009,  and  during  the 
month  of  March  2010  conducted  over  700  searches  using  wget  commands  (which  are  used  to 
download  files  from  a  web  server)  pertaining  to  Guantanamo  Bay  detainees.  The  forensic 
examiner  downloaded  the  same  documents  using  the  same  program,  and  verified  that  those 
documents  were  the  same  documents  on  the  WikiLeaks  website  by  comparing  them.75  The 
forensic  examiner  also  found  four  complete  JTF  Guantanamo  Bay  detainee  assessments  on  PFC 
Manning’s  primary  SIPRNET  computer  under  PFC  Manning’s  user  profile.76  Moreover,  in  his 
chats  with  Mr.  Lamo,  PFC  Manning  admitted  providing  these  documents  to  WikiLeaks  in  the 
following  statements:  “oh,  the  JTF  GTMO  papers...  Assange  has  those  too;”  and,  after  Lamo 
said  he  read  those  papers  and  asked  if  Assange  had  “[ajnything  else  interesting  on  his  table”, 

PFC  Manning  said,  “idk  [I  don’t  know] ...  I  only  know  what  I  provide  him.”77 

The  evidence  showed  there  was  no  work  related  reason  for  PFC  Manning  to  search  for 
Guantanamo  or  Guantanamo  detainee  assessments.78 

The  evidence  showed  that  the  terms  or  keywords  “Guantanamo”  or  “GTMO”  were  searched  for 
from  PFC  Manning’s  primary  and  secondary  SIPRNET  computers  a  total  of  17  times.79  The 


75  Testimony  of  SA  Shaver. 

76  Testimony  of  SA  Shaver. 

77  Lamo  Chat,  IO  Ex.  19(D),  at  44. 

78  Testimony  of  CPT  Fulton;  Testimony  of  CPT  Lim. 

79  Intelink  Log  Files  Forensic  Report,  Bates  #  00375116-129,  at  9. 
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evidence  also  showed  that  the  wget  command  was  used  793  times  to  download  documents 
pertaining  to  Guantanamo  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.80 

The  evidence  showed  that  on  8  March  201 0,  in  an  online  chat  with 

pressassociation@jabber.ccc.de.  aliased  to  Nathaniel  Frank  at  the  time  but  later  aliased  to  Julian 
Assange  (editor  of  WikiLeaks),  PFC  Manning  made  statements  including:  “anyway,  im 
throwing  everything  I  got  on  JTF  GTMO  at  you  now. . .  should  take  a  while  to  get  up  tho  . . . 
summary/history/health  conditions/reasons  for  retaining  or  transfer  of  nearly  every  detainee  ...  I 
have  a  csv  that  organizes  the  info  as  much  as  possible.”82 

Additionally,  the  forensic  examination  of  PFC  Manning’s  personal  computer  found  evidence  in 
Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload  webpage, 
https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload  documents  to 
WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records  (see  discussion 
of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.83  These  facts,  taken 
together,  support  the  conclusion  that  PFC  Manning  uploaded  the  Southern  Command  database  to 
WikiLeaks. 

The  evidence  showed  that  between  24  April  201 1  and  21  June  201 1  WikiLeaks  released  765 
detainee  assessment  briefs,  documents  pertaining  to  detainees  at  Guantanamo  Bay,  Cuba.84 

PFC  Manning’s  comments  in  his  chats  with  Mr.  Lamo  about  why  he  released  documents  to 
WikiLeaks  indicate  that  that  he  converted  this  database  to  his  own  use  or  the  use  of  another  in 
that  he  wanted  to  make  this  information  public  and  thus  deprive  its  owner,  the  United  States,  of 
its  use  or  benefit85  PFC  Manning  had  no  need  to  access  Guantanamo  detainee  assessments  for 
his  job,86  and  he  had  no  authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it 
constituted  stealing  it 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  Southern  Command  database, 
there  was  evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over 
$4  million.87  There  was  also  evidence  provided  that  the  value  of  the  information  WikiLeaks 
possessed  was  12  million  pounds,  or  between  $15-20  million.88  This  circumstantial  evidence 
supports  a  conclusion  that  the  value  of  the  Southern  Command  database  was  over  $1 ,000. 


80  Intelink  Log  Files  Forensic  Report,  Bates  #  003751 16-129,  at  12. 

81  The  evidence  showed  that  a  person  using  the  pressassociation@jabber.ccc.de  user  name  was  aliased  as  Nathaniel 
Frank  from  22  February  20 10  to  25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17May2010to 
24  May  2010.  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

82  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  23. 

83  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 

84  Testimony  of  SA  Bettencourt 

83  For  example,  PFC  Maiming  stated,  in  reference  to  the  State  Department  Cables,  that  “it  was  forwarded  to  WL  . . . 
and  god  knows  what  happens  now  ...  hopefully  worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see 
the  truth. . .  regardless  of  who  they  are. . .  because  without  information,  you  cannot  make  informed  decisions  as  a 
public.”  IO  Ex.  19(D),  at  33. 

86  Testimony  of  CPT  Lim. 

87  NCD  Valuation  Documents,  Bates  #  00410556-60. 

88  Testimony  of  SA  Bettencourt 
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The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  8  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  9  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  8  March 
20 10  and  on  or  about  27  May  20 1 0,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  three  classified  records  from  a  United  States 
Southern  Command  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers 
searched  for  retention  of  interrogation  videos,  and  during  the  month  of  November  conducted 
over  700  searches  using  wget  commands  (which  are  used  to  download  files  from  a  web  server) 
pertaining  to  Guantanamo  Bay  detainee  suspects.  The  forensic  examiner  downloaded  the  same 
documents  using  the  same  program,  and  verified  that  those  documents  were  the  same  documents 
on  the  WikiLeaks  website  by  comparing  them.89  The  forensic  examiner  also  found  four 
complete  JTF  Guantanamo  Bay  detainee  assessments  on  PFC  Manning’s  primary  SIPRNET 
computer  under  PFC  Manning’s  user  profile.90  Moreover,  in  his  chats  with  Mr.  Lamo,  PFC 
Manning  admitted  providing  these  documents  to  WikiLeaks  in  the  following  statements:  “oh,  the 
JTF  GTMO  papers. . .  Assange  has  those  too;”  and,  after  Lamo  said  he  read  those  papers  and 
asked  if  Assange  had  “[ajnything  else  interesting  on  his  table”,  PFC  Manning  said,  “idk  [I  don’t 
know] ...  I  only  know  what  I  provide  him.”91 


89  Testimony  of  SA  Shaver. 

90  Testimony  of  SA  Shaver. 

91  Lamo  Chat,  IO  Ex.  1 9(D),  at  44. 
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The  evidence  showed  there  was  no  work  related  reason  for  PFC  Manning  to  search  for 
Guantanamo  or  Guantanamo  detainee  assessments.92 

The  evidence  showed  that  the  terms  or  keywords  “Guantanamo”  or  “GTMO”  were  searched  for 
from  PFC  Manning’s  primary  and  secondary  SIPRNET  computers  a  total  of  1 7  times.93  The 
evidence  also  showed  that  the  wget  command  was  used  793  times  to  download  documents 
pertaining  to  Guantanamo  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.94 

The  evidence  showed  that  on  8  March  2010,  in  an  online  chat  with 

pressassociation@jabber.ccc.de,  aliased  to  Nathaniel  Frank  at  the  time  but  later  aliased  to  Julian 
Assange  (editor  of  WikiLeaks),  PFC  Manning  made  statements  including:,  “anyway,  im 
throwing  everything  I  got  on  JTF  GTMO  at  you  now. . .  should  take  a  while  to  get  up  tho  . . . 
summary/history/health  conditions/reasons  for  retaining  or  transfer  of  nearly  every  detainee  ...  I 
have  a  csv  that  organizes  the  info  as  much  as  possible.” 

Additionally,  the  forensic  examination  of  PFC  Manning’s  personal  computer  found  evidence  in 
Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload  webpage, 
https://www.wikileaks.org/upioad,  including  a  webpage  containing  a  link  to  upload  documents  to 
WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records  (see  discussion 
of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website  97  These  facts,  taken 
together,  support  the  conclusion  that  PFC  Manning  uploaded  the  Southern  Command  database  to 
WikiLeaks. 

The  evidence  showed  that  between  24  April  201 1  and  21  June  201 1  WikiLeaks  released  765 
detainee  assessment  briefs,  documents  pertaining  to  detainees  at  Guantanamo  Bay,  Cuba.98 

PFC  Manning’s  comments  in  his  chats  with  the  person  using  the  pressassociation  screen  name, 
later  aliased  as  Julian  Assange,  indicate  that  he  had  reason  to  believe  the  information  he  provided 
concerning  JTF  GTMO  detention  memos  could  be  used  to  the  injury  of  the  United  States.  In 
those  chats,  PFC  Manning  asked:  “how  valuable  are  JTF  GTMO  detention  memos  containing 
summaries,  background  info,  capture  info,  etc.”  and  received  the  response,  “quite  valuable  to  the 
lawyers  of  these  guys  who  are  trying  to  get  them  out,  where  those  memos  suggest  their 
innocence/bad  proceedure.”99  PFC  Manning  had  no  need  to  access  Guantanamo  detainee 
assessments  for  his  job,100  and  he  had  no  authorization  to  provide  these  records  to  WikiLeaks, 
who  was  not  authorized  to  receive  it 


92  Testimony  of  CPT  Fulton;  testimony  of  CPT  Lim. 

93  Intelink  Log  Files  Forensic  Report,  Bates  #  00375 1 16-129,  at  9. 

94  Intelink  Log  Files  Forensic  Report,  Bates  #  00375116-129,  at  12. 

95  The  evidence  showed  that  a  person  using  the  pressassociation@jabber.ccc.de  user  name  was  aliased  as  Nathaniel 
Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to 
24  May  2010.  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

96  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  23. 

97  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 

98  Testimony  of  SA  Bettencourt 

99  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  22. 

100  Testimony  of  CPT  Lim. 
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The  evidence  showed  that  there  were  more  than  three  of  these  records101  and  that  they  were 
properly  classified  and  remain  classified.102 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  9  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  10  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  April 
2010  and  on  or  about  27  May  2010,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  five  classified  records  relating  to  a  military 
operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered;  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  user  account  on  his  primary  SIPRNET 
computer  downloaded  135  files  from  a  centcom.smil.mil  server  on  10  April  2010;  shortly 
thereafter,  after  these  files  were  viewed,  the  farah.zip  file  was  viewed  on  10  April  2010  on  PFC 
Manning’s  primary  SIPRNET  computer.103 

The  evidence  showed  that  a  CD  created  on  1 1  April  2010  at  9:18  am  containing  a  file  named 
“farah.zip”  was  accessed  on  PFC  Manning’s  personal  computer.104 


101  Bates  #00378123-140. 

102  Classification  Review,  Bates  #  00378646-49. 

M3  pp£  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  002 1 1 037-1 1 0,  at  5 1  -52. 
104  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  49. 
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The  evidence  from  Unallocated  Clusters  on  PFC  Manning’s  personal  computer  indicated  that 
seven  files  with  names  like  “farah.partl  .rar”  had  existed  in  a  “farah”  folder  on  the  desktop  of  that 
computer.  The  evidence  also  showed  that  at  least  four  of  these  files  had  been  uploaded  to 
WikiLeaks  after  having  been  encrypted  using  the  “mcrypt”  program,  as  they  had  the  .nc  file 
extension  added  (“farah.partl  .rar.nc”),  an  indicator  of  the  use  of  that  encryption  program.105 
Additionally,  the  examination  of  Unallocated  Clusters  on  PFC  Manning’s  personal  computer 
revealed  that  classified  documents  relating  to  the  operation  in  Farah  Province,  Afghanistan,  on  or 
about  4  May  2009  that  were  found  on  the  centcom.smil.mil  server  and  also  on  PFC  Manning’s 
primary  SIPRNET  computer  existed  on  his  personal  computer.106 

The  evidence  showed  that  in  a  chat  with  Mr.  Lamo,  PFC  Manning  stated,  in  response  to  Lamo’s 
question  “what  do  you  consider  the  highlights”  immediately  following  PFC  Manning’s  statement 
that  he  only  knew  what  he  provided  to  Mr.  Assange,  “The  Gharani  airstrike  videos  and  full 
report,  Iraq  war  event  log,  the  ‘Gitmo  Papers,’  and  State  Department  cable  database.”107  In  the 
context  of  his  discussion  earlier  in  those  chats  concerning  the  State  Department  cables  where  he 
said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now . . .  hopefully  worldwide 
discussion,  debates,  and  reforms,”108  PFC  Manning  had  reason  to  believe  that  the  information  in 
these  documents  could  be  used  to  the  injury  of  the  United  States.  PFC  Manning  had  no  need  to 
access  information  concerning  Afghanistan  for  his  job,109  and  he  had  no  authorization  to  provide 
these  documents  to  WikiLeaks,  which  was  not  authorized  to  receive  it 

The  evidence  showed  that  there  were  more  than  five  of  these  records1 10  and  that  they  were 
properly  classified  and  remain  classified.1 1 1 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1 0  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  11  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  8  January  2010,  the  accused  had  unauthorized  possession  of 


105  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-68. 

106  pp£  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  54-58. 

107  Lamo  Chat,  IO  Exhibit  19(D),  at  44-45. 

108  Lamo  Chat,  IO  Ex.  19(D),  at33. 

109  Testimony  of  CPT  Lim  (stating  PFC  Manning  had  no  need  to  access  the  CIDNE-Afghanistan  database  for  his 
job). 

1,0  Bates  #00377425-498. 

111  Classification  Review,  Bates  #  00376879-902. 
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information  relating  to  the  national  defense,  to  wit:  a  file  named  “BE22  PAX.zip”  containing  a 
video  named  “BE22  PAX.wmv”; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces 

Facts 

On  8  January  2010,  WikiLeaks  tweeted  that  they  had  a  video  of  the  Gharani  airstrike  video  that 
was  encrypted,  and  asked  for  supercomputer  time  (presumably  to  decrypt  it).112  In  his  chats 
with  Mr.  Lamo,  PFC  Manning  acknowledged  that  Assange  had  this  video  in  an  encrypted 
format  “they  also  caught  wind  that  he  [Assange]  had  a  video ...  of  the  Gharani  airstrike  in 
Afghanistan,  which  he  has,  but  hasn’t  decrypted  yet . . .  the  production  team  was  actually 
working  on  the  Baghdad  strike  though,  which  was  never  really  encrypted  ...  he’s  got  the  whole 
1 5-6  for  that  incident ...  so  it  wont  just  be  video  with  no  context ...  but  its  not  nearly  as 
damning...  it  was  an  awful  incident,  but  nothing  like  the  baghdad  one  ...  the  investigating 
officers  left  the  material  unprotected,  sitting  in  a  director  on  a  centcom.smil.mil . . .  server  ...  but 
they  did  zip  up  the  files,  aes-256,  with  an  excellent  password. . .  so  afaik  [as  far  as  I  know]  it 
hasn’t  been  broken  yet.”113 

Additionally,  as  mentioned  above,  PFC  Manning  stated  that  the  “highlights”  of  what  he  provided 
to  Mr.  Assange  included  “the  Gharani  airstrike  videos  and  full  report.”1  4 

The  evidence  also  showed  that  a  computer  owned  by  a  Mr.  Jason  Katz,  a  former  employee  of  the 
Department  of  Energy,  contained  a  file  named  BE.zip,  and  within  that  file  was  an  encrypted, 
password-protected  file  named  BE  22  PAX.wmv.  The  password  the  forensic  examiners  obtained 
from  CENTCOM  to  open  the  file  by  the  same  name  on  the  centcom.smil.mil  server  also  opened 
the  file  on  Mr.  Katz’s  computer,  and  the  files  appeared  to  be  the  same.  The  file  was  placed  on 
Mr.  Katz’s  computer  on  1 5  December  2009  and  Mr.  Katz  had  installed  a  password  cracking 
program  and  was  trying  to  decrypt  the  file.1 15 

This  evidence,  particularly  PFC  Manning’s  statements  as  to  where  the  file  was  located  and  his 
knowledge  that  the  files  had  been  zipped  “with  an  excellent  password,”  together  with  the 
evidence  indicating  that  PFC  Manning  had  uploaded  the  farah.zip  files,  circumstantially 


112  Testimony  of  SA  Bettencourt;  Bates  #00410596-97. 

113  Lamo  Chat,  10  Ex.  19(D),  at  10-11. 

114  Lamo  Chat,  10  Exhibit  19(D),  at  44-45. 

115  Testimony  of  SA  Shaver. 
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indicates  that  PFC  Manning  provided  the  BE  22  PAX.wmv  file  to  WikiLeaks  and  that  file  was 
the  one  that  was  placed  on  Mr.  Katz’s  computer. 

The  evidence  showed  that  in  the  context  of  his  chats  with  Mr.  Lamo  concerning  the  State 
Department  cables  where  he  said,  “it  was  forwarded  to  WL  ...  and  god  knows  what  happens  now 
. . .  hopefully  worldwide  discussion,  debates,  and  reforms,”1 16  PFC  Manning  had  reason  to 
believe  that  the  information  in  this  video  could  be  used  to  the  injury  of  the  United  States.  PFC 
Manning  had  no  need  to  access  information  concerning  Afghanistan  for  his  job,117  and  he  had  no 
authorization  to  provide  these  documents  to  WikiLeaks,  which  was  not  authorized  to  receive  it. 

The  evidence  showed  that  this  video  was  properly  classified  and  remains  classified. 1 18 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1 1  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  12  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  28  March 
2010  and  on  or  about  4  May  2010,  the  accused  voluntarily,  intentionally  and  knowingly  stole, 
purloined,  or  converted  a  thing  of  value,  to  wit:  the  Department  of  State  Net-Centric  Diplomacy 
database  containing  more  than  250,000  records  belonging  to  the  United  States  government  to  his 
use  or  to  the  use  of  another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


116  Lamo  Chat,  IO  Ex.  19(D),  at  33. 

117  Testimony  of  CPT  Lim  (stating  PFC  Manning  had  no  need  to  access  the  CIDNE-Afghanistan  database  for  his 
job). 

lI*  Classification  Review,  Bates  #  00376879-902. 
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Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  contained,  under  his 
user  profile,  a  file  named  “files.zip”  in  the  “bloop”  folder  that  had  over  10,000  Department  of 
State  cables  in  Jitml  web  page  format,  and  that  over  4,000  of  these  cables  were  classified.1 19  A 
CD  accessed  on  PFC  Manning’s  personal  computer  containing  files.zip  was  burned  on  4  May 
10. 120  The  evidence  showed  that  another  document  in  the  “bloop”  folder,  “backup.xlsx,”  was  a 
spreadsheet  with  cables  published  in  March,  April,  and  May  2010.121  The  tab  in  this  spreadsheet 
including  cables  published  in  March  and  April  2010  started  with  a  cable  with  number  251,288. 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  on  a  NIPRNET 
computer  by  the  bradley.manning  user  profile.122  A  user  of  PFC  Manning’s  user  profile  on  that 
NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wget.exe  on  3  May  2010  and 
downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile.123 

The  evidence  showed  that  on  20  August  2011,  WikiLeaks  released  251,287  Department  of  State 
cables  in  unredacted  form  and  made  them  available  on  the  Internet124  While  the  evidence  was 
that  WikiLeaks  did  not  release  the  cables  in  the  files.zip  folder,125  the  forensic  examination  found 
thousands  of  State  Department  cables  in  unallocated  space  on  PFC  Manning’s  primary  SIPRNET 
computer,  ranging  in  classification  from  unclassified  to  secret;  many  were  complete,  but  many 
others  were  not15®  Additionally,  the  forensic  examination  of  PFC  Manning’s  primary  SIPRNET 
computer  revealed  that  a  deleted  and  partially  overwritten  file  named  “c:\Lost 
File\backup\farah.zip”  was  originally  created  on  10  April  2010  and  contained  582  Department  of 
State  Cables,  over  250  of  which  were  classified.127  The  evidence  showed  the  Department  of 
State  cables  were  in  .csv  format,  a  way  of  moving  files  from  one  database  to  another,  and  were 
Base64  encoded.128  Analysis  of  PFC  Manning’s  secondary  SIPRNET  computer  and  his  personal 
computer  also  showed  many  Department  of  State  cables  that  had  been  converted  to  Base64  and 
stored  in  .csv  format129  Specifically,  approximately  1 13,000  complete  Department  of  State 
cables  converted  to  Base64  were  found  in  a  deleted  .csv  file  in  Unallocated  Clusters  on  PFC 


119  Testimony  of  SA  Shaver,  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-110, 
at31. 

120  Testimony  of  SA  Shaver. 

121  PFC  Manning’s  Primaiy  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-110,  at  31;  spreadsheet,  at 
Bates  #  00296982;  Testimony  of  SA  Shaver. 

122  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at37. 

123  Testimony  of  SA  Shaver. 

124  Testimony  of  SA  Bettencourt;  .Testimony  of  SA  Shaver. 

125  Testimony  of  S  A  Shaver.  SA  Shaver  also  testified  there  was  a  problem  with  files.zip  when  it  was  created,  and  if 
a  person  using  WinZip  tried  to  open  it,  it  would  not  open  because  it  was  a  corrupted  file,  and  one  would  need  special 
tools  to  open  the  files  in  files.zip.  Based  on  that  testimony,  it  appears  that  WikiLeaks  did  not  release  the  cables  in 
files  .zip  because  they  could  not  open  them. 

126  Testimony  of  SA  Shaver. 

127  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-11  0,  at  34-36. 
m  Testimony  of  SA  Shaver. 

129  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  36. 
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Manning’s  secondary  SIPRNET  computer,130  and  evidence  of  Department  of  State  cables 
published  before  March  2010  were  found  in  Unallocated  Clusters  on  PFC  Manning’s  personal 
computer,  including  data  appearing  to  have  a  .csv  file  structure  listing  Department  of  State  cables 
with  numbers  preceding  251,287  in  a  format  similar  to  the  cables  found  on  PFC  Manning’s 
primary  SIPRNET  Computer.131  Additionally,  examination  of  Department  of  State  cable 
message  record  numbers  released  by  WikiLeaks  identified  251,298  individual  message  record 
numbers;  examination  of  PFC  Manning’s  personal  computer  and  his  primary  and  secondary 
SIPRNET  computers  showed  that  they  contained  83%  of  all  the  message  record  numbers 
released  to  WikiLeaks.132 

This  evidence,  taken  together,  leads  to  a  conclusion  that  the  251,287  files  released  by  WikiLeaks 
were  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now . . .  hopefully 
worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . .  regardless  of  who 
they  are...  because  without  information,  you  cannot  make  informed  decisions  as  a  public,”133  which 
indicates  that  that  he  converted  this  database  to  his  own  use  or  the  use  of  another  in  that  he 
wanted  to  make  this  information  public  and  thus  deprive  its  owner,  the  United  States,  of  its  use 
or  benefit  While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic 
cables  for  his  job,134  he  had  no  authorization  to  take  this  database  from  its  owner  and  thus  his 
taking  it  constituted  stealing  it 

The  evidence  showed  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.135 

The  evidence  showed  that  18  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  was  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  12  of  Additional  Charge  II. 

Additional  Charge  H,  Specification  13  (Art.  134,  UCMJ;  18  U.S.C.  1030(a)(1)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  six  elements: 


130  PFC  Manning’s  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  1,  12-14. 

131  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  51-54. 

132  DoS  Files  Forensic  Report,  Bates  #  00054320-34,  at  14. 

133  Lamo  Chat,  IO  Ex.  19(D),  at  33. 

134  Testimony  of  CPT  Lim  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 

135  NCD  Valuation  Documents,  Bates  #  00410556-60. 
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(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  28  March 
201 0  and  on  or  about  27  May  2010,  the  accused  knowingly  exceeded  authorized  access  on  a 
Secret  Internet  Protocol  Router  Network  computer, 

(2)  that  the  accused  obtained  information  that  has  been  determined  by  the  United  States 
government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations,  to  wit:  more  than  seventy-five  classified 
United  States  Department  of  State  cables; 

(3)  that  the  accused  had  reason  to  believe  that  the  information  he  obtained  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(4)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(5)  that  18  U.S.C.  section  1030(aXl)  exists;  and 

(6)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed 
forces.13® 

Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  contained,  under  his 
user  profile,  a  file  named  “files.zip”  in  the  “bloop”  folder  that  had  over  10,000  Department  of 
State  cables  in  iitml  web  page  format,  and  that  over  4,000  of  these  cables  were  classified.137  A 
CD  accessed  on  PFC  Manning’s  personal  computer  containing  files.zip  was  burned  on  4  May 
1 0.138  The  evidence  showed  that  another  document  in  the  “bloop”  folder,  “backup.xlsx,”  was  a 
spreadsheet  with  cables  published  in  March,  April,  and  May  201 0.139  The  tab  in  this  spreadsheet 
including  cables  published  in  March  and  April  20 1 0  started  with  a  cable  with  number  25 1 ,288. 
The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  on  a  NIPRNET 
computer  by  a  user  of  PFC  Manning’s  user  profile.140  A  user  of  PFC  Manning’s  user  profile  on 
that  NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wget.exe  on  3  May  10  and 
downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile.141 


136  These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6. 1 8. 1030A. 

137  Testimony  of  SA  Shaver,  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10, 
at  31. 

138  Testimony  of  SA  Shaver. 

139  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  002 1 1 037-1 1 0,  at  3 1 ;  spreadsheet,  at 
Bates  #  00296982;  Testimony  of  SA  Shaver. 

140  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-110,  at  37. 

141  Testimony  of  SA  Shaver. 
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The  evidence  showed  that  on  20  August  2011,  WikiLeaks  released  25 1 ,287  Department  of  State 
cables  in  unredacted  form  and  made  them  available  on  the  Internet142  While  the  evidence  was 
that  WikiLeaks  did  not  release  the  cables  in  the  files.zip  folder,143  the  forensic  examination  found 
thousands  of  State  Department  cables  in  unallocated  space  on  PFC  Manning’s  primary  SIPRNET 
computer,  ranging  in  classification  from  unclassified  to  secret;  many  were  complete,  but  many 
others  were  not144  Additionally,  the  forensic  examination  of  PFC  Manning’s  primary  SIPRNET 
computer  revealed  that  a  deleted  and  partially  overwritten  file  named  “c:\Lost 
File\backup\farab.zip”  was  originally  created  on  10  April  2010  and  contained  582  Department  of 
State  Cables,  over  250  of  which  were  classified.145  The  evidence  showed  the  Department  of 
State  cables  were  in  .csv  format,  a  way  of  moving  files  from  one  database  to  another,  and  were 
Base64  encoded.146  Analysis  of  PFC  Manning’s  secondary  SIPRNET  computer  and  his  personal 
computer  also  showed  many  Department  of  State  cables  that  had  been  converted  to  Base64  and 
stored  in  .csv  format147  Specifically,  approximately  1 13,000  complete  Department  of  State 
cables  converted  to  Base64  were  found  in  a  deleted  .csv  file  in  Unallocated  Clusters  on  PFC 
Manning’s  secondary  SIPRNET  computer,148  and  evidence  of  Department  of  State  cables 
published  before  March  2010  were  found  in  Unallocated  Clusters  on  PFC  Manning’s  personal 
computer,  including  data  appearing  to  have  a  .csv  file  structure  listing  Department  of  State  cables 
with  numbers  preceding  251,287  in  a  format  similar  to  the  cables  found  on  PFC  Manning’s 
primary  SIPRNET  Computer.149  Additionally,  examination  of  Department  of  State  cable 
message  record  numbers  released  by  WikiLeaks  identified  25 1 ,298  individual  message  record 
numbers;  examination  of  PFC  Manning’s  personal  computer  and  his  primary  and  secondary 
SIPRNET  computers  showed  that  they  contained  83%  of  all  the  message  record  numbers 
released  to  WikiLeaks.150 

This  evidence,  taken  together,  leads  to  a  conclusion  that  the  251,287  files  released  by  WikiLeaks 
were  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now . . .  hopefully 
worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . .  regardless  of  who 
they  are...  because  without  information,  you  cannot  make  informed  decisions  as  a  public,”151 
which  indicates  that  that  he  had  reason  to  believe  that  the  information  he  obtained  could  be  used 
to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation. 


142  Testimony  of  SA  Bettencourt;  Testimony  of  SA  Shaver. 

143  Testimony  of  SA  Shaver.  SA  Shaver  also  testified  there  was  a  problem  with  files.zip  when  it  was  created,  and  if 
a  person  using  WinZip  tried  to  open  it,  it  would  not  open  because  it  was  a  corrupted  file,  and  one  would  need  special 
tools  to  open  the  files  in  files.zip.  Based  on  that  testimony,  it  appears  that  WikiLeaks  did  not  release  the  cables  in 
files.zip  because  they  could  not  open  them 

144  Testimony  of  SA  Shaver. 

143  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  34-36. 

146  Testimony  of  SA  Shaver. 

147  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-1 10,  at  36. 

M8  pp£  Mining's  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  1, 12-14. 

149  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  51-54. 

150  DoS  Files  Forensic  Report,  Bates  #  00054320-34,  at  14. 

151  Lamo  Chat,  IO  Ex.  1 9(D),  at  33. 
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While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic  cables  for  his 
job,152  the  context  of  that  evidence  was  that  access  was  authorized  for  the  analysts  to  do  their  job. 
The  evidence  also  showed  that  before  logging  onto  his  primary  and  secondary  SIPRNET 
computers,  PFC  Manning  had  to  click  “OK”  on  a  warning  banner,  the  first  sentence  of  which 
read,  “You  are  accessing  a  U.S.  Government  (USG)  Information  System  (IS)  that  is  provided  for 
USG-authorized  use  only.”153  Accordingly,  accessing  diplomatic  cables  in  order  to  provide  them 
to  a  person  not  entitled  to  receive  it  exceeded  authorized  access.  PFC  Manning  had  no 
authorization  to  transfer  this  information  to  WikiLeaks,  which  was  not  entitled  to  receive  it. 

The  evidence  showed  that  these  cables  were  properly  classified  and  remain  classified.154 

The  evidence  showed  that  18  U.S.C.  1030(aXl)  exists  and  that  PFC  Manning’s  conduct  in 
providing  these  classified  cables  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and 
was  service  discrediting. 

Additional  Charge  II,  Specification  14  (Art.  134,  UCMJ;  18  U.S.C.  1030(a)(1)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  six  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  15 
February  2010  and  on  or  about  18  February  2010,  the  accused  knowingly  exceeded  authorized 
access  on  a  Secret  Internet  Protocol  Router  Network  computer, 

(2)  that  the  accused  obtained  information  that  has  been  determined  by  the  United  States 
government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations,  to  wit:  a  classified  United  States  Department 
of  State  cable  titled  “Reykjavik- 13”; 

(3)  that  the  accused  had  reason  to  believe  that  the  information  he  obtained  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(4)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(5)  that  18  U.S.C.  section  1030(aXl)  exists;  and 

(6)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


132  Testimony  of  CPT  Lim  (stating  h  e  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 
153  Testimony  of  SA  Shaver,  IO  Ex.  1 1(P),  at  1  (Bates  #  00376856). 

134  Classification  Review,  Bates  #  00376903-53. 
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Facts 

The  evidence  showed  that  the  keyword  “Iceland”  was  searched  for  a  total  of  fourteen  times  from 
both  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers.155  The  first  search  for 
Iceland  was  on  9  January  2010  and  came  from  PFC  Manning’s  profile.156  The  evidence  also 
showed  that  PFC  Manning  accessed  a  CD  created  on  15  February  2010  at  6:21  am  containing  the 
file,  “10Reykjavikl3.txt”  on  his  personal  computer.157  The  evidence  also  showed  that 
WikiLeaks  released  Reykjavik-13  on  18  February  2010.158  Additionally,  the  evidence  showed 
that  when  Mr.  Lamo  asked  for  “bona  fides”  during  their  chats,  during  the  discussion  of  the  State 
Cables,  PFC  Manning  stated,  “this  one  was  a  test:  Classified  cable  from  US  Embassy  Reykjavik 
on  Icesave  dated  1 3  Jan  2010 ..  the  result  of  that  one  was  that  the  icelandic  ambassador  to  the  US 
was  recalled,  and  fired  ...  that’s  just  one  cable.”159  This  evidence,  taken  together,  leads  to  a 
conclusion  that  the  Reykjavik- 1 3  cable  was  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “Hilary  Clinton,  and  several  thousand  diplomats  around  the  world  are  going 
to  have  a  heart  attack  when  they  wake  up  one  morning,  and  finds  an  entire  repository  of 
classified  foreign  policy  is  available,  in  searchable  format  to  the  public  . . .  theres  so  much. . .  it 
affects  everybody  on  earth...  everywhere  there’s  a  US  post...  there’s  a  diplomatic  scandal  that 
will  be  revealed...  Iceland,  the  Vatican,  Spain,  Brazil,  Madagascar,  if  its  a  country,  and  its 
recognized  by  the  US  as  a  country,  its  got  dirt  on  it ...  its  open  diplomacy. . .  worldwide  anarchy 
in  CSV  format. .  .,”160  and  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now  . . . 
hopefully  worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . . 
regardless  of  who  they  are. . .  because  without  information,  you  cannot  make  informed  decisions 
as  a  public,”161  which  indicates  that  that  he  had  reason  to  believe  that  the  information  he  obtained 
could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation. 

While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic  cables  for  his 
job,162  the  context  of  that  evidence  was  that  access  was  authorized  for  the  analysts  to  do  their  job. 
The  evidence  also  showed  that  before  logging  on  to  his  primary  and  secondary  SIPRNET 
computers,  PFC  Manning  had  to  click  “OK”  on  a  warning  banner,  the  first  sentence  of  which 
read,  “You  are  accessing  a  U.S.  Government  (USG)  Information  System  (IS)  that  is  provided  for 
USG-authorized  use  only.”163  Accordingly,  accessing  diplomatic  cables  in  order  to  provide  them 
to  a  person  not  entitled  to  receive  it  exceeded  authorized  access.  PFC  Manning  had  no 
authorization  to  transfer  this  information  to  WikiLeaks,  which  was  not  entitled  to  receive  it. 


153  Intelink  Logs  Forensic  Report,  Bates  #  00375116-129,  at  8. 

136  Testimony  of  SA  Shaver. 

137  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  49. 

138  Testimony  of  SA  Bettencourt;  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at 
Attachment  S  (Carved_155659_l  12253792254_112253812590.pdf). 

w  Lamo  Chat,  IO  Ex.  19(D),  at  9. 

160  Lamo  Chat,  10  Ex.  1 9(D),  at  8. 

161  Lamo  Chat,  IO  Ex  19(D),  at  33. 

142  Testimony  of  CPT  Lim  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 

163  Testimony  of  SA  Shaven  IO  Ex  1 1(P),  at  1  (Bates  ft  00376856). 
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The  evidence  showed  that  this  cable  was  properly  classified  and  remains  classified.164 

The  evidence  showed  that  18  U.S.C.  1030(a)(1)  exists  and  that  PFC  Manning’s  conduct  in 
providing  this  classified  cable  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  was 
service  discrediting. 

Additional  Charge  II,  Specification  15  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

( 1 )  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 5 
February  2010  and  on  or  about  15  March  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  a  classified  record  produced  by  a  United 
States  rmy  intelligence  organization,  dated  1 8  March  2008; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  tile  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  “between  1  Dec  09  and  9  Mar  10  . ..  [the  document  at  issue]  was 
accessed  only  12  times;  4  of  the  12  accesses  during  that  period  . . .  were  attributed  to  IP  addresses 
assigned  to  PFC  Manning’s  SIPRNET  computers.”165 

The  evidence  showed  that  the  classified  record  produced  by  a  United  States  Army  intelligence 
organization  copied  from  the  SIPRNET  contained  the  same  content  as  the  document  that  was 
posted  to  WikiLeaks  on  1 5  March  20 10. 166  The  evidence  showed  that  in  a  chat  with 
pressassociation@jabber.ccc.de  (aliased  at  the  time  to  Nathaniel  Frank  but  later  to  Julian 
Assange),  the  accused  discussed  this  report,  stating:  “NYT  article  has  LTC  Packnett  allegedly 


164  Classification  Review,  Bates  #  00376903-53. 

165  Army  Intelligence  Forensic  Report,  Bates  #  0046452-66,  at  1 1. 

166  Army  Intelligence  Forensic  Report,  Bates  #  0046452-66,  at  5-7  (the  date  of  the  document  at  issue  is  contained  in 
that  Report);  Testimony  of  SA  Bettencourt. 
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confirming  the  authenticity  of  the  2008  report  posted  on  15  th.”167  The  Early  Bird  the  same  day 
of  that  chat,  1 8  March  2010,  had  an  article  from  the  New  York  Times  discussing  that  report.16 

The  contents  of  the  document  at  issue  indicate  that  PFC  Manning  had  reason  to  believe  that  the 
information  in  this  document  could  be  used  to  the  injury  of  the  United  States.  PFC  Manning  had 
no  need  to  access  information  concerning  WikiLeaks  for  his  job,169  and  he  had  no  authorization 
to  provide  this  document  to  WikiLeaks,  which  was  not  authorized  to  receive  it 

The  evidence  showed  that  this  document  was  properly  classified  and  remains  classified.170 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
this  document  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  was  service 
discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  15  of  Additional  Charge  II. 

Additional  Charge  n,  Specification  16  (Art  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  May 
2010  and  on  or  about  27  May  2010,  the  accused  voluntarily,  intentionally  and  knowingly  stole, 
purloined,  or  converted  a  thing  of  value,  to  wit:  the  United  States  Forces  -  Iraq  Microsoft 
Outlook/Sharepoint  Exchange  Server  global  address  list  belonging  to  the  United  States 
government  to  his  use  or  to  the  use  of  another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 


167  PFC  Manning  Personal  Computer  Forensic  Report,  Bates  #  124283-362,  at  3 1 ;  Army  Intelligence  Forensic 
Report,  Bates  #  0046452-66,  at  10-1 1. 

“*  IO  Ex.  11(P),  p.20-21. 

169  Testimony  of  CPT  Lim. 

170  Classification  Review,  Bates  #  00410623-34. 
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The  evidence  showed  that  on  7  May  2010,  WikiLeaks  tweeted  a  request  seeking  as  many  .mil 
addresses  as  possible.171  The  evidence  showed  that  the  Supply  Annex  NIPRNET  Computer  to 
which  PFC  Manning  had  access  contained  a  large  text  file  named  “blah.txt”  appearing  to  be  an 
extract  of  an  Exchange  global  address  list  in  the  peter.bigelow  user  account,  and  that  based  on 
the  analysis  of  PFC  Manning’s  personal  computer  and  primary  SIPRNET  computer,  “blah” 
appeared  to  be  a  file  name  that  PFC  Manning  commonly  used.172  The  evidence  showed  that  the 
file  creation  dates  for  the  files  related  to  the  global  address  list  on  the  Supply  Annex  NIPRNET 
computer  were  13  May  and  22  May  10.173  The  evidence  also  showed  that  the  temporary  internet 
files  of  SSG  Peter  Bigelow’s  user  account  contained  searches  for  how  to  obtain  a  global  address 
list  from  Microsoft  Outlook. 174 

The  evidence  showed  that  the  Supply  Annex  NIPRNET  computer  did  not  require  CAC  logon,  so 
the  forensic  analysis  was  unable  to  determine  whether  SSG  Bigelow  created  the  global  access  list 
files  or  if  PFC  Manning  used  his  account175  However,  the  recycle  bin  for  SSG  Bigelow’s 
account  contained  documents  related  to  PFC  Manning,  such  as  a  copy  of  his  Article  15, 
counseling  statements,  and  other  documents,176  and  the  temporary  internet  files  on  SSG 
Bigelow’s  account  included  an  amazon.com  checkout  page  indicating  that  the  item  purchased 
would  be  sent  to  PFC  Manning  at  an  address  in  Potomac,  Maryland,  and  included  evidence  of 
Google  searches  for  WikiLeaks  and  Julian  Assange,177  and  the  Google  search  page  login  user 
was  PFC  Manning’s  G-mail  account,178  all  of  which  indicates  that  PFC  Manning  was  using  SSG 
Bigelow’s  account 

The  evidence  showed  that  PFC  Manning’s  personal  computer  contained,  in  unallocated  clusters, 
a  text  fragment  showing  intent  to  “acquire  and  exfiltrate  Global  Address  List  from  United  States 
Forces  -  Iraq  (USF-I)  Microsoft  Outlook  /  Sharepoint  Exchange  Server,”  and  also  contained  an 
extracted  portion  of  an  Exchange  global  address  list,  which  led  the  examiner  to  conclude  “it 
seems  likely  PFC  MANNING  completed  the  ‘task’  identified  ...  above.”179 

The  global  address  list  would  be  helpful  for  the  enemy  to  possess  in  that  it  would  enable  the 
enemy  to  engage  in  “spearfishing,”  a  targeted  attempt  to  gain  information  from  an  unsuspecting 
source  by  masquerading  as  someone  the  source  trusts;  specific  information  such  as  knowledge  of 
full  names  and  emails  facilitates  spearfishing  because  it  is  more  likely  to  make  the  targeted 
source  believe  the  spearfisher  is  legitimate.180 

PFC  Manning’s  searching  for  the  global  address  list  and  how  to  exfiltrate  it  shortly  after 
WikiLeaks  tweeted  asking  for  as  many  mil  address  as  possible  indicates  that  that  he  converted 
the  global  address  list  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this 


171  Bates  #00410594-95. 

172  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  1 1 . 

173  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  13. 

174  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  29-32. 

175  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  12. 

176  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  001 99556-90,  at  17. 

177  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  21-22, 27-29. 

178  Testimony  of  SA  Williamson. 

179  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  64-65. 

180  Testimony  of  SA  Bettencourt 
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information  public  by  giving  it  to  WikiLeaks  and  thus  deprive  its  owner,  the  United  States,  of  its 
use  or  benefit181  PFC  Manning  had  no  authorization  to  take  the  global  address  list  from  its 
owner  and  thus  his  taking  it  constituted  stealing  it. 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  global  address  list,  there  was 
evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.  There  was  also  evidence  provided  that  the  value  of  the  information  WikiLeaks 
possessed  was  12  million  pounds,  or  between  $15-20  million.183  This  circumstantial  evidence 
supports  a  conclusion  that  the  value  of  the  global  address  list  was  over  $1,000. 

The  evidence  showed  that  18  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
global  address  list  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to 
good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  16  of  Additional  Charge  II. 

Additional  Charge  III,  Specification  1  (Art  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(aX4),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Attempts  to  strain,  test,  circumvent,  or  bypass  network  or  IS  security 
mechanisms,  or  to  perform  network  or  keystroke  monitoring.  RCERTS,  Red  Team,  or  other 
official  activities,  operating  in  their  official  capacities  only,  may  be  exempted  from  this 
requirement”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  8  March  2010,  the  accused  violated  this  lawful  general 
regulation  by  attempting  to  bypass  network  or  information  system  security  mechanisms. 

Facts 


181  For  example,  PFC  Manning  stated,  in  reference  to  the  State  Department  Cables,  that  “it  was  forwarded  to  WL ... 
and  god  knows  what  happens  now  ...  hopefully  worldwide  discussion,  debates,  and  reforms ...  1  want  people  to  see 
the  truth...  regardless  of  who  they  are...  because  without  information,  you  cannot  make  informed  decisions  as  a 
public.”  IOEx  19(D),  at  33. 

82  NCD  Valuation  Documents,  Bates  #  00410556-60. 

183  Testimony  of  SA  Bettencourt. 


37 


Continuation  Sheet,  DlTE'orm  457,  U.S.  v.  PFC  Bradley  E.  Manning 


Examination  of  PFC  Manning’s  secondary  SIPRNET  computer  revealed  a  text  string  that  he  had 
provided  to  press.association@jabber.ccc.de  (aliased  at  the  time  to  Nathaniel  Frank  but  later  to 
Julian  Assange)  in  a  deleted  chat  session  found  on  his  personal  computer  -  in  that  chat  which 
occurred  on  8  March  2010,  PFC  Manning  asked,  “any  good  at  lm  has  cracking,”  provided  the 
text  string,  and  said  “i  had  to  hexadump  a  SAM  file,  since  i  don’t  have  the  system  file.”184 

The  evidence  also  showed  that  PFC  Manning  attempted  to  obtain  the  password  of  the  FTPUSER 
account  on  his  secondary  SIPRNET  computer,  which  could  have  been  used  to  attempt  to  hide  his 
true  identity  while  using  that  computer.  5  Given  the  extent  of  his  conduct  described  in  this 
report,  it  is  reasonable  to  conclude  that  PFC  Manning  attempted  to  find  a  way  to  hide  his  activity 
while  engaging  in  that  conduct 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1  of  Additional  Charge  III. 

Additional  Charge  DU,  Specification  2  (Art  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  its 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or  peer- 
to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and  circumvent 
normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for  the 
introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of  protected 
data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1 
February  2010  and  on  or  about  3  April  2010,  the  accused  violated  this  lawful  general  regulation 
by  adding  unauthorized  software  to  a  Secret  Internet  Protocol  Router  Network  Computer. 

Facts 


184  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  25  (the  forensic  examiner  noted 
that  “the  terminology  ‘LM  hash  cracking’  and  ‘hexadumping  a  SAM  file’  ...  are  techniques  used  for  gaining 
unauthorized  access  to  a  Windows-based  computer  by  breaking  the  login  password”);  PFC  Manning’s  Secondary 
SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  9. 

183  PFC  Manning’s  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  9-10. 
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The  evidence  showed  that  the  wget  command  was  used  to  download  documents  pertaining  to 
Guantanamo  Bay  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.”  86  In  order  for 
wget  to  have  been  used,  it  must  have  been  installed. 

The  evidence  showed  that  wget  was  not  authorized  software.187 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  2  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  3  (Art.  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  its 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to ,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or 
peer-to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and 
circumvent  normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for 
the  introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of 
protected  data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  or  about  4  May  2010,  the 
accused  violated  this  lawful  general  regulation  by  adding  unauthorized  software  to  a  Secret 
Internet  Protocol  Router  Network  Computer. 

Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  by  the 
bradley.manning  user  profile  on  a  NIPRNET  computer.188  A  user  of  PFC  Manning’s  user  profile 
on  that  NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wgetexe  on  3  May  10  and 


186  Intelink  Logs  Forensic  Report,  Bates  #  003751 16-129,  at  12  (this  document  includes  examples  of  dates  of  such 
use  of  wget). 

187  Testimony  of  CPT  Cherepko. 

188  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-1 10,  at  37. 
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downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile.189 

The  evidence  showed  that  wget  was  not  authorized  software.190 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  3  of  Additional  Charge  III. 

Additional  Charge  HI,  Specification  4  (Art.  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  its 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to ,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or 
peer-to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and 
circumvent  normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for 
the  introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of 
protected  data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  May 
2010  and  on  or  about  27  May  2010,  the  accused  violated  this  lawful  general  regulation  by  using 
an  information  system  in  a  manner  other  than  its  intended  purpose. 

Facts 

The  evidence  showed  that  on  7  May  201 0,  WikiLeaks  tweeted  a  request  seeking  as  many  .mil 
addresses  as  possible.191  The  evidence  showed  that  the  Supply  Annex  NIPRNET  Computer  to 
which  PFC  Manning  had  access  contained  a  large  text  file  named  “blah.txt”  appearing  to  be  an 
extract  of  an  Exchange  global  address  list  in  the  peter.bigelow  user  account,  and  that  based  on 
the  analysis  of  PFC  Manning’s  personal  computer  and  primary  SIPRNET  computer,  “blah” 
appeared  to  be  a  file  name  that  PFC  Manning  commonly  used.192  The  evidence  showed  that  the 
file  creation  dates  for  the  files  related  to  the  global  address  list  on  the  Supply  Annex  NIPRNET 


IS9  Testimony  of  SA  Shaver. 

190  Testimony  of  CPT  Cherepko. 

191  Bates  #00410594-95. 

192  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  1 1. 
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computer  were  13  May  and  22  May  2010.' 93  The  evidence  also  showed  that  the  temporary 
internet  files  of  SSG  Bigelow’s  user  account  contained  searches  for  how  to  obtain  a  global 
address  list  from  Microsoft  Outlook.194 

The  evidence  showed  that  the  Supply  Annex  NIPRNET  computer  did  not  require  CAC  logon,  so 
the  forensic  analysis  was  unable  to  determine  whether  SSG  Bigelow  created  the  global  access  list 
files  or  if  PFC  Manning  used  his  account195  However,  the  recycle  bin  for  SSG  Bigelow’s 
account  contained  documents  related  to  PFC  Manning,  such  as  a  copy  of  his  Article  15, 
counseling  statements,  and  other  documents,196  and  the  temporary  internet  files  on  SSG 
Bigelow’s  account  included  an  amazon.com  checkout  page  indicating  that  the  item  purchased 
would  be  sent  to  PFC  Manning  at  an  address  in  Potomac,  Maryland,  and  included  evidence  of 
Google  searches  for  WikiLeaks  and  Julian  Assange,197  and  the  Google  search  page  login  user 
was  PFC  Manning’s  G-mail  account,198  all  of  which  indicates  that  PFC  Manning  was  using  SSG 
Bigelow’s  account 

The  evidence  showed  that  PFC  Manning’s  personal  computer  contained,  in  unallocated  clusters, 
a  text  fragment  showing  intent  to  “acquire  and  exfiltrate  Global  Address  List  from  United  States 
Forces  -  Iraq  (USF-I)  Microsoft  Outlook  /  Sharepoint  Exchange  Server,”  and  also  contained  an 
extracted  portion  of  an  Exchange  global  address  list,  which  led  the  examiner  to  conclude  “it 
seems  likely  PFC  MANNING  completed  the  ‘task’  identified  ...  above.”199 

PFC  Manning’s  searching  for  the  global  address  list  and  how  to  exfiltrate  it  shortly  after 
WikiLeaks  tweeted  asking  for  as  many  .mil  address  as  possible  indicates  that  that  he  used  the 
Supply  Annex  NIPRNET  computer  for  a  other  than  its  intended  purpose  by  obtaining  the  global 
access  list. 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  4  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  5  (Art  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000,  which  provides,  in  relevant 


193  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  13. 

194  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00 1 99556-90,  at  29-32. 

195  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  12. 

196  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  17. 

,97  Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  21-22, 27-29. 

198  Testimony  of  SA  Williamson. 

199  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  64-65. 
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part:  “Classified  information  that  is  not  under  the  personal  control  and  observation  of  an 
authorized  person,  is  to  be  guarded  or  stored  in  a  locked  security  container,  vault,  room,  or  area, 
pursuant  to  the  level  of  classification  and  this  regulation  by  one  or  more  of  the  following 
methods:  . . .  SECRET  information  will  be  stored  ...  in  the  same  manner  as  prescribed  for  TOP 
SECRET  [in  a  GSA-approved  security  container  with  one  of  the  listed  supplemental  controls  or 
in  a  vault  or  security  room] ...  in  a  GSA-approved  security  container  without  supplemental 
controls  ...  CONFIDENTIAL  information  will  be  stored  in  the  same  manner  as  prescribed  for 
TOP  SECRET  and  SECRET  information  except  that  supplemental  controls  are  not  required”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  divers  occasions  between  on 
or  about  1  November  2009  and  on  or  about  27  May  2010,  the  accused  violated  this  lawful 
general  regulation  by  wrongfully  storing  classified  information. 

Facts 

As  outlined  in  this  report,  the  evidence  showed  that  throughout,  PFC  Manning  brought  CDs  with 
classified  information  on  than  and  accessed  them  on  his  personal  computer,  and  showed  that  his 
personal  computer  contained  classified  information.  There  was  no  evidence  that  the  personal 
computer  containing  classified  information  was  stored  in  an  approved  manner  as  required  by  the 
regulation.200 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  5  of  Additional  Charge  III. 

II.  Analysis  of  Matters  Reused  by  the  Accused 

Overcharging  by  the  Government 

The  defense  argued  that  Additional  Charge  I  and  its  Specification,  Specification  1  of  Additional 
Charge  II,  and  all  five  Specifications  of  Additional  Charge  III  should  be  dismissed.  The  defense 
also  argued  that  the  remaining  Specifications  of  Additional  Charge  II  should  be  consolidated  into 
one  Specification  alleging  violations  of  18  U.S.C.  section  641,  one  Specification  alleging 
violations  of  1 8  U.S.C.  section  793(e),  and  one  Specification  alleging  violations  of  1 8  U.S.C. 
section  1030(a)(1).  If  the  charged  offenses  were  either  dismissed  or  consolidated  as  sought  by 
the  defense,  PFC  Manning  would  face  a  maximum  penalty  of  30  years. 

As  outlined  above,  there  are  reasonable  grounds  to  believe  that  PFC  Manning  committed  the 
offenses  alleged  in  Additional  Charge  I  and  its  Specification  and  in  Additional  Charge  II, 
Specification  1.  These  are  serious  charges,  but  so  too  is  the  offense  conduct  they  allege. 


200  Note  that  I  do  not  believe  that  PFC  Manning’s  storage  of  the  CD  marked  12  JUL  07  CZ  ENGAGEMENT  ZONE 
30  GC,  with  a  “SECRET’  sticker  attached,  in  his  quarters  constitutes  a  violation  of  this  regulation  as  there  was  no 
evidence  that  the  video  contained  on  that  CD  was  in  fact  classified. 
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Moreover,  the  Court  of  Appeals  for  the  Armed  Forces  recently  found  that  an  Article  1 34  offense 
alleging  wrongfully  providing  information  about  the  U.S.  military  to  persons  the  accused  thought 
were  members  of  Al-Qaida  was  not  multiplicious  with  attempted  violations  of  Article  104, 
including  attempting  to  give  intelligence  to  the  enemy.  U.S.  v.  Anderson,  68  M.J.  378,  384-85 
(C.A.A.F.  2010).  Accordingly,  it  would  be  inappropriate  to  recommend  that  these  charges  be 
dismissed. 

With  respect  to  the  remaining  Specifications  of  Additional  Charge  II,  charged  under  Article  134 
as  5  violations  of  1 8  U.S.C.  section  641,  8  violations  of  18  U.S.C.  793(e),  and  2  violations  of  18 
U.S.C.  1030(a)(1)  (all  also  including  charging  the  relevant  conduct  as  prejudicial  to  good  order 
and  discipline  and  service  discrediting),  each  specification  charges  a  separate  and  distinct 
criminal  act  occurring  at  different  times  or  involving  different  information.  As  Anderson  stated, 
for  multiplicity  analysis  “the  applicable  rule  is  that,  where  the  same  act  or  transaction  constitutes 
a  violation  of  two  distinct  statutory  provisions,  the  test  to  be  applied  to  determine  whether  there 
are  two  offenses  or  only  one,  is  whether  each  provision  requires  proof  of  a  fact  which  the  other 
does  not.”  Anderson,  68  M.J.  at  385  (quoting  Blockburger  v.  United  States,  284  U.S.  299,  304 
(1932)). 

A  review  of  the  elements  of  the  specifications  in  Additional  Charge  II  alleging  violations  of  1 8 
U.S.C.  sections  793(e),  641,  and  1030(a)(1)  indicates  that  each  of  these  statutes  requires  “proof 
of  a  fact  which  the  others  do  not.”  For  example,  the  section  793(e)  offenses  require  proof  that 
the  accused  had  unauthorized  possession  of  information  relating  to  the  national  defense,  while 
the  section  1030(a)(1)  offenses  require  proof  that  the  accused  exceeded  authorized  access  on  a 
SIPRNET  computer  and  also  obtained  information  that  has  been  determined  by  the  United  States 
government  to  require  protection  against  unauthorized  disclosure  for  reasons  of  national  defense 
or  foreign  relations.  Accordingly,  even  though  these  offenses  have  two  elements  in  common 
(having  reason  to  believe  that  the  information  could  be  used  to  the  injury  of  the  United  States  or 
to  the  advantage  of  any  foreign  nation,  and  willfully  communicating  the  information  to  a  person 
not  entitled  to  receive  it),  the  offenses  are  not  multiplicious.  Similarly,  the  section  641  offenses 
are  not  multiplicious  with  the  section  793(e)  and  section  1030(a)(1)  offenses  because  the  section 
641  elements  require  proof  of  different  facts  than  do  the  elements  of  the  other  offenses. 

As  to  whether  any  of  the  Specifications  2-16  of  Additional  Charge  II  constitute  an  unreasonable 
multiplication  of  charges,  the  Specifications  allege  separate  criminal  transactions  involving 
different  time  periods  and  different  information.  For  example,  one  of  the  two  Specifications 
alleging  violations  of  18  U.S.C.  section  1030(a)(1)  (Specification  13)  alleges  conduct  between 
on  or  about  28  Mar  10  and  on  or  about  27  May  10  involving  more  than  75  classified  Department 
of  State  cables,  while  the  other  (Specification  14)  alleges  conduct  between  on  or  about  15  Feb  10 
and  1 8  Feb  10  involving  one  particular  Department  of  State  cable.  An  analysis  of  the  other 
Specifications  of  Additional  Charge  II  charging  violations  of  the  same  statute  leads  to  the  same 
conclusion.201 


201  Note  that  in  those  cases  where  the  dates  of  the  Specifications  in  Additional  Charge  11  overlap  (18  USC  793 
violations:  Specifications  2  and  3;  Specifications  5  and  7;  Specifications  2,  3,  and  9;  Specifications  9  and  10; 
Specifications  2, 9  and  15;  and  18  USC  641  violations:  Specifications  4  and  6),  the  information  that  is  the  subject  of 
the  charged  offense  is  separate  and  distinct,  indicating  that  the  criminal  act  charged  in  each  specification  is  separate 
and  distinct 
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Anderson  cites  the  five  part  test  used  to  determine  whether  there  is  unreasonable  multiplication 
of  charges  -  omitting  the  first  factor,  which  simply  asks  whether  the  accused  objected  at  trial,  the 
test  asks,  “Is  each  charge  and  specification  aimed  at  distinctly  separate  criminal  acts?  ...  Does 
the  number  of  charges  and  specifications  misrepresent  or  exaggerate  the  . . .  [accused’s] 
criminality?  ...  Does  the  number  of  charges  and  specifications  unfairly  increase  the  ... 

[accused’s]  punitive  exposure?  . . .  [and]  Is  there  any  evidence  of  prosecutorial  overreaching  or 
abuse  in  the  drafting  of  the  charges?”  Anderson,  68  M.J.  at  386  (emphasis  in  original;  quoting 
U.S.  v.  Quiroz ,  55  M.J.  334,  338  (C.A.A.F.  2001)).  As  outlined  above,  here  each  charge  and 
specification  is  aimed  at  a  distinctly  separate  criminal  act,  and  thus  I  do  not  believe  the  number 
of  charges  and  specifications  misrepresents  or  exaggerates  PFC  Manning’s  criminality. 

As  to  whether  the  number  of  charges  and  specifications  unfairly  increases  his  punitive  exposure, 
the  Anderson  court’s  reasoning  is  instructive:  “[Anderson’s]  punitive  exposure  was  not 
increased,  because  a  conviction  on  any  one  of  the  Articles  80,  UCMJ,  offenses  had  a  maximum 
punishment  of  life  confinement;  and  the  Government  could  easily  have  broken  up  the 
specifications  as  drafted  into  multiple  different  specifications  based  on  specific  contacts,  e-mails, 
Internet  postings,  etc.”  Id.  Given  the  maximum  penalty  under  Additional  Charge  I  and  its 
Specification,  PFC  Manning’s  punitive  exposure  is  similarly  not  unfairly  increased  here. 

Finally,  there  was  no  evidence  of  prosecutorial  abuse  or  overreach  in  the  drafting  of  the  charges. 
As  a  result,  I  do  not  believe  the  charges  and  specifications  constitute  an  unreasonable 
multiplication  of  charges. 

As  to  the  Specifications  of  Additional  Charge  III,  the  evidence  showed  that  it  was  common  for 
soldiers  to  play  music  and  games  and  to  watch  movies  on  computers  in  the  SCIF  at  FOB 
Hammer20  There  was  also  evidence  that  it  was  not  uncommon  to  add  software  to  those 
computers,  such  as  “MIRC  Chat.”203  However,  the  evidence  also  showed  that  there  was  a 
mission-related  reason  for  the  addition  of  MIRC  Chat,  as  analysts  used  it  to  chat  with  the 
aviation  community  concerning  their  work,204  and  even  for  listening  to  music,  as  it  helped  reduce 
stress  and  helped  the  analysts  perform  their  duties  more  effectively.205  In  contrast,  there  was  no 
evidence  showing  there  was  a  mission-related  reason  to  add  the  software  wget  to  these 
computers,  nor  was  there  evidence  showing  there  was  a  mission-related  reason  for  PFC 
Manning’s  other  conduct  alleged  in  these  Specifications.  Moreover,  whether  or  not  other 
software  such  as  MIRC  Chat  was  added  to  the  computers,  or  whether  or  not  games,  music,  or 
movies  was  played  on  the  computers,  the  basis  for  these  charges  is  not  that  PFC  Manning  added 
such  other  software  or  played  games,  music,  or  movies  on  these  computers.  Quite  the  contrary  - 


202  Testimony  of  CPT  Fulton  (saw  soldiers  listen  to  music  in  the  SCIF,  it  was  common  for  them  to  transfer  music 
from  the  SIPRNET  to  another  network,  no  one  ever  told  her  that  music  on  the  SIPRNET  was  a  violation  of 
information  assurance  security  procedures,  and  soldiers  would  watch  movies  and  play  games  on  their  workstations); 
Testimony  of  SGT  Padgett  (they  were  told  music  was  authorized  in  the  SCIF  and  there  was  music  and  also  games 
on  the  shared  drive  on  the  SIPRNET  terminals;  movies  were  allowed,  but  only  on  the  unclassified  computers). 

203  Testimony  of  SGT  Madaras  (MIRC  chat  was  added  to  the  computers  once  they  got  to  Iraq);  Testimony  of  Mr. 
Milliman  (sometimes  he  would  see  software  programs  installed  on  the  computers  without  his  knowledge,  but  that 
was  not  common). 

204  Testimony  of  CPT  Cherepko;  Testimony  of  SA  Shaver,  Testimony  of  Mr.  Milliman  (MIRC  Chat  was  authorized 
to  be  installed  -  soldiers  were  not  supposed  to  install  it  themselves  but  they  could  have  done  it  if  they  wanted  to). 

205  Testimony  of  CPT  Keay  (music  tolerated  so  Soldiers  could  be  more  productive). 
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the  basis  for  these  charges  is  that  PFC  Manning  attempted  to  bypass  computer  security 
mechanisms,  added  unauthorized  software,  misused  an  information  system,  and  wrongfully 
stored  classified  material  as  part  of  his  efforts  to  provide  information  to  WikiLeaks.  Thus,  the 
evidence  of  other  potential  regulatory  violations  in  the  SCIF  at  FOB  Hammer  -  much  of  which 
appears  to  have  been  authorized,  condoned,  or  at  least  had  a  mission-related  purpose  —  does  not 
rise  to  the  level  of  a  potential  defense  against  these  Specifications. 

Rather,  this  evidence  may  serve  as  extenuating  or  mitigating  evidence;  in  that  case,  however,  the 
severity  of  the  offense  conduct  is  such  that  it  would  not  indicate  that  disposition  of  the 
Specifications  by  anything  other  than  referral  to  a  general  court-martial  is  appropriate.  This  is 
because  this  evidence  does  not  indicate  that,  should  PFC  Manning  be  convicted  of  these 
Specifications,  a  sentence  at  or  below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial 
would  be  appropriate,  nor  does  it  indicate  that  another  disposition  of  these  Specifications  would 
be  appropriate. 

Death  Penalty  Unwarranted 

With  respect  to  Additional  Charge  I,  the  defense  noted  that  the  government  has  stated  that  they 
will  not  seek  the  death  penalty  in  this  case.  Should  there  be  any  question  on  this  issue,  I 
recommend  against  seeking  the  death  penalty  in  this  case  as  that  penalty  appears  unwarranted 
given  the  facts  and  circumstances  of  the  charged  offenses. 

The  Command’s  Failures  Made  It  Possible  for  PFC  Manning’s  Conduct  to  Occur 

There  were  numerous  failures  on  the  part  of  the  command  that  could  have  prevented  PFC 
Manning  from  committing  the  charged  offenses  involving  classified  information  and  information 
available  on  SIPRNET.  Most  egregiously,  the  command  took  no  action  whatsoever  to  review 
whether  PFC  Manning’s  access  to  classified  information  should  be  suspended  or  revoked  after 
he  made  statements,  before  the  deployment  even  occurred,  to  the  effect  that  the  American  flag 
was  meaningless  to  him  and  he  had  no  loyalty  to  this  country.206  But  there  were  other  examples 
such  as  physical  outbursts  where  PFC  Manning’s  behavior  was  such  that  it  should  have 
prompted  review  of  his  access  to  classified  information.207  There  was  evidence  that  had  the 
command  been  aware  of  these  issues,  PFC  Manning  would  have  been  removed  from  the  SCDF.208 
While  PFC  Manning  received  regular  behavioral  health  services,  it  does  not  appear  any  mental 
health  provider  made  a  definitive  recommendation  that  his  access  to  classified  information  be 
rescinded  until  28  May  10.209  Admittedly,  the  evidence  surrounding  the  global  address  list 
showed  that  PFC  Manning  continued  to  obtain  information  in  order  to  provide  it  to  WikiLeaks 
even  after  losing  his  access  to  classified  information,  which  indicates  that  removing  PFC 
Manning’s  access  to  classified  information  earlier  would  not  have  entirely  prevented  his  offense 
conduct  Nevertheless,  the  evidence  also  showed  that  had  the  command  taken  steps  earlier  to 
review  PFC  Manning’s  suitability  for  continued  access  to  classified  information,  the  command 


206  Testimony  of  SPC  Showman  in  defense-requested  closed  session. 

207  See,  for  example,  10  Ex.  21(D),  at  Ex.  C,  at  Bates  #  00013362-67  (MFRs  dated  2 1  Dec  09, 26  Apr  09  [appears 
mis-dated],  and  8  May  10  by  then-MSG  Adkins  describing  PFC  Manning’s  erratic  behavior). 

208  Testimony  of  CPT  Lim. 

209  IO  Ex.  21(D),  at  Ex.  D  (PFC  Manning’s  mental  health  records),  at  Bates  #  00014147^8. 
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could  have  limited  PFC  Manning’s  opportunity  to  obtain  classified  information  and  information 
available  on  SIPRNET. 

The  command’s  failures  in  this  regard,  however,  do  not  negate  PFC  Manning’s  intent  or 
knowledge  in  engaging  in  the  charged  conduct  Whether  or  not  the  command’s  failures  could  be 
considered  extenuating  or  mitigating  for  purposes  of  determining  an  appropriate  sentence  should 
this  case  be  referred  to  trial  and  should  PFC  Manning  be  convicted  of  any  offenses,  the  severity 
of  the  charged  conduct  is  such  that  this  information  does  not  bear  on  whether  PFC  Manning 
should  face  trial  by  general  court-martial,  trial  by  a  lesser  level  of  court-martial,  or  whether  other 
disposition  of  the  charges  is  appropriate.  Simply  put,  this  information  does  not  indicate  that  the 
disposition  of  these  charges  should  be  less  than  by  referral  to  general  court-martial.  This  is 
because  this  evidence  does  not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a 
sentence  at  or  below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be 
appropriate  should  he  be  convicted,  nor  does  it  indicate  that  other  disposition  of  the  charges  is 
appropriate. 

PFC  Manning’s  Behavioral  Health  Issues/Gender  Identity  Disorder  Should  Be  Considered 

The  record  is  replete  with  information  concerning  PFC  Manning’s  behavioral  health  treatment, 
including  for  his  gender  identity  disorder.210  The  evidence  also  showed  that  PFC  Manning  told 
then-MSG  Adkins  about  his  gender  identity  issues  by  email,211  that  PFC  Manning  had  repeatedly 
searched  for  information  on  the  Internet  concerning  gender  identity  disorder  and  had  information 
concerning  separation  from  the  military  for  such  disorder  and  concerning  transgender  persons  in 
the  military,212  that  he  used  an  online  identity  named  breanna.e.manning  to  communicate  on  the 
Internet,212  and  that  he  cross-dressed  as  a  female  when  he  was  on  leave  in  late  Jan-early  Feb 
10.214 

There  was,  however,  no  evidence  that  PFC  Manning’s  behavioral  health  issues,  including  his 
gender  identity  disorder,  prevented  him  from  forming  the  requisite  knowledge  and  intent  for  any 
of  the  charged  offenses.  Moreover,  behavioral  health  evaluations  prepared  on  22  and  28  May  10 
stated  that  PFC  Manning  “had  the  mental  capacity  to  understand  and  participate  in  the 
proceedings”  and  “was  mentally  responsible.”215 

As  to  whether  evidence  of  PFC  Manning’s  behavioral  health  issues,  although  not  rising  to  the 
level  of  a  defense,  could  be  considered  extenuating  and  mitigating  evidence,  the  severity  of  the 
charged  offenses  is  such  that  this  evidence  would  not  indicate  that  disposition  of  these  charges 
other  than  by  referral  to  general  court-martial  is  appropriate.  This  is  because  this  evidence  does 
not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a  sentence  at  or  below  the 
jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be  appropriate,  nor  does  it  indicate 
that  other  disposition  of  the  charges  is  appropriate. 


210 10  Ex.  21(D),  Ex.  D. 

2,1 10  Ex.  21(D),  Ex.  E. 

212 10  Ex.  21(D),  Ex.  F,  G,  I. 

213 10  Ex.  21(D),  Ex.  H. 

2,4  Lamo  Chat,  10  Ex.  19(D),  at  40-41. 

2,5 10  Ex.  21(D),  Ex.  D,  at  Bates  #  00014138-39, 00014147-48. 
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PFC  Manning  Faced  a  Hostile  Work  Environment 

The  evidence  indicated  that  PFC  Manning  perceived  that  the  SCIF  at  FOB  Hammer  had  a  hostile 
work  environment  against  gays.216 

As  to  whether  this  evidence  could  be  considered  extenuating  and  mitigating  evidence,  the 
severity  of  the  charged  offenses  is  such  that  this  evidence  would  not  indicate  that  disposition  of 
these  charges  other  than  by  referral  to  general  court-martial  is  appropriate.  This  is  because  this 
evidence  does  not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a  sentence  at  or 
below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be  appropriate,  nor  does  it 
indicate  that  other  disposition  of  the  charges  is  appropriate. 

Comparatively  Little  Harm  Was  Caused  by  the  Leaks 

The  defense  argued  that  the  charged  information  is  “out  and  open”  in  the  public  and  “the  sky  has 
not  fallen”  as  a  result,  and  thus  questioned  whether  the  determinations  in  the  classification 
review  documents  as  to  the  harm  likely  to  be  caused  by  the  release  of  the  charged  information 
are  valid. 

The  evidence  showed,  however,  that  the  information  PFC  Manning  provided  to  WikiLeaks  has 
been  found  in  the  possession  of  the  enemy.217  The  evidence  thus  does  not  support  a  conclusion 
that  little  harm  was  caused  by  the  leaks. 

PFC  Manning  Had  an  Idealistic  Motive  for  His  Actions 

The  defense  argued  that  PFC  Manning  was  young,  idealistic,  and  had  a  strong  moral  compass, 
indicating  that  he  had  an  idealistic  motive  for  his  offenses. 

The  evidence  showed  that  PFC  Manning  may  have  believed  that  his  conduct  was  motivated,  at 
least  in  part,  by  idealism.  For  example,  in  his  chats  with  Mr.  Lamo,  after  explaining  how 
weaknesses  in  protecting  the  information  at  issue  helped  make  his  actions  possible  (“it  was  a 
massive  data  spillage. . .  facilitated  by  numerous  factors. . .  both  physically,  technically,  and 
culturally. . .  perfect  example  of  how  not  to  do  INFOSEC  . . .  listened  and  lip-synced  to  Lady 
Gaga’s  Telephone  while  exfiltrating  possibly  the  largest  data  spillage  in  american  history  . . . 
pretty  simple,  and  unglamorous  . . .  weak  servers,  weak  logging,  weak  physical  security,  weak 
counter-intelligence,  inattentive  signal  analysis...  a  perfect  storm”),  PFC  Manning  gave  a 
window  into  his  motivation:  “its  sad  ...  i  mean,  what  if  i  were  someone  more  malicious  . . .  i 


2,6 10  Ex.  21(D),  Ex.  J. 

217  As  outlined  above,  the  evidence  showed  that  enemies  of  the  United  States  possessed  the  information  provided  to 
WikiLeaks  by  PFC  Manning.  For  example,  the  video  named  “12  Jul  07  CZ  ENGAGEMENT  ZONE  20  GC 
Anyone.avi”  is  contained  in  the  recruiting  video  produced  by  Al-Qaida’s  media  arm  (Bates  #  00408202-236)  and  is 
described  as  “footage  published  by  the  WikiLeaks  website,”  which  clearly  indicates  that  the  enemy  obtained  this 
video  from  WikiLeaks.  That  video  also  specifically  references  the  leak  of  a  State  Department  cable,  which  indicates 
they  obtained  the  cable  from  WikiLeaks,  and  also  references  WikiLeaks  documents  describing  communications  by 
leaders  in  Islamic  countries  with  the  United  States,  which  also  indicates  they  are  referring  to  State  Department 
cables  they  obtained  from  WikiLeaks. 
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could  have  sold  to  russia  or  china,  and  made  bank?”  and  in  response  to  Mr.  Lamo’s  question  as 
to  why  he  didn’t  sell  this  information,  PFC  Manning  stated,  “because  it’s  public  data  ...  it 
belongs  in  the  public  domain  . . .  information  should  be  free  . . .  because  another  state  would  just 
take  advantage  of  the  information. . .  try  and  get  some  edge  ...  if  its  out  in  the  open. . .  it  should  be 
a  public  good.”218 

However,  assuming  that  PFC  Manning  had  an  idealistic  motive  for  his  actions,  such  motive 
would  not  negate  the  requisite  knowledge  and  intent  for  the  charged  offenses.  Moreover,  even  if 
the  nature  of  his  motive  could  be  considered  extenuating  and  mitigating  evidence  should  this 
case  be  referred  to  trial  and  should  he  be  convicted  of  any  offenses,  I  do  not  believe  this  evidence 
would  indicate  that  any  disposition  at  this  stage  of  the  proceedings  less  than  referral  to  trial  by 
general  court-martial  would  be  appropriate. 

III.  Defense  Objections  During  the  Hearing 

1.  At  the  outset  of  the  hearing,  the  defense  objected  to  my  acting  as  the  Investigating  Officer  in 
this  case  and  asked  that  I  recuse  myself.219  I  consulted  with  my  legal  advisor  who  advised  me  as 
to  the  standard  of  R.C.M.  902(a)  -  that  recusal  is  required  if  my  impartiality  may  reasonably  be 
questioned.  My  legal  advisor  also  said  that  the  test  is  “any  conduct  that  would  lead  a  reasonable 
man  knowing  all  the  circumstances  to  the  conclusion  that .. .  [my]  impartiality  might  reasonably 
be  questioned.”  I  do  not  believe  a  reasonable  person  knowing  all  the  circumstances  would  be  led 
to  the  conclusion  that  my  impartiality  might  reasonably  be  questioned,  and  thus  denied  the 
defense’s  recusal  request,  making  the  following  essential  findings  of  fact: 

a.  As  a  civilian,  I  am  employed  by  the  Department  of  Justice  as  a  Deputy  Chief  in  the 
Criminal  Division’s  Child  Exploitation  and  Obscenity  Section.  My  section  does  not  handle  cases 
involving  conduct  of  which  PFC  Manning  is  accused. 

b.  I  was  not  aware  of  the  specifics  of  DOJ’ s  investigation  into  the  WikiLeaks  matter 
before  reviewing  materials  in  my  role  of  as  investigating  officer. 

c.  I  sent  emails  to  counsel  concerning  this  matter  from  my  usdoj.gov  email  account 

d.  I  stated  the  reasons  for  my  denial  of  the  defense  request  to  produce  the  DOJ  file  in  this 
case  in  my  written  determinations  as  to  defense  requested  evidence. 

e.  While  I  am  employed  as  a  civilian  by  the  Department  of  Justice  that  is  investigating 
this  matter,  no  aspect  of  my  DOJ  work  in  the  Child  Exploitation  and  Obscenity  Section  is 
involved  with  or  otherwise  relates  to  the  allegations  against  PFC  Manning. 

f.  I  made  written  determinations  as  to  defense-requested  witnesses  in  writing  based  on 
my  determinations  as  to  whether  the  expected  testimony  was  necessary  to  make  an  informed 
recommendation  as  to  the  truth  of  the  charges,  the  form  of  the  charges,  and  the  disposition  of  the 


218  Lamo  Chat,  10  Ex.  19(D),  at  38. 
219 IO  Ex.  2(D). 
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charges,  and  also  determined  whether  witnesses  were  reasonably  available.  I  also  considered 
whether  the  expected  testimony  was  cumulative  to  the  testimony  of  other  witnesses. 

g.  In  addition,  after  my  legal  advisor  called  me  on  15  December  201 1  to  discuss  R.C.M. 
405(fXl  1)  and  405(aXl  )(C)  to  ensure  that  I  was  properly  considering  them,  I  reconsidered  my 
earlier  determination  as  to  three  defense  requested  witnesses.  My  legal  advisor  made  no 
recommendations  as  to  my  determinations  on  defense  requested  witnesses. 

h.  My  determination  as  to  the  defense’s  closure  request  was  made  after  consulting  my 
legal  advisor  and  providing  his  advice  to  the  parties.  That  determination  was  consistent  with  the 
legal  advice  I  received.  I  provided  the  reasons  for  that  determination  in  writing,  applying  R.C.M. 
806(b)(2).  (Subsequently,  I  granted  the  defense’s  closure  request  in  part.220) 

L  My  determination  as  to  my  ability  to  consider  statements  under  penalty  of  peijury 
under  28  U.S.C.  1746  was  made  after  consulting  with  my  legal  advisor  and  after  providing  his 
advice  and  cases  and  legislative  history  he  provided  me  to  the  parties,  and  my  determination  was 
consistent  with  my  legal  advisor’s  advice.  I  provided  that  determination  in  writing  to  counsel  via 
a  14141 8  December  email.  I  did  limited  research  into  the  matter  before  seeking  my  legal 
advisor’s  advice. 

j.  I  conclude  that  a  reasonable  person  knowing  all  the  above  facts  would  not  conclude 
that  my  impartiality  might  reasonably  be  questioned. 

2.  During  the  testimony  of  SA  Graham,  the  defense  objected  to  my  admonishing  the  government 
that,  with  respect  to  evidence  that  the  defense  objected  to  based  on  lack  of  authentication,  I 
would  only  consider  authenticated  evidence  and  I  then  asked  the  government  if  there  were  any 
documents  they  wanted  me  to  consider  that  they  would  need  SA  Graham  to  authenticate  before 
letting  her  off  the  phone.  The  defense  objected  that  by  making  these  comments  I  went  beyond 
my  role  as  10  and  was  telling  the  government  how  to  perfect  their  case.  In  making  these 
comments,  I  simply  was  trying  to  make  the  proceeding  more  efficient  by  ensuring  I  wouldn’t 
have  to  call  this  witness  again.  She  is  in  Hawaii  and  we  had  a  hard  time  getting  her  on  the 
phone. 

3.  During  the  testimony  of  SA  Mander,  the  defense  objected  to  my  denial  of  their  request  that 
the  investigative  files  of  the  FBI  and  the  State  Department  be  produced.  I  referred  the  defense  to 
my  written  determinations  as  to  defense-requested  evidence  and  noted  that  the  defense  can  raise 
this  issue  at  the  appropriate  time  should  this  case  be  referred  to  trial. 

4.  During  the  testimony  of  CPT  Lim,  the  defense  objected  to  the  witness  stating  that  the 
accused’s  conduct  was  service-discrediting  and  prejudicial  to  good  order  and  discipline. 

5.  Before  the  taking  of  classified  testimony,  the  defense  objected  to  the  government’s  providing 
late  notice  of  their  intent  to  introduce  classified  evidence  and  testimony  and  objected  to  the 
taking  of  classified  testimony  and  my  consideration  of  classified  evidence  based  on  this  late 
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notice.  The  defense  requested  that  I  append  reasons  for  denying  their  request  to  the  report  of 
investigation.  The  main  reason  I  denied  the  defense’s  request  is  that  the  convening  authority’s 
special  instructions  requiring  14  days’  notice  of  the  intent  to  disclose  classified  information 
applies  only  to  the  defense,  not  to  the  government  I  also  noted  that  there  was  no  evidence  the 
government  was  trying  to  engage  in  trial  by  ambush,  and  that  the  defense  had  been  in  possession 
of  the  underlying  information  since  8  November  2011. 

6.  During  SPC  Baker’s  testimony,  the  defense  objected  to  my  allowing  the  government  to  ask 
the  witness  about  the  accused’s  statements  about  his  feelings  about  the  military.  I  overruled  the 
objection. 

7.  During  Mr.  Johnson’s  testimony,  the  defense  objected  to  the  government  putting  up  a 
screenshot  of  a  chat  allegedly  between  the  accused  and  Mr.  Lamo  showing  the  accused’s  name 
rather  than  the  online  identity  “bradass87.”  I  sustained  that  objection. 

8.  During  Mr.  Lamo’s  testimony,  the  defense  objected  to  consideration  of  the  alleged  chats 
between  the  accused  and  Mr.  Lamo  on  the  grounds  that  they  are  privileged  under  M.R.E.  503. 
The  parties  submitted  written  briefs  on  this  issue.221  I  overruled  the  defense  objection  and  my 
written  determination  of  this  issue  is  attached. 

9.  On  the  morning  of  21  December,  the  defense  objected  to  continuing  the  hearing  until 
Thursday  morning,  22  December,  for  arguments  because  the  defense  was  ready  to  argue  at  1500 
on  21  December.  I  denied  the  objection  because  at  a  conference  on  20  December,  the  parties 
agreed  to  break  early  on  21  December  and  to  present  argument  Thursday  morning,  22  December, 
and  the  government  relied  on  that  agreement  in  planning  its  preparation. 

10.  Additionally,  the  defense  made  various  objections  throughout  the  testimony  to  the 
government’s  questions.  Those  objections  are  contained  in  the  transcript  of  the  hearing. 


221 IO  Exs.  14, 15. 
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10  October  2012 


ATTENTION  OF 


REPLY  TO 


DEPARTMENT  OF  THE  ARMY 

150TH  JUDGE  ADVOCATE  GENERAL  DETACHMENT  (LSO) 
MG  ALBERT  C.  LIEBER  USAR  CENTER 
6901  TELEGRAPH  ROAD 
ALEXANDRIA,  VIRGINIA  22310-3320 


AFRC-MJVA 


11  January  2012 


MEMORANDUM  FOR  US  v.  Manning  Article  32(b)  Participants 
SUBJECT:  Excludable  Delay 


1 .  The  Article  32  hearing  in  this  case  concluded  on  22  December  2011.  On  23  December  2011, 

I  reviewed  evidence.  Between  24  December  2011  and  2  January  2012  I  did  not  work  on  this 
investigation.  Of  these  ten  days,  six  (24-26  December  2011  and  3 1  December  -  2  January  12) 
were  federal  holidays  or  weekend  days.  I  worked  on  this  investigation  on  3-6  January  2012  and 
again  from  9-11  January  2012,  but  not  on  7-8  January  2012,  which  were  weekend  days. 

2.  The  period  between  24  December  201 1  and  2  January  2012,  and  between  7-8  January  2012,  is 
excludable  delay  under  R.C.M.  707(c). 

3.  POC  for  this  memorandum  is  the  undersigned. 


PAUL  R.  ALMANZA 
LTC,  JA,  USAR 
Investigating  Officer 
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MEMORANDUM  FOR  LTC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber,  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
VA  22310 

SUBJECT:  Special  Instructions  for  Investigation  under  Article  32,  UCMJ 


1.  You  are  directed  to  resume  the  investigation  of  the  enclosed  charges  and  any  other  related 

matters  concerning  PFC  Bradley  Manning,  Headquarters  and  Headquarters 

Company,  U.S.  Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  Fort  Myer,  VA,  22211 .  This 
is  your  primary  duty  until  the  investigation  is  completed. 

2.  On  4  August  2010, 1  appointed  you  to  investigate  the  original  charges,  dated  5  July  2010,  and 
any  other  related  matters  concerning  the  accused.  On  1 8  March  201 1, 1  dismissed  the  original 
charges  and  directed  you  to  investigate  the  additional  charges  preferred  against  PFC  Manning, 
dated  1  March  201 1,  and  any  other  related  matters  concerning  the  accused. 

3.  The  accused  is  entitled  to  qualified  legal  counsel  as  a  matter  of  right,  unless  he  expressly 
waives  this  right.  The  accused  is  represented  by  Mr.  David  Coombs,  civilian  defense  counsel, 
and  multiple  members  of  the  U.S.  Army  Trial  Defense  Service  (TDS).  Trial  counsel  from  the 
Office  of  the  Staff  Judge  Advocate  (OSJA),  Military  District  of  Washington  (MDW),  will 
represent  the  United  States.  The  trial  counsel  and  the  defense  counsel  each  play  an  adversarial 
role  in  the  proceedings  and  you  must  avoid  talking  to  either  party  about  the  merits  of  the  case 
outside  of  settings  where  all  parties  have  the  opportunity  to  be  heard. 

4.  You  will  conduct  your  investigation  in  accordance  with  Article  32,  UCMJ,  and  Rule  for 
Courts-Martial  (RCM)  405.  You  will  also  use  DA  Pamphlet  27-17  as  a  procedural  guide  in 
conducting  your  investigation. 

5.  The  accused  is  charged  with  Aiding  the  Enemy  by  Giving  Intelligence,  a  violation  of  Article 
104,  UCMJ,  as  well  as  multiple  violations  of  Articles  92  and  134,  UCMJ  relating  to  downloading 
and  transmitting  various  classified  documents,  photographs,  and  videos  from  Secret  Internet 
Protocol  Router  Network  databases.  You  will  use  applicable  portions  of  Military  Rule  of 
Evidence  (MRE)  505  as  your  procedural  guide  when  classified  information  is  used  during  the 
investigation,  subject  to  the  following  instructions: 

a.  The  accused  is  required  to  comply  with  the  notice  provisions  of  MRE  505(h),  and  the 
below  special  instructions. 
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(1)  If  the  accused  intends  to  disclose  or  to  cause  the  disclosure  of  classified  information  in 
any  manner,  or  requests  classified  information  not  previously  produced  in  discovery,  the  defense 
counsel  must  provide  written  notice  no  later  than  fourteen  days  before  the  scheduled  date  of  the 
Article  32  hearing.  This  request  will  be  routed  through  you  and  the  trial  counsel  to  the 
undersigned,  but  only  if  you  determine  that  the  requested  information  is  relevant  to  the 
investigation,  not  cumulative,  and  requested  in  a  timely  manner. 

(2)  At  my  direction,  the  trial  counsel  will  attempt  to  obtain  the  requested  classified 
information  on  behalf  of  the  defense  or  request  authority  for  the  defense  to  use  the  classified 
information  in  their  possession  at  the  Article  32  investigation.  If  the  OCA  does  not  agree  to 
produce  the  classified  information  and/or  agree  to  its  use  during  the  Article  32,  then  the  material 
is  not  “reasonably  available”  under  RCM  405(g)(2). 

(3)  LAW  MRE  505,  that  decision  may  not  be  challenged  until  referral  of  the  case  to  a 
court-martial,  but  you  will  include  a  statement  of  the  reasons  for  your  determination  in  the  record 
of  investigation  and  note  any  objection  by  the  accused. 

(4)  All  classified  information  used  during  your  investigation  is  subject  to  my  Protective 
Order  for  Classified  Information,  dated  17  September  2010. 

b.  Article  32  investigations  are  open  to  the  public  and  you  will  ensure  the  Article  32  is  kept 
open  to  the  public  whenever  possible.  If  either  party  intends  to  disclose  or  introduce  classified 
information  in  an  open  forum  during  the  Article  32,  you  will  conduct  a  closure  hearing  as 
outlined  in  RCM  806(b)(2)  before  closing  the  proceeding  and  excluding  the  public.  To  assist  in 
your  determination  under  RCM  806(b)(2),  you  will  require  both  parties  to  submit  in  advance  a 
proposed  plan  for  the  introduction  of  classified  information  during  the  proceeding,  including 
subject  areas  or  lines  of  questioning  that  may  elicit  classified  responses  during  the  testimony  of 
witnesses.  You  will  review  the  potentially  classified  subject  matter  areas  in  advance  to 
understand  how  and  why  the  subject  area  could  involve  a  classified  matter  and  develop  closure 
procedures  in  consultation  with  your  security  officer. 

c.  You  will  have  a  security  officer  assigned  to  you  for  the  duration  of  the  proceeding,  up  to 
and  including  the  completion  of  your  findings  and  recommendations.  The  security  officer  will 
assist  you  whenever  questions  arise  as  to  the  classification  of  particular  documents,  proper 
handling  or  storage  of  classified  information,  or  subject  areas  that  may  involve  classified  matters. 
You  will  consult  your  security  officer  when  determining  whether  or  not  to  close  the  proceeding 
to  the  public  to  ensure  that  proper  procedures  are  followed  and  classified  information  is  not 
inadvertently  disclosed  in  a  public  forum.  The  security  officer  will  be  present  during  the  entire 
proceeding  and  should  be  prepared  to  assist  you  if  any  testimony,  inquiry,  discussion  of 
evidence,  or  documentary  evidence  could  result  in  the  disclosure  of  classified  information  in  a 
setting  not  approved  for  disclosure. 

6.  You  will  schedule  the  time  and  date  of  the  Article  32  hearing  within  seven  days  of  receiving 
this  memorandum.  However,  you  will  not  convene  the  Article  32  investigation  any  sooner  than 
thirty  days  from  the  date  of  this  memorandum.  The  Article  32  will  take  place  in  the  Fort  Meade, 
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Maryland  courtroom,  and  thirty  days  of  lead  time  is  required  to  execute  the  OPLAN  to  ensure 
proper  security  for  the  accused  and  other  participants,  establish  the  special  infrastructure  for  the 
hearings,  and  prepare  to  have  the  capability  to  conduct  closed  hearings. 

7.  You  will  complete  your  investigation  no  later  than  sixty  days  from  the  date  of  this 
memorandum.  The  completed  report  will  include  a  summarized  transcript  of  the  Article  32 
investigation.  Pursuant  to  RCM  707(c)(1),  you  may  approve  any  reasonable  delay  of  the  Article 
32  investigation;  however,  you  are  not  authorized  to  grant  a  delay  that  would  prevent  you  from 
completing  your  investigation  within  sixty  calendar  days  of  the  date  of  this  memorandum. 
Requests  for  delay  beyond  this  time  must  be  submitted  to  me  for  approval.  All  requests  for 
delays  must  be  in  writing  and  will  be  either  approved  or  disapproved  in  writing. 

8.  Contact  the  Chief,  Administrative  Law  Division,  OSJA,  MDW  to  coordinate  with  your  legal 
advisor.  Consult  your  legal  advisor  before  the  hearing  and  throughout  the  Article  32  process  for 
advice  as  to  procedure,  guidance  of  law  applicable  to  the  case,  and  proper  completion  of  the 
report.  The  OSJA,  MDW  will  provide  administrative  support  for  this  investigation.  Contact  the 
Chief  Paralegal  to  coordinate  administrative  support. 


2  Ends 

1 .  Appointment  Memo,  4  Aug  10 

2.  Additional  Charges  Directive,  18  Mar 


CARL  R.  COFFMAN,  JR. 
COL,  AV 
Commanding 


CF:  (wo/ end) 
Trial  Counsel 
Defense  Counsel 
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MEMORANDUM  FOR  RECORD 
SUBJECT:  Receipt  of  Referred  Charge  Sheet 


I  acknowledge  receipt  of  the  charges  referred  against  me,  to  a  General  Court-Martial,  by 
Major  General  Michael  S.  Linnington,  dated  3  February  2012. 


PFC,  U.S.  Army 
Accused 


DATE:  2^12 


UNITED  STATES  OF  AMERICA  ) 

) 

v.  ) 

) 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


Prosecution  Response  to 
Defense  Motion  to  Dismiss 
for  Lack  of  Speedy  Trial 
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10  October  2012 


13  January’ 2011 


MEMORANDUM  THRU  Staff  Judge  Advocate,  Office  of  the  Staff  Judge  Advocate.  US  Anmy 
Military  District  of  Washington,  Fort  Lesley  J.  McNair,  Washington  D.C.  30219 

FOR  Commander.  US  Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  Fort  Mver.  Virginia 

22211 

SUBJECT:  Request  for  Release  from  Confinement  Under  R.C.M.  305(g) 

1 .  Purpose.  Pursuant  to  the  provisions  of  Rule  for  Courts-Martial  (R.C.M.)  305(g),  the  defense 
requests  that  you  direct  the  release  of  P  FC  Bradley  Manning  from  pretrial  confinement.  This 
request  is  based  upon  the  fact  that  tire  confinement  conditions  currently  being  endured  by  PFC 
Manning  are  more  rigorous  than  necessary  to  guarantee  his  presence  at  trial. 

2.  Background  Facts.  PFC  Manning  arrived  at  the  Quantico  Brig  on  29  July  2010.  Upon  his 
arrival,  he  was  placed  in  Maximum  (MAX)  custody  and  under  suicide  watch.  On  6  August 
2010.  Capt.  William  Hocter.  the  forensic  psychiatrist  for  the  Brig,  recommended  that  PFC 
Manning  be  moved  from  suicide  watch  to  Prevention  of  Injury  (POI)  watch.  Ch  er  the  course  of 
the  following  vveeks,  Capt.  Hocter  met  with  PFC  Manning  on  a  frequent  basis.  Due  to  PFC 
Manning’s  positive  response  to  treatment,  on  27  August  2010.  Capt.  Hocter  recommended  that 
he  be  taken  off  of  POI  watch  and  that  his  confinement  classification  be  changed  from  MAX  to 
Medium  Custody  In  (MD1). 

3.  Over  the  course  of  the  following  three  months,  Capt.  Hocter  consistently  recommended  PFC 
Manning  be  taken  off  of  POI  watch.  The  only  exception  to  this  was  on  1 0  December  2010  when 
he  recommended  that  he  remain  under  POI  watch  for  one  week.  The  following  week.  Capt. 
Hocter  once  again  recommended  rhat  PFC  Manning  be  removed  from  POI  watch.  Despite  Capt. 
Hocter's  consistent  recommendations,  PFC  Manning  has  remained  on  POI  watch  and  in  MAX 
custody. 

4.  Under  PFC  M arming's  custody  classification  and  the  POI  watch,  he  is  being  held  in  solitary 
confinement.  For  23  hours  per  day,  PFC  Manning  sits  in  his  cell.  The  guards  check  on  him 
every  five  minutes  by  asking  him  if  lie  is  okay.  PFC  Manning  is  required  to  respond  in  some 
affirmative  manner.  At  night,  if  the  guards  cannot  see  PFC  Manning  clearly,  because  he  has  a 
blanket  over  his  head  nr  is  curled  up  towards  the  wall,  they  will  wake  him  in  order  to  ensure  he  is 
okay.  He  receives  each  of  his  meals  in  his  cell.  He  is  not  allowed  to  have  a  pillow  or  sheets.  He 
is  not  allowed  to  have  any  personal  items  in  his  cell.  He  is  only  allowed  to  have  one  book  or  one 
magazine  at  any  given  time  to  read  in  his  cell.  The  book  or  magazine  is  taken  away  from  him  at 
the  end  of  the  day  before  he  goes  to  sleep.  He  is  prevented  from  exercising  in  his  cell.  If  he 
attempts  to  do  push-ups,  sit-ups,  or  £inv  other  form  of  exercise  he  will  be  forced  to  stop.  He 
receives  one  hour  of  exercise  outside  of  his  cell  daily.  The  guards  take  him  to  an  empty  room 
and  only  allow  him  to  walk.  PFC  Manning  normally  just  walks  figure  eights  in  the  room  for  the 
entire  hour.  If  fie  indicates  that  he  no  long  feels  like  walking,  he  is  immediately  returned  to  his 
cell.  When  PFC  Manning  goes  to  sleep,  he  is  required  to  strip  down  to  his  boxer  shorts  and 
surrender  his  clothing  to  the  guards.  His  clothing  is  then  returned  to  him  the  next  morning. 
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5.  The  defense  has  raised  its  objection  to  these  confinement  conditions  on  multiple  occasions 
with  the  Quantico  confinement  facility  and  the  Staff  Judge  Advocate's  (SJA)  Office.  On  5 
January'  201 1 ,  the  defense  filed  a  formal  complaint  with  the  commander  of  the  Quantico  Brig. 
See  Enclosure  1 .  On  the  same  day.  PFC  Manning  also  filed  a  formal  complaint  through  the 
confinement  grievance  process.  Both  complaints  requested  that  the  confinement  facility  remove 
PFC  Manning  from  Prevention  oflnjury  (POl)  watch  and  that  his  classification  level  be  reduced 
from  MAX  to  MDI.  The  confinement  facility  did  not  respond  to  either  complaint. 

6.  Law.  Article  13  safeguards  against  unlawful  pretrial  punishment  and  embodies  the  precept 
that  an  accused  is  presumed  innocent  until  proven  guilty.  Article  1 3  provides  that: 

No  person,  while  being  held  for  trial,  may  be  subjected  to  punishment  or  penalty  other 
than  arrest  or  confinement  upon  the  charges  pending  against  him,  nor  shall  the  arrest  or 
confinement  imposed  upon  him  be  any  more  rigorous  than  the  circumstances  required  to 
insure  his  presence,  but  he  may  be  subjected  to  minor  punishment  during  that  period  for 
infractions  of  discipline. 

Military  courts  have  consistently  asserted  Article  13  protection  broadly  to  protect  soldiers 
awaiting  trial.  Illegal  pretrial  punishment  can  take  many  forms.  The  most  common  examples 
are  unreasonable  or  harassing  restraint  that  creates  an  appearance  that  the  soldier  is  guilty  and 
onerous  pretrial  confinement  conditions.  Article  13  provides  that  pretrial  confinement  should 
not  be  "more  rigorous  than  the  circumstances  require  to  insure”  the  soldier’s  presence  at  court. 
"Conditions  that  are  sufficiently  egregious  may  give  rise  to  a  permissive  inference  that  an 
accused  is  being  punished. . . .”  United  States  v.  King ,  61  M.J.  225, 227-28  (C.A.A.F.  2005);  see 
also  United  States  v.  Crawford ,  62  M.J.  41 1  (C.A.A.F.  2006).  Arbitrary  or  purposeless 
conditions  also  can  be  considered  to  raise  an  inference  of  punishment.  King,  61  M.J.  at  227-2S 
(citing  United  States  v.  James .  28  M.J.  214,  216  (C.M.A.  1989)). 

7.  In  order  to  address  an  issue  of  unlawful  pretrial  punishment  due  to  the  onerous  nature  of 
pretrial  confinement,  the  commander  is  authorized  to  order  the  removal  of  the  soldier  from 
pretrial  confinement.  R.C.M.  305(g),  United  Stales  v.  Shelton,  27  M.J.  540  (A.C.M.R.  1988). 

8.  Argument.  Once  the  Government  had  decided  to  detain  a  solider  in  pretrial  confinement 
pending  trial,  it  obviously  is  entitled  to  employ  devices  to  effectuate  this  decision.  However,  the 
Government  may  not  place  conditions  on  that  confinement  that  are  so  excessive  or  onerous  as  to 
give  rise  to  an  inference  that  the  soldier  is  being  illegally  punished  prior  to  trial.  In  the  instant 
case,  the  mental  health  care  official  relied  upon  by  the  confinement  facility  to  make 
determinations  about  an  inmate's  confinement  assignment  to  special  quarters,  has  consistently 
recommended  that  PFC  Manning  be  removed  from  POI  watch.  Inexplicably,  his 
recommendations  have  been  ignored. 

9.  The  fact  that  Capt.  Hocler  has  consistently  recommended  a  downgrade  in  PFC  Manning's 
confinement  classification  and  assignment  comes  as  no  surprise  given  the  fact  PFC  Manning  has 
been  a  model  inmate.  At  no  time  has  he  been  disrespectful,  violent  or  noneompliant.  PFC 


SUBJECT:  Request  for  Release  from  Confinement  Under  R.C.M.  305(g) 


Manning  docs  not  exhibit  any  of  the  criteria  established  for  MAX  custody  under  Navy 
Instruction  1640. 9C.  Given  the  consistent  recommendations  of  Capt.  Hocter  and  PFC 
Manning's  model  behavior,  it  is  unclear  why.  other  than  for  the  purpose  of  punishment,  he  is  still 
being  held  in  MAX  custody  and  under  POl  watch. 

10.  As  the  commander  for  PFC  Manning,  you  have  the  authority  to  address  this  issue  by 
ordering  PFC  Manning  to  be  removed  from  pretrial  confinement.  At  the  time  PFC  Manning  was 
ordered  into  confinement,  the  military  magistrate  determined  that  "‘the  conditions  on  liberty 
which  are  necessary  to  safeguard  Soldiers  and  national  security  are  tantamount  to  confinement.” 
See  Enclosure  2,  He  therefore  determined  that  there  was  ltno  way.  short  of  confinement,  to 
ensure  PFC  Manning  is  denied  access  to  a  computer  which  he  could  use  to  release  classified 
information  or  to  ensure  the  safety  of  Soldiers  around  him.”  See  Enclosure  2.  In  this  case,  the 
military  magistrate  did  not  seriously  consider  other  options  under  R.C.M.  304.  One  such  option 
could  be  arrest.  Arrest  is  ihe  restraint  of  a  soldier  by  ordering  him  to  remain  within  specified 
limits,  A  soldier  under  arrest  could  be  required  to  have  escorts,  required  to  sign  in  on  a  frequent 
basis,  and  to  wear  an  ankle  bracelet. 

1 1 .  Seven  months  after  the  initial  pretrial  confinement  determination,  the  Government  now  has 
the  benefit  of  additional  information  concerning  the  need  for  ongoing  pretrial  confinement  of 
PFC  Manning.  First,  the  Government’s  investigation  undoubtedly  can  establish  that  there  is  no 
longer  a  risk  PFC  Manning  could  use  a  computer  to  release  classified  information.  Next,  the 
mental  evaluation  by  Capt.  Hocter  indicates  that  PFC  Manning  is  no  long  a  risk  of  self  harm  or 
to  harm  to  others.  Lastly.  PFC  Manning  has  demonstrated  by  his  model  behavior  while  in 
confinement  that  he  can  follow  orders  concerning  his  behavior.  Thus,  it  is  clear  that  the  concerns 
raised  at  the  time  pretrial  confinement  was  authorized  are  no  longer  applicable. 

12.  Conclusion.  Due  to  the  nature  of  the  onerous  conditions  of  PFC  Manning's  confinement, 
the  indifference  shown  by  the  Quanico  Brig  to  remedy  this  situation,  and  PFC  Manning's  model 
behavior,  the  defense  requests  that  you  order  his  removal  from  pretrial  confinement.  The 
defense  further  requests  that  you  consider  lesser  forms  of  restraint  under  R.C.M.  304. 

1 3.  The  POC  is  the  undersigned  at  (401 )  744-3007  or  by  e-mail  at 
coombs@armycourtmartialdefensc.com. 


Ends 

1 .  Quantico  Brig  MFR 

2.  Military  Magistrate's  Review 


"iifVVID  L.  COOMBS 
Civilian  Defense  Counsel 


MEMORANDUM 


05  Jan  11 


From:  David  E.  Coombs 

To:  CW04  James  Averhart 

Via:  Staff  Judge  Advocate,  Office  of  the  Staff  Judge  Advocate,  US 

Army  Military  District  of  Washington,  Fort  Lesley  J.  McNair 

Subj :  CONFINEMENT  CONDITIONS  OF  PFC  BRADLEY  MANNING 

Ref:  (a)  SECNAVINST  1649. 9C 

1.  This  memorandum  is  written  to  request  that  you  remove  PFC  Bradley 
Manning  from  Prevention  of  Injury  (POI)  watch  and  reduce  his 
classification  level  from  Maximum  (MAX)  to  at  least  Medium  Custody  In 
(MDI) . 

2.  A  servicemember  is  entitled,  both  by  statute  and  the  Eighth 
Amendment,  to  protection  against  cruel  and  unusual  punishment.  See 
United  States  v.  Matthews,  16  M.J.  354,  368  (CMA  1983);  Article  55, 
Uniform  Code  of  Military  Justice  (UCMJ) ,  10  U.S.C.  §  855.  As  such, 
Secretary  of  the  Navy  Instruction  (SECNAVINST)  1649. 9C  details  the 
proper  procedures  and  safeguards  for  proper  classification  of  inmates, 
evaluation  of  inmates  and  the  limited  use  of  special  quarters.  In  the 
current  case,  PFC  Manning  does  not  fit  in  any  of  the  criteria  for 
pretrial  maximum-custody  confinement  as  set  forth  in  PP  4202,  4205, 

of  SECNAVINST  1649. 9C  (Jan.  3,  2006). 

3.  PFC  Manning  arrived  at  the  Quantico  Brig  on  29  July  2010.  He  was 
placed  in  MAX  and  under  suicide  watch.  On  6  August  2010,  Capt.  William 
Hocter,  the  forensic  psychiatrist  for  the  Brig,  recommended  that  PFC 
Manning  be  moved  from  suicide  watch  to  POI.  Over  the  course  of  the 
following  weeks,  Capt.  Hocter  met  with  PFC  Manning  on  a  frequent  basis. 
PFC  Manning  responded  favorably  to  the  treatment  of  Capt.  Hocter.  Due 
to  PFC  Manning's  improvement,  on  27  August  2010,  Capt.  Hocter 
recommended  that  PFC  Manning  be  taken  off  of  POI  watch  and  that  his 
confinement  classification  be  changed  from  MAX  to  MDI. 

4.  Over  the  course  of  the  following  three  months,  Capt.  Hocter 
consistently  recommended  PFC  Manning  be  taken  off  of  POI  watch,  and 
that  his  confinement  classification  be  reduced  from  MAX  to  MDI.  The 
only  exception  to  this  was  on  10  December  2010  when  he  recommended  that 
PFC  Manning  remain  under  POI  watch  for  one  week.  The  following  week, 
Capt.  Hocter  once  again  recommended  that  PFC  Manning  be  removed  from 
POI  watch.  Despite  Capt.  Hocter' s  consistent  recommendations,  PFC 
Manning  has  remained  on  POI  watch  and  in  MAX  custody. 

5.  Capt.  Hocter' s  recommendation  comes  as  no  surprise  given  the  fact 
PFC  Manning  has  been  a  model  inmate.  At  no  time  has  he  been 
disrespectful,  violent  or  noncompliant .  PFC  Manning  does  not  exhibit 
any  of  the  criteria  normally  established  for  MAX  custody  under  the  Navy 
Instruction.  Given  the  consistent  recommendation  of  Capt.  Hocter  and 
PFC  Manning's  model  behavior,  it  is  unclear  why  he  is  still  held  in  MAX 
custody  and  under  POI  watch. 
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Subj :  CONFINEMENT  CONDITIONS  OF  PFC  BRADLEY  MANNING 

6.  Under  SECNAVINST  1649. 9C,  1201  "discipline  is  to  be  administered  on 
a  corrective  rather  than  a  punitive  basis."  Additionally  SECNAVINST 
1649. 9C,  7202. 2. i  states  "no  persons,  while  being  held  for  trial  may  be 
subjected  to  punishment  or  penalty  other  than  arrest  or  confinement, 
nor  shall  the  arrest  or  confinement  imposed  upon  them  be  any  more 
rigorous  than  the  circumstances  require."  PFC  Manning's  confinement 
classification  and  his  POI  watch  are  in  contravention  of  this  mandate. 

7.  In  order  to  ensure  a  servicemember  is  not  arbitrarily  maintained  in 
solitary  confinement  for  prolonged  periods  of  time,  SECNAVINST  1649. 9C, 
4204  requires  a  Classification  and  Assignment  (C&A)  board  to  establish 
an  individual  inmate's  custody  classification  using  "objective 
classification/reclassification  procedures."  It  is  unclear  what  the 
C&A  Board  recommended  to  you  or  the  basis  for  its  recommendation. 
However,  it  is  clear  that  you  have  thus  far  made  the  determination  to 
keep  PFC  Manning  in  MAX  custody  and  under  POI  watch. 

8.  If  you  decide  to  deny  this  request  and  maintain  PFC  Manning  under 
his  current  classification  and  assignment,  I  request  that  you  indicate 
your  basis  for  such  a  determination  in  writing  and  serve  it  upon  the 
defense  in  a  timely  manner.  Additionally,  in  order  to  assess  the 
reasonableness  of  your  determination,  the  defense  requests  that  you 
release  to  U.S.  Army  trial  counsel,  CPT  Ashden  Fein,  the  following 
information: 

a.  DD  2710,  Inmate  Background  Summary  for  PFC  Manning 

b.  DD  2715-2,  Inmate  Summary  Data  for  PFC  Manning 

c.  DD  2719,  any  Continuation  Sheet  for  PFC  Manning 

d.  Any  other  assessment  of  PFC  Manning  by  a  brig  mental  health 
professional,  guard,  counselor  or  case  manager 

e.  Any  assessment  or  determination  by  you  or  a  member  of  your 
staff  concerning  PFC  Manning 

f.  Any  additional  information  you  rely  upon  to  make  the 
determination  of  PFC  Manning's  classification  and  confinement  status 

9.  The  point  of  contact  for  this  memorandum  is  the  undersigned  at 
(401)  744-3007  or  by  e-mail  at  coombs@armycourtmartialdefense.com. 


D .  E .  Coombs 
LTC,  USAR 

Civilian  Defense  Counsel 
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DEPARTMENT  OF  THE  ARMY 
UNITED  STATES  DIVISION-CENTER 
CAMP  LIBERTY,  IRAQ 
APO  AE  09344 


AETV-THH 


30  May  2010 


MEMORANDUM  FOR  Commander,  Headquarters  and  Headquarters  Company,  2d  Brigade 
Combat  Team,  10th  Mountain  Division,  COS  Hammer,  Iraq  APO  AE  09308 

SUBJECT:  Military  Magistrate’s  Conclusions  re:  Pre-trial  Confinement  Review  for  PFC 
Bradley  E.  Manning,  Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th 
Mountain  Division,  COS  Hammer,  Iraq  APO  AE  09308 


1 .  Scope:  The  scope  of  this  legal  review  is  limited  to  whether  there  is  probable  cause  to  believe 
that  an  offense  triable  by  courts-martial  has  been  committed  and  that  the  confinee  committed  it, 
and  to  determine  whether  continued  pretrial  confinement  is  warranted  because  it  is  foreseeable 
that  the  confmee  will  engage  in  serious  criminal  misconduct  and  whether  less  severe  forms  of 
restraint  are  adequate.  Foreseeability  that  the  confinee  will  not  appear  for  trial  was  not  in 
question  as  both  parties  agreed  he  was  not  likely  to  absent  himself. 

2.  Conclusion:  I  have  reviewed  the  Command’s  decision  to  confine  PFC  Manning,  and  I  have 
determined  that  continued  pretrial  confinement  is  warranted.  In  making  this  determination,  I 
arrived  at  the  following  conclusions: 

a.  There  is  sufficient  evidence  to  believe  that  offenses  triable  by  courts-martial  have  been 
committed. 

b.  There  is  sufficient  evidence  to  suggest  that  PFC  Manning  committed  the  offenses. 

c.  I  do  believe  that  PFC  Manning  will  engage  in  serious  criminal  misconduct  if  released. 

d.  Lastly,  there  is  evidence  that  lesser  forms  of  restraint  are  inadequate. 

3.  Significant  Factual  Findings: 

a.  PFC  Manning  has  a  history  of  documented  mental  instability  and  increasingly  violent 
outbursts  beginning  1 8  December  2009. 

b.  Around  June  2009,  PFC  Manning  was  counseled  for  missing  formation.  In  response,  he 
clenched  his  fists,  his  neck  and  eves  bulged,  and  his  face  contorted.  He  yelled  numerous  limes 
before  collecting  himself. 

c.  PFC  Manning  was  counseled  on  three  separate  occasions  between  18  December  2009  and 
20  December  2009  for  lateness.  During  the  third  counseling,  he  yelled  and  flipped  a  table 


toward  the  two  supervisors  counseling  him.  The  command  took  the  bolt  from  his  weapon, 
placed  him  on  twenty-four  hour  quarters  watch,  and  directed  a  psychiatric  evaluation, 

d.  On  30  December  2009,  PFC  Maiming  shoved  a  chair  and  yelled  during  a  counseling 
session  for  losing  the  key  to  his  room. 

e.  On  8  May  201 0,  PFC  Manning  struck  a  female  Soldier  in  the  face  wnth  a  closed  fist.  SPC 
Jihrleah  Shoman  was  at  her  desk  conducting  a  search  on  a  computer.  PFC  Manning  became 
agitated  at  SPC  Shoman’s  actions  because  he  had  already  performed  the  search.  After  pacing 
back  and  forth  behind  SPC  Shoman,  swinging  his  arms.  PFC  Manning  struck  her  in  the  jaw  with 
a  closed  fist.  PFC  Manning  was  again  referred  to  Behavioral  Health. 

f.  On  22  May  2010,  CPT  Edan  Critchfield,  a  psychiatrist,  performed  a  Behavioral  Health 
Evaluation  (BHE)  on  PFC  Manning  finding  he  had  an  occupational  problem  and  adjustment 
disorder  with  mixed  disturbance  of  emotions  and  conduct.  CPT  Critchfield  reported  PFC 
Manning  had  a  “moderate”  risk  of  self  harm,  AWOL,  and  harm  to  others  and  recommended  that 
the  command  remove  the  bolt  from  his  weapon. 

g.  On  27  May  2010,  CID  was  notified  that  PFC  Manning  is  suspected  of  unlawfully 
obtaining  and  releasing  sensitive  data,  including  TS-SCI  and  CABLE  clearance  documents.  This 
was  reported  by  a  reliable  non-government  intelligence  agency. 

h.  On  24  May  2010,  a  reliable  confidential  informant  provided  the  agency  with  credible 
information  that  PFC  Manning  illegally  disseminated  classified  information  to  several 
individuals  over  the  internet. 

i.  On  27  May  2010,  CID  executed  a  valid  search  warrant,  seizing  several  items,  including  one 
personal  computer,  one  hard  drive  from  the  SIPR  computer  of  SPC  Sheri  Walsh,  on  digital 
camera,  two  SIPR  computers  known  to  be  used  by  PFC  Manning,  and  a  compact  disc  with 
“Secret”  markings  and  labeled  “12  Jui  07  Chopper  Reuters.”  The  disc  was  discovered  in  a 
United  States  Postal  Service  mailing  box,  prepared  to  be  shipped. 

j.  After  assaulting  his  co-worker,  PFC  Manning  was  assigned  to  a  position  without  SIPR 
access.  PFC  Manning  approached  another  Soldier  about  using  her  SIPR  computer  to  scan  and 
print  documents  labeled  “Secret”.  PFC  Manning  told  the  Soldier  he  was  acting  at  the  direction 
of  his  NCOIC.  He  requested  that  the  Soldier  delete  the  emails  and  empty  the  “Deleted  Items” 
box  from  her  computer.  PFC  Manning’s  NCOIC  had  no  knowledge  of  the  PFC  Manning’s 
request  to  scan  and  print  Secret  documents. 

k.  During  the  investigation,  PFC  Manning  was  placed  under  supervision  and  required  an 
escort;  his  access  to  computers  and  other  electronic  devices  was  revoked.  With  his  escorts 
present,  PFC  Manning  managed  to  hand  a  piece  of  paper  with  his  email  address  and  password  to 
another  Soldier  and  asked  her  to  check  his  email  for  him. 


4.  Analysis: 


a.  Probable  cause.  I  have  accepted  the  Government’s  position  that  there  is  probable  cause  to 
believe  that  a  crime  has  been  committed  and  that  PFC  Manning  committed  the  crime.  It  is  my 
belief  that  the  Government  takes  these  charges  seriously  and  intends  to  refer  this  matter  to  a 
General  Court  Martial  (GCM),  based  on  die  evidence  that  is  currently  available.  Furthermore,  at 
least  one  of  the  charges  carries  a  maximum  punishment  that  can  only  be  rendered  at  a  GCM. 

b.  Propensity  to  commit  a  serious  offense.  I  believe  PFC  Manning  will  engage  in 
additional  serious  misconduct  if  released.  PFC  Manning  poses  a  physical  threat  to  those  around 
him  and  a  threat  to  national  interests.  He  has  an  increasing  propensity  for  violence  and  recently 
struck  a  female  co-worker  with  a  closed  fist.  On  22  May  2010  he  was  characterized  by  a 
psychiatrist  as  a  •'moderate”  risk  to  others.  After  a  subsequent  BHE,  dated  28  May  2010.  PFC 
Manning  was  evaluated  to  be  a  “high”  risk  to  himself  and  others.  Additionally,  PFC  Manning 
remains  a  threat  to  national  interests  if  released.  PFC  Manning  indicated  he  collected 
declassified  materials  for  over  a  year.  It  is  unknown  how  much  information  he  collected  or  how 
the  information  is  stored.  It  is  highly  likely  that  if  PFC  Manning  is  released  he  will  continue  to 
commit  physical  acts  of  violence  or  leak  additional  classified  information  to  the  detriment  of 
national  interests. 

c.  Lesser  forms  of  restraint.  The  conditions  on  liberty  which  are  necessary  to  safeguard 
Soldiers  and  national  security  are  tantamount  to  confinement.  PFC  Manning  must  be  confined 
under  law'.  His  history  of  violent  behavior  and  the  BHE  results  indicate  PFC  Maiming  presents  a 
“high"-  risk  of  harming  others.  There  is  no  way,  short  of  confinement,  to  ensure  PFC  Manning  is 
denied  access  to  a  computer  which  he  could  use  to  release  classified  information  or  to  ensure  the 
safety  of  Soldiers  around  him. 

5.  A  copy  of  all  documents  that  1  considered  is  attached  to  the  original  of  this  memorandum,  and 
may  be  inspected  in  the  office  of  the  undersigned. 

6.  The  Government  counsel  has  advised  that  the  anticipated  level  of  disposition  is  a  General 
Court-Martial. 

7.  The  confinee  and  the  government  were  notified  by  me  of  my  decision  and  its  basis  on  30  May 

2010. 


CPT.  JA 

Military  Magistrate 


Exhibits 


A  -  72  Hour  Commander's  Review  (CPT  Freeburg) 
B  -  Confinement  Order  (29  May  10) 

C  —  Confinement  Checklist  (29  May  10) 

D  -  SA  Graham’s  Supporting  Affidavit 
E  -  Article  15:  PFC  Manning  (24  May  10) 

F  -  DA  Form  4856  (17  May  10) 

G  -  Statement:  SPC  Showman  (8  May  10) 

H  -  Statement:  SPC  Shimm  (8  May  10) 

I  -  Statement:  PFC  Bales  (8  May  10) 

J  -  Statement:  SSG  Taua  (8  May  10) 

K  -  MFR:  SPC  Schwab  (29  May  10) 

L  -  MFR:  MSG  Adkins(21  Dec  09) 

M  -  MFR:  MSG  Adkins  (26  Apr  10) 

N  -  MFR:  MSG  Adkins  (8  May  10) 

O  -  DA  Form  5248-R  (9  May  1 0) 

P  -  ERB.  PFC  Manning 
Q-BHE(22May  10) 

R  -  BHE  (28  May  10) 

S  -  PTC  Rights  Advisement  (29  May  10) 
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UNITED  STATES  OF  AMERICA 

) 

V. 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  Trial 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

) 

)  Enclosure  65 

) 

)  10  October  2012 

) 

10  October  2012 


DEPARTMENT  OF  THE  ARMY 
JOINT  BASE  MYER  -  HENDERSON  HALL 
204  LEE  AVENUE 

FORT  MYER,  VIRGINIA  22211-1199 


IMND-MHH-ZA 


20  January  2010 


MEMORANDUM  FOR  Commander,  Marine  Corps  Base  Quantico,  Virginia 

SUBJECT:  Request  for  Release  of  Documents  Related  to  Confinement  Status  -  PFC  Bradley 
Manning 


1 .  I  request  the  following  documents  in  support  my  review  of  PFC  Manning’s  confinement 
classification: 

a.  DD  Form  2710,  Inmate  Background  Summary  for  PFC  Manning. 

b.  DD  Form  2715-2,  Inmate  Summary  Data  for  PFC  Manning. 

c.  DD  Form  2719,  any  Continuation  sheet  for  PFC  Manning. 

d.  Documents  and  notes  created  by  the  classification  review  board  process  for  PFC  Manning. 

e.  All  assessments  of  PFC  Manning  by  a  brig  mental  health  professional,  guard,  counselor,  or 
case  manager. 

f.  Any  additional  information  relied  on  to  determine  PFC  Manning’s  classification  or 
confinement  status. 

g.  Any  disciplinary  records  related  to  PFC  Manning’s  confinement. 

2.  These  documents  are  necessary  for  me  to  conduct  a  review  of  PFC  Manning’s  pre-trial 
confinement  status  under  R.C.M.  305(g).  This  is  a  continuing  request;  please  provide  any 
documents  that  meet  the  above  criteria  to  the  below  point  of  contact. 

3.  The  point  of  contact  for  this  memorandum  is  CPT  John  Haberland,  Trial  Counsel,  by  email  at 
john.haberland@us.army.mil  and  by  phone  at  (703)  696-3150. 

CARL  R.  COFFMAN 
COL,  AV 
Commanding 
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V. 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

)  for  Lack  of  Speedy  Trial 

) 

)  Enclosure  66 

) 

)  10  October  2012 

) 
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DEPARTMENT  OF  THE  ARMY 
JOINT  BASE  MYER  -  HENDERSON  HALL 
204  LEE  AVENUE 

FORT  MYER,  VIRGINIA  22211-1199 


IMND-MHH-ZA 


21  January  201 1 


MEMORANDUM  FOR  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Request  for  Release  from  Confinement  under  R.C.M.  305(g) 


1.  General.  I  reviewed  your  enclosed  request  under  R.C.M.  305(g)  that  I  direct  the  release  of 
PFC  Bradley  Manning  from  pretrial  confinement.  Your  request  is  denied.  I  believe  that 
confinement  is  necessary  because  of  the  nature  and  circumstances  of  the  offenses  charged,  the 
likelihood  that  PFC  Manning  can  and  will  commit  further  serious  criminal  misconduct,  and  the 
inadequacy  of  less  severe  forms  of  restraint. 

2.  Probable  Cause  as  to  Offenses  Committed.  I  have  probable  cause  to  believe  that  PFC 
Manning  committed  the  following  charged  offenses:  four  specifications  of  Article  92,  UCMJ, 
and  eight  specifications  of  Article  1 34,  UCMJ,  Clause  3. 

3.  Necessity  for  Confinement. 

a.  Nature  and  Circumstances  of  the  Offenses  Charged.  PFC  Manning  faces  multiple 
charges  related  to  his  alleged  disclosure  of  classified  information  to  persons  not  entitled  to 
receive  that  information.  Under  R.C.M.  305(h)(2)(B),  serious  criminal  misconduct  includes 
offenses  which  pose  a  serious  threat  to  the  national  security  of  the  United  States.  I  believe  the 
disclosure  of  classified  information  poses  a  serious  threat  to  the  national  security  of  the  United 
States.  As  such,  PFC  Manning’s  charged  offenses  amount  to  serious  misconduct  and  he  warrants 
pretrial  confinement. 

b.  Further  Serious  Criminal  Misconduct.  Shortly  after  CID  opened  an  investigation,  PFC 
Manning  was  placed  under  supervision  by  his  unit  and  required  an  escort.  He  was  denied  access 
to  computers  and  other  electronic  devices.  Despite  the  presence  of  his  escorts,  PFC  Manning 
managed  to  hand  a  piece  of  paper  with  his  email  address  and  password  to  another  Soldier  in  his 
unit  and  asked  her  to  check  his  email  for  him.  I  believe  it  is  likely  that  PFC  Manning  will 
commit  further  serious  misconduct  if  he  is  released  from  pretrial  confinement. 

c.  Less  Severe  Forms  of  Restraint  are  Inadequate.  I  reviewed  the  other  options  available 
to  me  under  R.C.M.  304  and  I  find  them  inadequate.  Although  it  is  unlikely  that  PFC  Manning 
would  have  personal  access  to  classified  information  systems  if  released  from  confinement,  that 
does  not  obviate  the  risk  that  he  could  further  release  previously  acquired  classified  information. 

4.  Prevention  of  Injury  (POI)  Status.  You  additionally  requested  me  to  reconsider  PFC 
Manning’s  POI  status  and  I  will  address  those  concerns  in  a  separate  memorandum  or  action. 
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5.  Conclusion.  There  is  probable  cause  to  believe  that  PFC  Manning  committed  serious 
criminal  misconduct,  which  poses  a  threat  to  the  national  security  of  the  United  States.  I  believe 
he  will  likely  commit  further  serious  criminal  misconduct  if  released  from  confinement.  Because 
of  the  national  security  concerns  in  this  case,  less  severe  forms  of  restraint  are  inadequate.  PFC 
Manning  will  remain  in  pretrial  confinement  until  completion  of  the  pending  court-martial 


action. 


as 


Enel 


CARL  R.  COFFMAN,  JR. 
COL,  AV 
Commanding 
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13  January  20 11 


MEMORANDUM  THRU  Staff  Judge  Advocate.  Office  of  the  Staff  Judge  Advocate,  US  Army 
Military  District  of  Washington,  Fort  Lesley  J.  McNair,  Washington  D.C.  30219 

FOR  Commander,  US  Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  Fort  Myer,  Virginia 

22211 

SUBJECT:  Request  for  Release  from  Confinement  Under  R.C.M.  305(g) 

1 .  Purpose.  Pursuant  to  the  provisions  of  Rule  for  Courts-Martial  (R.C.M.)  305(g),  the  defense 
requests  that  you  direct  the  release  of  PFC  Bradley  Manning  from  pretrial  confinement.  This 
request  is  based  upon  tire  fact  that  tire  confinement  conditions  currently  being  endured  by  PFC 
Manning  are  more  rigorous  than  necessary  to  guarantee  his  presence  at  trial. 

2.  Background  Facts.  PFC  Manning  arrived  at  the  Quantico  Brig  on  29  July  2010.  Upon  his 
arrival,  he  was  placed  in  Maximum  (MAX)  custody  and  under  suicide  watch.  On  6  August 
2010,  Capt.  William  Hocter,  the  forensic  psychiatrist  for  the  Brig,  recommended  that  PFC 
Manning  be  moved  from  suicide  watch  to  Prevention  of  Injury  (POI)  watch.  Over  the  course  of 
the  following  weeks,  Capt.  Hocter  met  with  PFC  Manning  on  a  frequent  basis.  Due  to  PFC 
Manning’s  positive  response  to  treatment,  on  27  August  2010,  Capt.  Hocter  recommended  that 
he  be  taken  off  of  POI  watch  and  that  his  confinement  classification  be  changed  from  MAX  to 
Medium  Custody  In  (MDI). 

3.  Over  the  course  of  the  following  three  months,  Capt.  Hocter  consistently  recommended  PFC 
Manning  be  taken  off  of  POI  watch.  The  only  exception  to  this  was  on  1 0  December  2010  when 
he  recommended  that  he  remain  under  POI  watch  for  one  week.  The  following  week.  Capt. 
Hocter  once  again  recommended  that  PFC  Manning  be  removed  from  POI  watch.  Despite  Capt. 
Hocter's  consistent  recommendations,  PFC  Manning  has  remained  on  POI  watch  and  in  MAX 
custody, 

4.  Under  PFC  Manning's  custody  classification  and  the  POI  watch,  he  is  being  held  in  solitary' 
confinement.  For  23  hours  per  day,  PFC  Manning  sits  in  his  cell.  The  guards  check  on  him 
every  five  minutes  by  asking  him  if  he  is  okay.  PFC  Manning  is  required  to  respond  in  some 
affirmative  manner.  At  night,  if  the  guards  cannot  see  PFC  Manning  clearly,  because  he  has  a 
blanket  over  his  head  or  is  curled  up  towards  the  wall,  they  will  wake  him  in  order  to  ensure  he  is 
okay.  He  receives  each  of  his  meals  in  his  cell.  He  is  not  allowed  to  have  a  pillow  or  sheets.  Fie 
is  not  allowed  to  have  any  personal  items  in  his  cell.  He  is  only  allowed  to  have  one  book  or  one 
magazine  at  any  given  time  to  read  in  his  ceil.  The  book  or  magazine  is  taken  away  from  him  at 
the  end  of  the  day  before  he  goes  to  sleep.  He  is  prevented  from  exercising  in  his  cell.  If  he 
attempts  to  do  push-ups,  sit-ups,  or  any  other  form  of  exercise  he  wi  ll  be  forced  to  stop.  He 
receives  one  hour  of  exercise  outside  of  his  cell  daily.  The  guards  take  him  to  an  empty  room 
and  only  allow  him  to  walk.  PFC  Manning  normally  just  walks  figure  eights  in  the  room  for  the 
entire  hour,  If  he  indicates  that  he  no  long  feels  like  walking,  he  is  immediately  returned  to  his 
cell.  When  PFC  Manning  goes  to  sleep,  he  is  required  to  strip  down  to  his  boxer  shorts  and 
surrender  his  clothing  to  the  guards.  His  clothing  is  then  returned  to  him  the  next  morning. 
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5.  The  defense  has  raised  its  objection  to  these  confinement  conditions  on  multiple  occasions 
with  the  Quantico  confinement  facility  and  the  Staff' Judge  Advocate's  (SJA)  Office.  On  5 
January  2011,  the  defense  filed  a  formal  complaint  with  the  commander  of  the  Quantico  Brig, 

See  Enclosure  1 .  On  the  same  day,  PFC  Manning  also  filed  a  formal  complaint  through  the 
confinement  grievance  process.  Both  complaints  requested  that  the  confinement  facility  remove 
PFC  Manning  from  Prevention  of  Injury  (POI)  watch  and  that  his  classification  level  be  reduced 
from  MAX  to  MDI.  The  confinement  facility  did  not  respond  to  either  complaint. 

6.  Law.  Article  1 3  safeguards  against  unlawful  pretrial  punishment  and  embodies  the  precept 
that  an  accused  is  presumed  innocent  until  proven  guilty.  Article  1 3  provides  that: 

No  person,  while  being  held  for  trial,  may  be  subjected  to  punishment  or  penalty  other 
than  arrest  or  confinement  upon  the  charges  pending  against  him.  nor  shall  the  arrest  or 
confinement  imposed  upon  him  be  any  more  rigorous  than  the  circumstances  required  to 
insure  his  presence,  but  he  may  be  subjected  to  minor  punishment  during  that  period  for 
infractions  of  discipline. 

Military  courts  have  consistently  asserted  Article  1 3  protection  broadly  to  protect  soldiers 
awaiting  trial.  Illegal  pretrial  punishment  can  take  many  forms.  The  most  common  examples 
are  unreasonable  or  harassing  restraint  that  creates  an  appearance  that  the  soldier  is  guilty  and 
onerous  pretrial  confinement  conditions.  Article  13  provides  that  pretrial  confinement  should 
not  be  '"more  rigorous  than  the  circumstances  require  to  insure"  the  soldier’s  presence  at  court. 
"‘Conditions  that  are  sufficiently  egregious  may  give  rise  to  a  permissive  inference  that  an 
accused  is  being  punished. . .  ”  United  Slates  v.  King.  61  M.J.  225, 227-28  (C.A.A.F.  2005);  see 
aha  United  Stares  v.  Crawford ,  62  M.J.  41 1  (C.A.A.F.  2006).  Arbitrary  or  purposeless 
conditions  also  can  be  considered  to  raise  an  inference  of  punishment.  King,  61  M.J.  at  227-28 
( citing  United  States  v.  James.  28  M.J.  214, 216  (C.M.A.  1989)). 

7.  In  order  to  address  an  issue  of  unlawful  pretrial  punishment  due  to  the  onerous  nature  of 
pretrial  confinement,  the  commander  is  authorized  to  order  the  removal  of  the  soldier  from 
pretrial  confinement.  R.C.M.  305(g).  United  States  v.  Shelton,  27  M.J.  540  (A.C.M.R.  1988). 

8.  Argument.  Once  the  Government  had  decided  to  detain  a  solider  in  pretrial  confinement 
pending  trial,  it  obviously  is  entitled  to  employ  devices  to  effectuate  this  decision.  However,  the 
Government  may  not  place  conditions  on  that  confinement  that  are  so  excessive  or  onerous  as  to 
give  rise  to  an  inference  that  the  soldier  is  being  illegally  punished  prior  to  trial.  In  the  instant 
case,  the  mental  health  care  official  relied  upon  by  the  confinement  facility  to  make 
determinations  about  an  inmate’s  confinement  assignment  to  special  quarters,  has  consistently 
recommended  that  PFC  Manning  be  removed  from  POI  watch.  Inexplicably,  his 
recommendations  have  been  ignored. 

9.  The  fact  that  Capt.  Hocter  has  consistently  recommended  a  downgrade  in  PFC  Manning’s 
confinement  classification  and  assignment  comes  as  no  surprise  given  the  fact  PFC  Maiming  has 
been  a  model  inmate.  At  no  time  has  he  been  disrespectful,  violent  or  noncompliant.  PFC 
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Manning  does  not  exJiibit  any  of  the  criteria  established  for  MAX  custody  under  Navy 
Instruction  1640. 9C.  Given  the  consistent  recommendations  of  Capt.  Hocter  and  PFC 
Manning's  model  behavior,  it  is  unclear  why.  other  than  for  the  purpose  of  punishment,  he  is  still 
being  held  in  MAX  custody  and  under  PO!  watch. 

10.  As  the  commander  for  PFC  Manning,  you  have  the  authority  to  address  this  issue  by 
ordering  PFC  Manning  to  be  removed  front  pretrial  confinement.  At  the  time  PFC  Manning  was 
ordered  into  confinement,  the  military  magistrate  determined  that  “the  conditions  on  liberty 
which  are  necessary  to  safeguard  Soldiers  and  national  security  are  tantamount  to  confinement." 
See  Enclosure  2  He  therefore  determined  that  there  was  "no  way.  short  of  confinement,  to 
ensure  PFC  Manning  is  denied  access  to  a  computer  which  he  could  use  to  release  classified 
information  or  to  ensure  the  safety  of  Soldiers  around  him."  See  Enclosure  2.  In  this  case,  the 
military  magistrate  did  not  seriously  consider  other  options  under  R.C.M.  304.  One  such  option 
could  be  arrest.  Arrest  is  the  restraint  of  a  soldier  by  ordering  him  to  remain  within  specified 
limits.  A  soldier  under  arrest  could  be  required  to  have  escorts,  required  to  sign  in  on  a  frequent 
basis,  and  to  wear  an  ankle  bracelet. 

1 1 .  Seven  months  after  tine  initial  pretrial  confinement  determination,  the  Government  now  has 
the  benefit  of  additional  information  concerning  the  need  for  ongoing  pretrial  confinement  of 
PFC  Manning.  First,  the  Government’s  investigation  undoubtedly  can  establish  that  there  is  no 
longer  a  risk  PFC  Manning  could  use  a  computer  to  release  classified  information.  Next  the 
mental  evaluation  by  Capt.  Hocter  indicates  that  PFC  Manning  is  no  long  a  risk  of  self  harm  or 
to  harm  to  others.  Lastly,  PFC  Manning  has  demonstrated  by  his  model  behavior  while  in 
confinement  that  he  can  follow  orders  concerning  his  behavior.  Thus,  it  is  clear  that  the  concerns 
raised  at  the  time  pretrial  confinement  was  authorized  are  no  longer  applicable. 

12.  Conclusion,  Due  to  the  nature  of  the  onerous  conditions  of  PFC  Manning's  confinement, 
the  indifference  shown  by  the  Quanico  Brig  to  remedy  this  situation,  and  PFC  Manning's  model 
behavior,  the  defense  requests  that  you  order  his  removal  from  pretrial  confinement.  The 
defense  further  requests  that  you  consider  lesser  forms  of  restraint  under  R.C.M.  304. 

1 3.  The  PO C  is  the  undersigned  at  (401 )  744-3007  or  hy  e-mail  at 
coombs@armycourtmartialdefense.com. 


Ends  "  ft \V  1 D  E.  COOMBS 

1.  Quanlico  Brig  MFR  Civilian  Defense  Counsel 

2.  Military  Magistrate’s  Review 
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05  Jan  11 


From:  David  E.  Coombs 
To:  CW04  James  Averhart 

Via:  Staff  Judge  Advocate,  Office  of  the  Staff  Judge  Advocate,  US 

Army  Military  District  of  Washington,  Fort  Lesley  J.  McNair 

Subj .  CONFINEMENT  CONDITIONS  OF  PFC  BRADLEY  MANNING 

Ref:  (a)  SECNAVINST  1649. 9C 

1.  This  memorandum  is  written  to  request  that  you  remove  PFC  Bradley 
Manning  from  Prevention  of  Injury  (POI)  watch  and  reduce  his 
classification  level  from  Maximum  (MAX)  to  at  least  Medium  Custody  In 
(MDI) . 

2.  A  servicemember  is  entitled,  both  by  statute  and  the  Eighth 
Amendment,  to  protection  against  cruel  and  unusual  punishment.  See 
United  States  v.  Matthews,  16  M.J.  354,  368  (CMA  1983);  Article  55, 
Uniform  Code  of  Military  Justice  (UCMJ) ,  10  U.S.C.  §  855.  As  such, 
Secretary  of  the  Navy  Instruction  (SECNAVINST)  1649. 9C  details  the 
proper  procedures  and  safeguards  for  proper  classification  of  inmates, 
evaluation  of  inmates  and  the  limited  use  of  special  quarters.  In  the 
current  case,  PFC  Manning  does  not  fit  in  any  of  the  criteria  for 
pretrial  maximum-custody  confinement  as  set  forth  in  PP  4202,,  4205, 

of  SECNAVINST  1649. 9C  (Jan.  3,  2006). 

3.  PFC  Manning  arrived  at  the  Quantico  Brig  on  29  July  2010.  He  was 
placed  in  MAX  and  under  suicide  watch.  On  6  August  2010,  Capt.  William 
Hocter,  the  forensic  psychiatrist  for  the  Brig,  recommended  that  PFC 
Manning  be  moved  from  suicide  watch  to  POI.  Over  the  course  of  the 
following  weeks,  Capt.  Hocter  met  with  PFC  Manning  on  a  frequent  basis. 
PFC  Manning  responded  favorably  to  the  treatment  of  Capt.  Hocter.  Due 
to  PFC  Manning's  improvement,  on  27  August  2010,  Capt.  Hocter 
recommended  that  PFC  Manning  be  taken  off  of  POI  watch  and  that  his 
confinement  classification  be  changed  from  MAX  to  MDI. 

4.  Over  the  course  of  the  following  three  months,  Capt.  Hocter 
consistently  recommended  PFC  Manning  be  taken  off  of  POI  watch,  and 
that  his  confinement  classification  be  reduced  from  MAX  to  MDI.  The 
only  exception  to  this  was  on  10  December  2010  when  he  recommended  that 
PFC  Manning  remain  under  POI  watch  for  one  week.  The  following  week, 
Capt.  Hocter  once  again  recommended  that  PFC  Manning  be  removed  from 
POI  watch.  Despite  Capt.  Hocter' s  consistent  recommendations,  PFC 
Manning  has  remained  on  POI  watch  and  in  MAX  custody. 

5.  Capt.  Hocter' s  recommendation  comes  as  no  surprise  given  the  fact 
PFC  Manning  has  been  a  model  inmate.  At  no  time  has  he  been 
disrespectful,  violent  or  noncompliant .  PFC  Manning  does  not  exhibit 
any  of  the  criteria  normally  established  for  MAX  custody  under  the  Navy 
Instruction.  Given  the  consistent  recommendation  of  Capt.  Hocter  and 
PFC  Manning' s  model  behavior,  it  is  unclear  why  he  is  still  held  in  MAX 
custody  and  under  POI  watch. 


o 
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6.  Under  SECNAVINST  1649. 9C,  1201  "discipline  is  to  be  administered  on 
a  corrective  rather  than  a  punitive  basis."  Additionally  SECNAVINST 
1649. 9C,  7202. 2. i  states  "no  persons,  while  being  held  for  trial  may  be 
subjected  to  punishment  or  penalty  other  than  arrest  or  confinement, 
nor  shall  the  arrest  or  confinement  imposed  upon  them  be  any  more 
rigorous  than  the  circumstances  require."  PFC  Manning's  confinement 
classification  and  his  POI  watch  are  in  contravention  of  this  mandate. 

7.  In  order  to  ensure  a  servicemember  is  not  arbitrarily  maintained  in 
solitary  confinement  for  prolonged  periods  of  time,  SECNAVINST  1649. 9C, 
4204  requires  a  Classification  and  Assignment  (C&A)  board  to  establish 
an  individual  inmate's  custody  classification  using  "objective 
classification/reclassification  procedures."  It  is  unclear  what  the 
C&A  Board  recommended  to  you  or  the  basis  for  its  recommendation. 
However,  it  is  clear  that  you  have  thus  far  made  the  determination  to 
keep  PFC  Manning  in  MAX  custody  and  under  POI  watch. 

8.  If  you  decide  to  deny  this  request  and  maintain  PFC  Manning  under 
his  current  classification  and  assignment,  I  request  that  you  indicate 
your  basis  for  such  a  determination  in  writing  and  serve  it  upon  the 
defense  in  a  timely  manner.  Additionally,  in  order  to  assess  the 
reasonableness  of  your  determination,  the  defense  requests  that  you 
release  to  U.S.  Army  trial  counsel,  CPT  Ashden  Fein,  the  following 
information: 

a.  DD  2710,  Inmate  Background  Summary  for  PFC  Manning 

b.  DD  2715-2,  Inmate  Summary  Data  for  PFC  Manning 

c.  DD  27.19,  any  Continuation  Sheet  for  PFC  Manning 

d.  Any  other  assessment  of  PFC  Manning  by  a  brig  mental  health 
professional,  guard,  counselor  or  case  manager 

e.  Any  assessment  or  determination  by  you  or  a  member  of  your 
staff  concerning  PFC  Manning 

f.  Any  additional  information  you  rely  upon  to  make  the 
determination  of  PFC  Manning's  classification  and  confinement  status 

9.  The  point  of  contact  for  this  memorandum  is  the  undersigned  at 
(401)  744-3007  or  by  e-mail  at  coombs@armycourtmartialdefense.com. 


D.  E.  Coombs 
LTC,  USAR 

Civilian  Defense  Counsel 
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DEPARTMENT  OF  THE  ARMY 
UNITED  STATES  DIVISION-CENTER 
CAMP  LIBERTY,  IRAQ 
APO  AE  09344 


30  May  2010 


MEMORANDUM  FOR  Commander,  Headquarters  and  Headquarters  Company,  2d  Brigade 
Combat  Team,  10th  Mountain  Division,  COS  Hammer,  Iraq  APO  AE  09308 

SUBJECT:  Military  Magistrate’s  Conclusions  re:  Pre-trial  Confinement  Review  for  PFC 
Bradley  E.  Manning,  Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th 
Mountain  Division,  COS  Hammer,  Iraq  APO  AE  09308 


1 .  Scope:  The  scope  of  this  legal  review  is  limited  to  whether  there  is  probable  cause  to  believe 
that  an  offense  triable  by  courts-martial  has  been  committed  and  that  the  confinee  committed  it, 
and  to  determine  whether  continued  pretrial  confinement  is  warranted  because  it  is  foreseeable 
that  the  confmee  will  engage  in  serious  criminal  misconduct  and  whether  less  severe  forms  of 
restraint  are  adequate.  Foreseeability  that  the  confmee  will  not  appear  for  trial  was  not  in 
question  as  both  parties  agreed  he  was  not  likely  to  absent  himself. 

2.  Conclusion:  I  have  reviewed  the  Command’s  decision  to  confine  PFC  Manning,  and  I  have 
determined  that  continued  pretrial  confinement  is  warranted.  In  making  this  determination,  I 
arrived  at  the  following  conclusions: 

a.  There  is  sufficient  evidence  to  believe  that  offenses  triable  by  courts-martial  have  been 
committed. 

b.  There  is  sufficient  evidence  to  suggest  that  PFC  Manning  committed  the  offenses. 

c.  I  do  believe  that  PFC  Manning  will  engage  in  serious  criminal  misconduct  if  released. 

d.  Lastly,  there  is  evidence  that  lesser  forms  of  restraint  are  inadequate. 

3.  Significant  Factual  Findings: 

a.  PFC  Manning  has  a  history  of  documented  mental  instability  and  increasingly  violent 
outbursts  beginning  1 8  December  2009. 

b.  Around  June  2009,  PFC  Manning  was  counseled  for  missing  formation.  In  response,  he 
clenched  his  fists,  his  neck  and  eyes  bulged,  and  his  face  contorted.  He  yelled  numerous  times 
before  collecting  himself. 

c.  PFC  Manning  was  counseled  on  three  separate  occasions  between  1 8  December  2009  and 
20  December  2009  for  lateness.  During  the  third  counseling,  he  yelled  and  flipped  a  table 


toward  the  two  supervisors  counseling  him.  The  command  took  the  bolt  from  his  weapon, 
placed  him  on  twenty-four  hour  quarters  watch,  and  directed  a  psychiatric  evaluation. 

d.  On  30  December  2009,  PFC  Manning  shoved  a  chair  and  yelled  during  a  counseling 
session  for  losing  the  key  to  his  room. 

e.  On  8  May  2010,  PFC  Manning  struck  a  female  Soldier  in  the  face  with  a  closed  fist.  SPC 
Jihrleah  Shoman  was  at  her  desk  conducting  a  search  on  a  computer.  PFC  Manning  became 
agitated  at  SPC  Shoman’ s  actions  because  he  had  already  performed  the  search.  After  pacing 
back  and  forth  behind  SPC  Shoman,  swinging  his  arms,  PFC  Manning  struck  her  in  the  jaw  with 
a  closed  fist.  PFC  Manning  was  again  referred  to  Behavioral  Health. 

f.  On  22  May  2010,  CPT  Edan  Critchfield,  a  psychiatrist,  performed  a  Behavioral  Health 
Evaluation  (BHE)  on  PFC  Manning  finding  he  had  an  occupational  problem  and  adjustment 
disorder  with  mixed  disturbance  of  emotions  and  conduct.  CPT  Critchfield  reported  PFC 
Manning  had  a  “moderate”  risk  of  self  harm,  AWOL,  and  harm  to  others  and  recommended  that 
the  command  remove  the  bolt  from  his  weapon. 

g.  On  27  May  20 1 0,  CID  was  notified  that  PFC  Manning  is  suspected  of  unlawfully 
obtaining  and  releasing  sensitive  data,  including  TS-SCI  and  CABLE  clearance  documents.  This 
was  reported  by  a  reliable  non-government  intelligence  agency. 

h.  On  24  May  2010,  a  reliable  confidential  informant  provided  the  agency  with  credible 
information  that  PFC  Manning  illegally  disseminated  classified  information  to  several 
individuals  over  the  internet. 

i.  On  27  May  2010,  CID  executed  a  valid  search  warrant,  seizing  several  items,  including  one 
personal  computer,  one  hard  drive  from  the  SIPR  computer  of  SPC  Sheri  Walsh,  on  digital 
camera,  two  SIPR  computers  known  to  be  used  by  PFC  Manning,  and  a  compact  disc  with 
“Secret”  markings  and  labeled  “12  Jui  07  Chopper  Reuters.”  The  disc  was  discovered  in  a 
United  States  Postal  Service  mailing  box,  prepared  to  be  shipped. 

j.  After  assaulting  his  co-worker,  PFC  Manning  was  assigned  to  a  position  without  SIPR 
access.  PFC  Manning  approached  another  Soldier  about  using  her  SIPR  computer  to  scan  and 
print  documents  labeled  “Secret”.  PFC  Maiming  told  the  Soldier  he  was  acting  at  the  direction 
of  his  NCOIC.  He  requested  that  the  Soldier  delete  the  emails  and  empty  the  “Deleted  Items” 
box  from  her  computer.  PFC  Manning’s  NCOIC  had  no  knowledge  of  the  PFC  Manning’s 
request  to  scan  and  print  Secret  documents. 

k.  During  the  investigation,  PFC  Manning  was  placed  under  supervision  and  required  an 
escort;  his  access  to  computers  and  other  electronic  devices  was  revoked.  With  Ms  escorts 
present,  PFC  Manning  managed  to  hand  a  piece  of  paper  with  his  email  address  and  password  to 
another  Soldier  and  asked  her  to  check  his  email  for  him. 


4.  Analysis: 


a.  Probable  cause.  I  have  accepted  the  Government’s  position  that  there  is  probable  cause  to 
believe  that  a  crime  has  been  committed  and  that  PFC  Manning  committed  the  crime.  It  is  my 
belief  that  die  Government  takes  these  charges  seriously  and  intends  to  refer  this  matter  to  a 
General  Court  Martial  (GCM),  based  on  die  evidence  that  is  currently  available.  Furthermore,  at 
least  one  of  the  charges  carries  a  maximum  punishment  that  can  only  be  rendered  at  a  GCM. 

b.  Propensity  to  commit  a  serious  offense.  I  believe  PFC  Manning  will  engage  in 
additional  serious  misconduct  if  released.  PFC  Manning  poses  a  physical  threat  to  those  around 
him  and  a  threat  to  national  interests.  He  has  an  increasing  propensity  for  violence  and  recently 
struck  a  female  co-worker  with  a  closed  fist.  On  22  May  2010  he  was  characterized  by  a 
psychiatrist  as  a  "moderate”  risk  to  others.  After  a  subsequent  BHE,  dated  28  May  2010,  PFC 
Manning  was  evaluated  to  be  a  “high”  risk  to  himself  and  others.  Additionally,  PFC  Manning 
remains  a  threat  to  national  interests  if  released.  PFC  Manning  indicated  he  collected 
declassified  materials  for  over  a  year.  It  is  unknown  how  much  information  he  collected  or  how 
the  information  is  stored.  It  is  highly  likely  that  if  PFC  Manning  is  released  he  will  continue  to 
commit  physical  acts  of  violence  or  leak  additional  classified  information  to  the  detriment  of 
national  interests. 

c.  Lesser  forms  of  restraint.  The  conditions  on  liberty  which  are  necessary  to  safeguard 
Soldiers  and  national  security  are  tantamount  to  confinement.  PFC  Manning  must  be  confined 
under  law.  His  history  of  violent  behavior  and  the  BHE  results  indicate  PFC  Manning  presents  a 
“high”  risk  of  harming  others.  There  is  no  way,  short  of  confinement,  to  ensure  PFC  Manning  is 
denied  access  to  a  computer  which  he  could  use  to  release  classified  information  or  to  ensure  the 
safety  of  Soldiers  around  him. 

5.  A  copy  of  all  documents  that  I  considered  is  attached  to  the  original  of  this  memorandum,  and 
may  be  inspected  in  the  office  of  the  undersigned. 

6.  The  Government  counsel  has  advised  that  the  anticipated  level  of  disposition  is  a  General 
Court-Martial. 

7.  The  confinee  and  the  government  were  notified  by  me  of  my  decision  and  its  basis  on  30  May 

2010. 


CPT,  JA 

Military  Magistrate 


Exhibits 


A  -  72  Hour  Commander’s  Review  (CPT  Freeburg) 
B  -  Confinement  Order  (29  May  10) 

C  -  Confinement  Checklist  (29  May  10) 

D  -  SA  Graham’s  Supporting  Affidavit 
E  -  Article  15:  PFC  Manning  (24  May  10) 

F  -  DA  Form  4856  (17  May  10) 

G  -  Statement:  SPC  Showman  (8  May  10) 

H  -  Statement:  SPC  Shimm  (8  May  10) 

I  -  Statement:  PFC  Bales  (8  May  10) 

J  -  Statement:  SSG  Taua  (8  May  10) 

K  ~  MFR:  SPC  Schwab  (29  May  1 0) 

L  -  MFR:  MSG  Adkins(21  Dec  09) 

M  -  MFR:  MSG  Adkins  (26  Apr  10) 

N  -  MFR:  MSG  Adkins  (8  May  10) 

O  -  DA  Form  5248-R  (9  May  10) 

P  -  ERB:  PFC  Manning 
Q  -  BHE  (22  May  10) 

R  -  BHE  (28  May  10) 

S  -  PTC  Rights  Advisement  (29  May  10) 
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UNITED  STATES  OF  AMERICA 

v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  Trial 

) 

)  Enclosure  67 

) 

)  10  October  2012 

) 


DEPARTMENT  OF  THE  ARMY 
JOINT  BASE  MYER  -  HENDERSON  HALL 
204  LEE  AVENUE 

FORT  MYER,  VIRGINIA  22211-1199 


IMND-MHH-ZA 


1  8  MAR  'Oil 


MEMORANDUM  FOR  RECORD 


SUBJECT :  Review  of  Pretrial  Confinement  under  Rule  for  Courts-Martial  305(g)  -  U.S.  v.  PFC 
Bradley  Manning 


1.  General.  I  received  the  additional  charges  and  specifications  preferred  against  PFC  Manning 
on  1  March  20!  1  and  hereby  dismiss,  without  prejudice,  the  charges  and  specifications  preferred 
against  PFC  Manning  on  5  July  2010.  1  believe  that  continued  confinement  is  necessary  because 
of  the  nature  and  circumstances  of  the  offenses  charged,  the  likelihood  that  PFC  Manning  can 
and  will  commit  further  serious  criminal  misconduct,  and  the  inadequacy  of  less  severe  forms  of 
restraint. 

2.  Probable  Cause  as  to  Offenses  Committed.  1  have  probable  cause  to  believe  that  PFC 
Manning  committed  the  following  charged  offenses:  one  specification  of  Article  104,  Uniform 
Code  of  Military  Justice  (UCMJ);  sixteen  specifications  of  Article  134,  UCMJ;  and  five 
specifications  of  Article  92,  UCMJ.  The  alleged  criminal  misconduct,  which  served  as  the  basis 
for  placing  PFC  Manning  in  pretrial  confinement  on  29  May  2010  and  my  review  under  RCM 
305(g),  dated  21  January  201 1 ,  remains  the  basis  for  pretrial  confinement  for  the  additional 
charges  and  specifications  preferred  on  1  March  2011.  Although  the  written  form  of  the 
additional  charges  and  specifications  are  different  than  the  original  charges,  the  substantive 
misconduct  is  the  same  for  many  of  the  original  charges  and  specifications  and  the  subsequent 
additional  charges  and  specifications. 

3.  Necessity  for  Confinement. 


a.  Nature  and  Circumstances  of  the  Offenses  Charged.  PFC  Manning  has  been  charged 
with  giving  intelligence  to  the  enemy,  in  violation  of  Article  104,  UCMJ,  as  well  as  multiple 
charges  related  to  his  alleged  disclosure  of  classified  information  to  persons  not  entitled  to 
receive  that  information.  Under  RCM  305(h)(2)(B),  serious  criminal  misconduct  includes 
offenses  which  pose  a  serious  threat  to  the  national  security  of  the  United  States.  1  believe  giving 
intelligence  or  classified  information  to  the  enemy  or  to  other  individuals  without  proper 
authority  poses  a  serious  threat  to  the  national  security  of  the  United  States.  As  such,  PFC 
Manning’s  charged  offenses  amount  to  serious  misconduct  and  he  warrants  pretrial  confinement. 

b.  Further  Serious  Criminal  Misconduct.  Shortly  after  CID  opened  an  investigation,  PFC 
Manning  was  placed  under  supervision  by  his  unit  and  required  an  escort.  He  was  denied  access 
to  computers  and  other  electronic  devices.  Despite  the  presence  of  his  escorts,  PFC  Manning 
managed  to  hand  a  piece  of  paper  w'ith  his  email  address  and  password  to  another  Soldier  in  his 


IMND-MHH-ZA 

SUBJECT:  Review  of  Pretrial  Confinement  under  Rule  for  Courts-Martial  305(g)  -  U.S.  v.  PFC 
Bradley  Manning 


unit  and  asked  her  to  check  his  email  for  him.  I  believe  it  is  likely  that  PFC  Manning  will 
commit  further  serious  misconduct  if  he  is  released  from  pretrial  confinement. 

c.  Less  Severe  Forms  of  Restraint  are  Inadequate.  I  reviewed  the  other  options  available 
to  me  under  RCM  304  and  I  find  them  inadequate.  Although  it  is  unlikely  that  PFC  Manning 
would  have  personal  access  to  classified  information  systems  if  released  from  confinement,  that 
does  not  obviate  the  risk  that  he  could  further  release  previously  acquired  classified  information. 

4.  Conclusion.  After  reviewing  the  additional  charges  and  specifications,  I  believe  continued 
pretrial  confinement  is  appropriate  in  this  case.  Specifically,  there  is  probable  cause  to  believe 
that  PFC  Manning  committed  serious  criminal  misconduct  which  poses  a  threat  to  the  national 
security  of  the  United  States.  1  believe  he  will  likely  commit  further  serious  criminal  misconduct 
if  released  from  confinement.  Because  of  the  national  security  concerns  in  this  case,  less  severe 
forms  of  restraint  are  inadequate.  PFC  Manning  will  remain  in  pretrial  confinement  until 
completion  of  the  pending  court-martial  action. 

5  Ends  CARL  R.  COFFMAN,  JR. 

1 .  Charge  Sheet,  5  Jul  10,  COL,  AV 

2 .  Charge  Sheet,  1  Mar  1 1  Commanding 

3.  PTC  Order,  29  May  10 

4.  Magistrate  Review,  30  May  10 

5.  RCM  305(g)  Review,  21  Jan  1 1 


CF:  (wo/encls) 

1  -Defense  Counsel 
1-MCB  Quantico  Brig 
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CHARGE  SHEET 


I.  PERSONAL  DATA 


NAME  OF  ACCUSED  (Last.  First.  Ml) 

MANNING,  Bradley  E. 


5.  UNIT  OR  ORGANIZATION 


Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th  Mountain 
Division  (Light  Infantry),  Contingency  Operating  Station  Hammer,  Iraq.  APO  AE 
09308 


7  PAY  PER  MONTH 

a  BASIC 

b  SEA/FOREIGN  DUTY 

C.  TOTAL 

$1813.20 

SI  00.00 

$1913.20 

3  GRADE  OR  RANK  4.  PAY  GRADE 

PFC  E-3 


6.  CURRENT  SERVICE 


b.  TERM 

4  vears 


8  NATURE  OF  RESTRAINT  OF  ACCUSED 


Pre-Trial  Confinement 


9  DATE(S)  IMPOSED 


I,  CHARGES  AND  SPECIFICATIONS 


10  CHARGE  I:  VIOLATION  OF  THE  UCMJ,  ARTICLE  92 


SPECIFICATION  1:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  between  on  q 
1 9  November  2009  and  on  or  about  27  May  2010.  at  or  near  Contin»encyi}poi^tfflg~ST5noirHaminer,  Iraq, 
violate  a  lawful  general  regulation,  to  wit:  Para»riipb-4-6frrrArrnv~Regulation  25-2,  dated  24  October  2007, 
by  wrongfully  intrndiiriirala-*^?^^  a  military'  operation  filmed  at  or  near  Baghdad,  Iraq,  on  or 

7uIyT007Tonto  his  personal  computer,  a  non-secure  information  system. 

SPECIFICATION  2:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  between^. 

19  November  2009  and  on  or  about  27  May  20 1 0,  at  or  near  CoruingencyilpsFa^^  Iraq, 

violate  a  lawful  general  regulation,  to  wit:  Paragrapb-4-6fifrr^jrnv~Regulation  25-2,  dated  24  October  2007, 
by  wrongfully  intTqducing-mtmrtl^^  United  States  Department  of  State  cables  onto  his 

■computer^  a  non-secure  information  system. 

SPECIFICATION  3:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  between  on_a 
1 9  November  2009  and  on  or  about  27  May  20 1 0,  at  or  near  ContmgencyXl^^  Iraq, 

violate  a  lawful  general  regulation,  to  wit:  Paraprapb-4-Afb7~~Armv~Repulation  25-2,  dated  24  October  2007, 
by  wrongfully  inirnHi^inpZa-pW^HftpTTlvTicrosoft  Office  PowerPoim  presentation  onto  his  personal  computer, 
SJufeTnfotmation  system. 

(SEE  CONTINUATION  SHEET) 


III.  PREFERRAL 

11a.  NAME  OF  ACCUSER  (Last.  First.  Ml) 

j  0  GRADE  j  c 

;  ORGANIZATION  OF  ACCUSER 

HHC,  2d  BCT,  10th  MTN  Div  (LI) 

1  e.  DATE  (YYYYMMOO) 

2C/ PC  70S 


AFFIDAVIT:  Before  me,  the  undersigned,  authorized  by  law  to  administer  oaths  in  cases  of  this  character,  personally  appeared  the 
above  named  accuser  this  day  of  July,  201 0.  and  signed  the  foregoing  charges  and  specifications  under  oath  that  he  is  a  person 

subject  to  the  Uniform  Code  of  Military  Justice  and  that  he  either  has  personal  knowledge  of  or  has  investigated  the  matters  set  forth 
therein  and  that  the  same  are  true  to  the  best  of  his  knowledge  and  belief. 

2d  BCT,  1 0th  MTNDiv  (LI) 


Organization  at  Officer 


DD  FORM  458,  MAY  2000 


PREVIOUS  EDITION  IS  OBSOLETE. 


(SeeRC  M  3 08  (a))  (See  R  C  M.  308  if  notification  cannot  be  made  ) 


s  informed  of  the  charges  against  him  and  of  the  name(s)  of  the  accusers)  kr 


HHC.  2d  BCT,  10th  MTN  Div  (LI) 

Organization  of  Immediate  Commander 


RECEIPT  BY  SUMMARY  COURT-MARTIAL  CONVENING  AUTHORITY 


The  sworn  charges  were  received  at  hours.  5  3~L)ly 

COS  Hammer,  Iraq.  APO  AE  09308 


Officer  Exercising  Summary  Court  M, 


unsdiction  (See  R.C  M  403) 


_2ojjx -  HQ,  2d  BSTB,  2d  BCT, 

Designation  of  Command  or 


Commanding _ 

Official  Capacity  of  Officer  Signing 


REFERRAL;  SERVICE  OF  CHARGES 


14a.  DESIGNATION  OF  COMMAND  OF  CONVENING  AUTHORITY  b.  PLACE 


C  DATE  (YYYYMMDD) 


court-martial  convened  by 


20  ,  subject  to  the  following  instructions: 


Command  or  Order 


Typed  Name  of  Officer 


Official  Capacity  of  Officer  Signing 


.  I  (caused  to  be)  served  a  copy  hereof  on  |oot*i  irffthe  above  named  accused. 


Typed  Name  of  Trial  Counsel 


Grade  or  Rank  of  Tnal  Counsel 


FOOTNOTES :  1  —  When  an  appropriate  commander  signs  personally,  inapplicable  words  are  stricken 

2  —  See  R  C  M  601(e)  concerning  mstmctions  T 


DD  FORM  458  (BACK),  MAY  2000 


PREVIOUS  EDITION  IS  OBSOLETE. 


CONTINUATION  SHEET,  DA  FORM  458,  MANNING,  Bradley  E..HH WKB 
Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  lOtl^ountam  Division 
(Light  Infantry),  Contingency  Operating  Station  Hammer,  Iraq,  APO  AE  09308 


Item  10  (Confd): 


SPECIFICATION  4:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did. 
on  or  about  19  November  2009  and  on  or  about  3  April  ZOj^aLor-nearCCntingency  Operating 
Station  Hammer,  Iraq,  violate  a  lavvfuU^qicraTretnri^^  Paragraph  4-5(a)(3).  Army 

Re°ulation_25-2  jiated-54~Qcto5er2007.  by  wrongfully  adding  unauthorized  software  to  a  Secret 
rnefProtocol  Router  network  computer. 


ft?* 


CHARGE  II:  VIOLATION  OF  THE  UCMJ,  ARTICLE  134 


SPECFIC.ATION  1:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  atorjjear  ' 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 9  Noventbep-SOOSTand  on  or 
about  5  April  2010,  have  unauthorized  possession  of  photograpljsjetetTng  to  the  national 
defense,  to  wit:  a  classified  video  of  a  military  ogetaUeirfilmed  at  or  near  Baghdad,  Iraq,  on  or 
about  1 2  July  2007,  and  did  willfuljyjx>mrittIfiTca^,  deliver  and  transmit  the  video,  or  cause  the 
video  to  be  communicaterL-dettvefed,  and  transmitted,  to  a  person  not  entitled  to  receive  it,  in 
violationjitJ^-W^Code  Section  793(e),  such  conduct  being  prejudicial  to  good  order  and 
Cipfine  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


SPECIFICATION  2:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  o 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  19  November  2£109^nd  on  or 
about  5  April  2010,  knowingly  exceed  his  authorized  access  on  a  Secret  Intgrnefmitocol  Router 
network  computer  and  obtain  information  that  has  been  determinecLby'lHe  United  States 
Government  pursuant  to  an  Executive  Order  or  statute  torequifeprotecti  on  against  unauthorized 
disclosure  for  reasons  of  national  defense,  to  wit^>-dSssified  video  of  a  military  operation 
filmed  at  or  near  Baghdad,  Iraq,  on  or  abpuET2July  2007,  and  did  willfully  communicate, 
deliver  and  transmit  the  video,  oj^cartSethe  video  to  be  communicated,  delivered  and  transmitted, 
to  a  person  not  enlitledtp-feCeTve  it,  with  reason  to  believe  that  such  information  could  be  used 
to  the  injury  ofjbe-tjmted  States  or  the  advantage  of  any  foreign  nation,  in  violation  of  1 8  U.S. 

^  l  1 030(a)(  1 ),  such  conduct  being  prejudicial  to  good  order  and  discipline  in  the 
d  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed  forces. . 

& 

SPECIFICATION  3:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  orji 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 3  January  TOljbantTon  or 
about  19  February  2010,  knowingly  exceed  his  authorized  access  on  a  SecretTnfcmet  Protocol 
Router  network  computer  and  obtain  information  that  has  been  detgrmrned  by  the  United  States 
Government  pursuant  to  an  Executive  Order  or  statute  torequifcprotection  against  unauthorized 
disclosure  for  reasons  of  foreign  relations,  to  wity>-etSssified  United  States  Department  of  State 
cable  titled  “Reykjavik  13,"  and  did  willfjiUrtommunicate,  deliver  and  transmit  the  cable,  or 
cause  the  cable  to  be  communicajedr'delivered,  and  transmitted,  to  a  person  not  entitled  to 
receive  it,  with  reason  tojsefteve that  such  information  could  be  used  to  the  injury  of  the  United 
States  or  the  adygatageof  any  foreign  nation,  in  violation  of  18  U.S.  Code  Section  1030(a)(1), 
such  cojjdtidflJeing  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a 
e  to  bring  discredit  upon  the  armed  forces. 


(SEE  CONTINUATION  SHEET  2) 


CONTINUATION  SHEET  2,  DA  FORM  458,  MANNING,  Bradley  E.^^ 
Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th  Mountain  Division 
(Light  Infantry),  Contingency  Operating  Station  Hammer,  Iraq,  APO  AE  09308 


Item  10  (Cont’d): 


SPECIFICATION  4:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  otjjj 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 9  November2QD9lSncl  on  or 
about  24  May  2010,  knowingly  exceed  his  authorized  access  on  a  Secret  InjfirngfProtocol  Router 
network  computer  and  obtain  information  that  has  been  determine^bylfieUnited  States 
Government  pursuant  to  an  Executive  Order  or  statute  torcqoifeprotection  against  unauthorized 
disclosure  for  reasons  of  foreign  relations,  to  wit^jRCfe’than  50  classified  United  States 
Department  of  State  cables,  and  did  will^jUy^ommunicate,  deliver  and  transmit  the  cables,  or 
cause  the  cables  to  be  communicatedTSelivcrcd,  and  transmitted,  to  a  person  not  entitled  to 
receive  them,  with  reascjn-ttf'belicve  that  such  information  could  be  used  to  the  injury  of  the 
United  Stateso£4te"advantage  of  any  foreign  nation,  in  violation  of  1 8  U.S.  Code  Section 
1030(5)(4)rsuch  conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and 
sing  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


SPECIFICATION  5:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  o 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 9  Noverabef^Ofi^and  on  or 
about  5  April  2010,  intentionally  exceed  his  authorized  accessoji^-ScCreflnternet  Protocol 
Router  network  computer  and  obtain  informationJrxanAhsTJmted  States  Department  of  Defense, 
to  wit:  a  classified  video  of  a  militaryj)peTat)onfilmed  at  or  near  Baghdad,  Iraq,  on  or  about  12 
July  2007,  in  violatiqnofTS-fcJrSi^ode  Section  1030(a)(2),  such  conduct  being  prejudicial  to 
good  order^n4-diSopiine  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the 
["forces. 

SPECIFICATION  6:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  diefatj 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  13Jajn^Fy-20TTfand  on  or 
about  19  February  2010,  intentionally  exceed  his  authorizstLaeeeSTona  Secret  Internet  Protocol 
Router  network  computer  and  obtain  infogDatiefrifonTthe  United  States  Department  of  State,  to 
wit:  a  classified  cable  titledJiR«ykjjRfiirTv’  in  violation  of  18  U.S.  Code  Section  1030(a)(2), 
such  conductieingTSfejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a 
STobring  discredit  upon  the  armed  forces. 


SPECIFICATION  7:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  didjrtorji 
Contingency  Operating  Station  Hammer,  Iraq,  on  divers  occasions,  bcUTCCXLOft-orSboutl  9 
November  2009  and  on  or  about  27  May  201 0,  intentionafiy^execetriuTauthorized  access  on  a 
Secret  Internet  Protocol  Router  nerworkcoinputerafiiT^btain  information  from  the  United  States 
Department  of  State,  towit^jmereTjhSrfTSO^OOO  diplomatic  cables,  in  violation  of  1 8  U.S.  Code 
Section  1030fa)(?7rSucfrconduct  being  prejudicial  to  good  order  and  discipline  in  the  armed 
rand  being  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


(SEE  CONTINUATION  SHEET  3) 


CONTINUATION  SHEET  3,  DA  FORM  458,  MANNING,  Bradley 

Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  1  Oth^ountauuDivision 

(Light  Infantry),  Contingency  Operating  Station  Hammer.  Iraq,  APO  AE  09308 


Item  10  (Corn’d): 


SPECIFICATION  8:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did^at_orjiEaf 
Contingency  Operating  Station  Hammer.  Iraq,  on  divers  occasions,  betv^eri_or5-«rt5outl9 
November  2009  and  on  or  about  27  May  2010,  intentionalh^exeeettTiTauthonzed  access  on  a 
Secret  Internet  Protocol  Router  netuorkconiputerafidT^btain  information  from  the  United  States 
Department  of  Defenseit03dt^a-dSssified  Microsoft  Office  PowerPoint  presentation,  in 
violationofJLS-UrS^odeSection  1 030(a)(2),  such  conduct  being  prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


(END  OF  CHARGES) 


CHARGE  SHEET 


I.  PERSONAL  DATA 


1 .  NAME  OF  ACCUSED  (Last,  First.  Ml) 

MANNING,  Bradley  E. 

2.  SSN 

3.  GRADE  OR  RANK 

PFC 

4.  PAY  GRADE 

E-3 

5  UNIT  OR  ORGANIZATION 

1  leadquarlers  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th  Mountain 
Division  (Light  Infantry),  Contingency  Operating  Station  Hammer,  Iraq,  APO  AF. 
09308 

6.  CURRENT  SERVICE  j 

a.  IN  TIAL  DATE 

2  OCT  07 

b.  TERM 

4  years 

7.  PAY  PER  MONTH 

8.  NATURE  OF  RESTRAINT  OF  ACCUSED 

9.  DATE(S)  IMPOSED 

a.  BASIC 

b.  SEA/FOREIGN  DUTY 

&  TOTAL 

$1813.20 

$100.00 

$1913.20 

Pre-Trial  Confinement 

29  MAY  10 

10.  CHARGE  I:  VIOLATION  OF  THE  UCMJ,  ARTICLE  92 


SPECIFICATION  1 :  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  between  on  or  about 
1 9  November  2009  and  on  or  about  27  May  2010,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 
violate  a  lawful  general  regulation,  to  wit:  Paragraph  4-6(k),  Army  Regulation  25-2,  dated  24  October  2007, 
by  wrongfully  introducing  a  classified  video  of  a  military  operation  filmed  at  or  near  Baghdad,  Iraq,  on  or 
about  12  July  2007.  onto  his  personal  computer,  a  non-secure  information  system. 

SPECIFICATION  2:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  between  on  or  about 
19  November  2009  and  on  or  about  27  May  2010,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 
violate  a  lawful  general  regulation,  to  wit:  Paragraph  4-6(k),  Army  Regulation  25-2,  dated  24  October  2007, 
by  wrongfully  introducing  more  than  50  classified  United  States  Department  of  State  cables  onto  his 
personal  computer,  a  non-sccure  information  system. 

SPECIFICATION  3:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  between  on  or  about 
19  November  2009  and  on  or  about  27  May  2010,  at  or  near  Contingency  Operating  Station  Hammer,  Iraq, 
violate  a  lawful  general  regulation,  to  wit:  Paragraph  4-6(k),  Army  Regulation  25-2,  dated  24  October  2007, 
by  wrongfully  introducing  a  classified  Microsoft  Office  PowerPoint  presentation  onto  his  personal  computer, 
a  non-secure  information  system. 


(SEE  CONTINUATION  SHEET) 


III.  PREFERRAL  1 

11a.  NAME  OF  ACCUSER  (Last.  First.  Ml) 

b.  GRADE  T  c.  ORGANIZATION  OF  ACCUSER 

FREEBURG,  Matthew  W. 

0-3  1  HHC,  2d  BCT,  10th  MTN  Div  (LI) 

1  e.  DATE  (YYYYMMDO) 

1  26/00  70S 

AFFIDAVIT:  Before  me,  the  undersigned,  authorized  by  law  to  administer  oaths  in  cases  of  this  character,  personally  appeared  the 

above  named  accuser  this _ day  of  July,  2010,  and  signed  the  foregoing  charges  and  specifications  under  oath  that  he  is  a  person 

subject  to  the  Uniform  Code  of  Military  Justice  and  that  he  cither  has  personal  knowledge  of  or  has  investigated  the  matters  set  forth 
therein  and  that  the  same  are  true  to  the  best  of  his  knowledge  and  belief. 

CHRISTOPHER  D.  GOREN  2d  BCT,  1 0th  MTN  Div  (LI) 

Typed  Name  ot  Officer  Organization  at  Officer 


Trial  Counsel 

Official  Capacity  to  Actninister  Oath 
(See  R.  CM  307(b)  -  must  be  a  commissioned  officer) 


DD  FORM  458,  MAY  2000 


PREVIOUS  EDITION  IS  OBSOLETE. 


CONTINUATION  SHEET,  DA  FORM  458,  MANNING,  Bradley 

Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th  Mountain  Division 
(Light  Infantry),  Contingency  Operating  Station  Hammer,  Iraq,  APO  AE  09308 


Item  lO(ConTd): 


SPECIFICA  TION  4:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  between 
on  or  about  1 9  November  2009  and  on  or  about  3  April  2010,  at  or  near  Contingency  Operating 
Station  Hammer,  Iraq,  violate  a  lawful  general  regulation,  to  wit:  Paragraph  4-5(a)(3),  Army 
Regulation  25-2,  dated  24  October  2007,  by  wrongfully  adding  unauthorized  software  t«  a  Secret 
Internet  Protocol  Router  network  computer. 


CHARGE  II:  VIOLATION  OF  THE  UCMJ,  ARTICLE  134 

SPKCFICATION  1 :  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  19  November  2009  and  on  or 
about  5  April  20 1 0,  have  unauthorized  possession  of  photographs  relating  to  the  national 
defense,  to  wit:  a  classified  video  of  a  military  operation  filmed  at  or  near  Baghdad,  Iraq,  on  or 
about  1 2  July  2007,  and  did  willfully  communicate,  deliver  and  transmit  the  video,  or  cause  the 
video  to  be  communicated,  delivered,  and  transmitted,  to  a  person  not  entitled  to  receive  it,  in 
violation  ofl8  U.S.  Code  Section  793(c),  such  conduct  being  prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

SPECIFICATION  2:  In  that  Private  First  Class  Bradley  K.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  19  November  2009  and  on  or 
ab*ut  5  April  2010,  knowingly  exceed  his  authorized  access  on  a  Secret  Internet  Protocol  Router 
network  computer  and  obtain  information  that  has  been  determined  by  the  United  States 
Government  pursuant  to  an  Executive  Order  or  statute  to  require  protection  against  unauthorized 
disclosure  for  reasons  of  national  defense,  to  wit:  a  classified  video  of  a  military  operation 
filmed  at  or  near  Baghdad,  Iraq,  on  or  about  12  July  2007,  and  did  willfully  communicate, 
deliver  and  transmit  the  video,  or  cause  the  video  to  be  communicated,  delivered  and  transmitted, 
to  a  person  not  entitled  to  receive  it,  with  reason  to  believe  that  such  information  could  be  used 
to  the  injury  of  the  United  States  or  the  advantage  of  any  foreign  nation,  in  violation  of  1 8  U.S. 
Code  Section  I030(aXl ),  such  conduct  being  prejudicial  to  good  order  and  discipline  in  the 
armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

SPECIFICATION  3:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  13  January  2010  and  on  or 
about  19  February  2010,  knowingly  exceed  his  authorized  access  on  a  Secret  Internet  Protocol 
Router  network  computer  and  obtain  information  that  has  been  determined  by  the  United  States 
Government  pursuant  to  an  Executive  Order  or  statute  to  require  protection  against  unauthorized 
disclosure  for  reasons  of  foreign  relations,  to  wit:  a  classified  United  States  Department  of  State 
cable  titled  “Reykjavik  13,”  and  did  willfully  communicate,  deliver  and  transmit  the  cable,  or 
cause  the  cable  to  be  communicated,  delivered,  and  transmitted,  to  a  person  not  entitled  to 
receive  it,  with  reason  to  believe  that  such  information  could  be  used  to  the  injury  of  the  United 
States  or  the  advantage  of  any  foreign  nation,  in  violation  of  18  U.S.  Code  Section  1030(aXl), 
such  conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a 
nature  to  bring  discredit  upon  the  armed  forces. 


(SEE  CONTINUATION  SHEET  2) 


CONTINUATION  SHEET  3,  DA  FORM  458,  MANNING,  Bradley 

Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th  Mountain  Division 

(Light  Infantry).  Contingency  Operating  Station  I  Iammer,  Iraq,  APO  AE  09308 


Item  10  (Cont'd): 


SPECIFICA  TION  8:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  on  divers  occasions,  between  on  or  about  19 
November  2009  and  on  *r  about  27  May  2010,  intentionally  exceed  his  authorized  access  on  a 
Secret  Internet  Protocol  Router  network  computer  and  obtain  information  from  the  United  Slates 
Department  of  Defense,  to  wit:  a  classified  Microsoft  Office  PowerPoint  presentation,  in 
violation  of  1 8  U.S.  Code  Section  1030(a)(2),  such  conduct  being  prejudicial  to  good  order  and 
discipline  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the  aimed  forces. 


(F.NDOF  CHARGES) 


CONTINUA  TION  SHEET  2,  DA  FORM  458,  MANNING,  Bradley 

Headquarters  and  Headquarters  Company,  2d  Brigade  Combat  Team,  10th  Mountain  Division 

(Light  Infantry),  Contingency  Operating  Station  Hammer,  Iraq,  APO  AE  09308 


Item  10  (Cont’d): 


SPECIFICATION  4:  In  that  Private  First  Class  Bradley  K.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  19  November  2009  and  on  or 
about  24  May  2010,  knowingly  exceed  his  authorized  access  on  a  Secret  Internet  Protocol  Router 
network  computer  and  obtain  information  that  has  been  determined  by  the  United  States 
Government  pursuant  to  an  Executive  Order  or  statute  to  require  protection  against  unauthorized 
disclosure  for  reasons  of  foreign  relations,  to  wit:  more  than  50  classified  United  States 
Department  of  Stale  cables,  and  did  willfully  communicate,  deliver  and  transnr  t  the  cables,  or 
cause  the  cables  to  be  communicated,  delivered,  and  transmitted,  to  a  person  not  entitled  to 
receive  them,  with  reason  to  believe  that  such  information  could  be  used  to  the  injury  of  the 
United  Slates  or  the  advantage  of  any  foreign  nation,  in  vitiation  of  18  U.S.  Code  Section 
1030(a)(1),  such  conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and 
being  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

SPECIFICATION  5:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  19  November  2009  and  on  or 
about  5  April  2010,  intentionally  exceed  Iris  authorized  access  on  a  Secret  Internet  Protocol 
Router  network  computer  and  obtain  information  from  the  United  States  Department  of  Defense, 
to  wit:  a  classified  video  of  a  military  operation  filmed  at  or  near  Baghdad,  Iraq,  on  or  about  1 2 
July  2007,  in  violation  of  18  U.S.  Code  Section  1030(a)(2),  such  conduct  being  prejudicial  to 
good  order  and  discipline  in  the  armed  forces  and  being  of  a  nature  to  bring  discredit  upon  the 
armed  forces. 

SPECIFICATION  6:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 3  January  201 0  and  on  or 
about  19  February  2010,  intentionally  exceed  his  authorized  access  on  a  Secret  Internet  Protocol 
Router  network  computer  and  obtain  information  from  the  United  States  Department  of  State,  to 
wit:  a  classified  cable  titled  “Reykjavik  1 3,”  in  violation  of  1 8  U.S.  Code  Section  1 030(a)(2), 
such  conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed  forces  and  being  of  a 
nature  to  bring  discredit  upon  the  armed  forces. 

SPECIFICATION  7:  In  that  Private  First  Class  Bradley  E.  Manning,  U.S.  Army,  did,  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  on  divers  occasions,  between  on  or  about  19 
November  2009  and  on  or  about  27  May  2010,  intentionally  exceed  his  authorized  access  on  a 
Secret  Internet  Protocol  Router  network  computer  and  obtain  information  from  the  United  States 
Department  of  State,  to  wit:  more  than  1 50,000  diplomatic  cables,  in  violation  of  1 8  U.S.  Code 
Section  1030(aX2),  such  conduct  being  prejudicial  to  good  order  and  discipline  in  the  armed 
forces  and  being  of  a  nature  to  bring  discredit  upon  the  aimed  forces. 


(SEE  CONTINUATION  SHEET  3) 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Response  to 

)  Defense  Motion  to  Dismiss 

)  for  Lack  of  Speedy  Trial 

) 

)  Enclosure  68 

) 

)  10  October  2012 

) 


UNITED  STATES  ) 

) 

v-  ) 

DEFENSE  DISCOVERY 
REQUEST 

) 

MANNING.  Bradley  E..  PFC  ) 

U.S.  Army. 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison.  Joint  Base  Myer-Henderson  Hall,  ) 

Fort  Myer,  VA  22211  ) 

DATED:  29  October  2010 

1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of 
Evidence,  Manual  for  Courts-Martial,  United  States,  2008,  Article  46, 
Uniform  Code  of  Military  Justice,  and  other  applicable  law,  request  for 
discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of  United  States 
v.  Bradley  E.  Manning. 

a.  A  copy  of  any  handwritten,  typed  or  recorded  statements  by  the  accused  or 
any  other  potential  witness  in  connection  with  the  investigation  of  this  case 
made  to  representatives  of  the  government  to  include  summaries  of 
conversations  with  representatives  of  the  government,  which  were  not 
attached  as  allied  papers  at  the  time  the  charges  were  preferred. 

b.  The  contents  of  all  statements,  oral  or  written,  made  by  the  accused  that 
are  relevant  to  the  case,  known  to  the  trial  counsel,  and  within  control  of  the 
armed  forces.  The  defense  specifically  requests  that  any  statement  made  by 
the  accused  that  the  trial  counsel  intends  to  introduce  into  evidence  be 
reduced  to  writing  and  disclosed  to  the  defense.  The  defense  needs  these 
statements  in  written  form  in  order  to  prepare  motions  to  suppress  under 
M.R.E.  304(d)(2)(a).  The  defense  also  requests  any  derivative  evidence  be 
disclosed  to  the  defense  IAW  M.R.E.  304(d)(2)(c).  *  Specifically,  defense 
requests  the  complete  Instant  Message  chat  log  and  any  emails  allegedly  sent 
between  PFC  Manning  and  Mr.  Adrian  A.  Lamo. 

c.  Disclosure  of  all  evidence  seized  from  the  person  or  property  of  the 
accused,  whether  believed  to  be  ow'ned  by  the  accused  or  anyone  else,  that  the 
prosecution  intends  to  offer  into  evidence  against  the  accused  at  trial. 
♦Specifically,  defense  requests  the  results  of  any  examination  of  computers 
allegedly  used  or  owned  by  PFC  Manning,  and  for  the  government  to  make 
the  hard  drives  from  these  computers  accessible  to  the  defense  computer 
forensic  expert  Mr.  Eric  Lakes  of  Cyber  Agents  Inc.,  128  Southland  Drive. 
Lexington,  Kentucky.  40503. 
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d.  Copies  of  all  medical  and  mental  repons  relating  to  the  accused. 

*  Specifically,  the  defense  requests  copies  of  any  behavioral  health 
assessments  of  PFC  Manning  both  before,  during,  and  after  the  deployment  to 
Iraq. 

e.  Any  known  evidence  tending  to  diminish  credibility  of  any  witness 
including,  but  not  limited  to,  prior  convictions  under  M.R.E.  609,  evidence  of 
other  character,  conduct,  or  bias  bearing  on  witness  credibility  under  M.R.E. 
608.  Specifically,  the  defense  requests  the  name  and  contact  information  for 
any  law  enforcement  agent  working  with  Mr.  Adrian  A.  Lamo.  See  Brady  v. 
Maryland ,  373  U.S.  83  (1963);  VnitedStates  v.  Agars,  427  U.S.  97  (1976). 
The  defense  also  requests  any  other  evidence  in  the  possession  of  the 
government  favorable  to  the  accused,  or  tends  to  negate  the  guilt  of  the 
accused  of  any  offense  charged,  or  reduce  the  punishment  for  any  offense 
charged. 

f.  The  names  and  contact  information  for  all  government  investigators  w'ho 
have  participated  or  are  presently  participating  in  the  investigation  of  the 
case. 

g.  Any  evidence  of  other  crimes,  wrongs,  or  acts  which  the  prosecution  seeks 
to  introduce  for  any  purpose  whatsoever.  See  M.R.E.  404(b). 

h.  All  personal  or  business  notes,  memorandums,  and  writings  prepared  by 
investigators  in  said  case  which  are  not  furnished  pursuant  to  any  other 
provisions  of  this  request. 

i.  The  military'  status  of  all  witnesses.  Where  applicable,  the  defense  requests 
the  date  of  separation  from  the  Army,  and  the  discharge  provisions  used  to 
effect  such  discharge  if  for  other  than  completion  of  the  obligated  term  of 
service.  Pursuant  to  M.R.E.  301(c)(2),  disclosure  is  requested  of  any 
immunity  or  leniency  pertaining  to  witnesses  or  potential  witnesses. 

j.  The  Tactical  Sensitive  Compartment  Information  (T-SCIF)  accreditation 
packet  for  FOB  Hammer.  The  SOP  for  the  T-SCIF  at  FOB  Hammer.  The 
name  and  contact  information  for  the  security  manager  at  the  T-SCIF  at  FOB 
Hammer.  A  copy  of  the  Security  Classification  Guide  (SCG)  for  the  T-SCIF 
at  FOB  Hammer.  PFC  Manning’s  training  records  related  to  his  MOS.  Any 
documentation  PFC  Manning  has  signed  dealing  with  information  security. 

A  list  of  any  refresher  training  or  in-country  training  PFC  Manning  has 
received  on  information  security. 

k.  Any  evidence  of  prior  Article  1 5  action,  civilian  or  military  convictions, 
and  adverse  administrative  actions  relating  to  any  of  the  government's 
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witnesses,  defense  witnesses,  or  the  accused.  Any  evidence  that  the 
government  intends  to  use  for  impeachment  purposes  of  the  accused,  or  any 
other  witness.  This  includes  any  character  evidence  the  government  intends 
to  introduce  at  trial  under  M.R.E.  404. 

l.  A  list  of  all  witnesses  the  prosecution  intends  to  call  during  the  Article  32 
along  with  their  addresses  and  phone  numbers  and  copies  of  all  prior  written 
statements. 

m.  Copies  of  all  business  and  official  records  which  the  prosecution  intends 
to  introduce  either  during  the  Article  32  or  at  trial. 

n.  A  list  of  all  exhibits  the  government  plans  to  utilize  at  the  Article  32  or  at 
trial. 

o.  Any  evidence,  testimony,  or  witnesses  the  government  intends  to  use  at 
the  Article  32  or  at  trial  that  have  been  obtained  through  grants  of  immunity, 
or  any  other  concessions  being  granted  to  a  witness,  the  content  of  such 
testimony  or  evidence,  and  the  terms  of  any  such  grants  of  immunity  or 
concessions. 

p.  All  documents,  memoranda,  or  records  of  conversations  pertaining  to  this 
case,  whether  prepared  by  investigators,  commanders,  convening  authority  or 
any  other  person.  The  request  in  this  paragraph  includes  but  is  not  limited  to: 

(1)  A  compete  copy  of  the  C1D  file(s)  (including  but  not  limited  to  the  so- 
called  "right"  and  "left  side")  interviews,  notes,  and  Agent  Activity 
Summaries  or  any  other  files  maintained  by  a  law  enforcement  agency  at  Fort 
Myer,  Fort  Drum,  Contingency  Operating  Station  Hammer,  or  any  other 
installation  that  participated  in  the  investigation  of  this  case. 

(2)  A  complete  copy  of  any  other  documents  or  files  pertaining  to  the 
above  named  individual. 

(3)  A  complete  copy  of  any  emails  or  memorandums  relating  to  the 
preferral  of  charges  in  this  case  or  to  the  level  of  court-martial. 

q.  Any  writings  used  to  refresh  the  memory  of  any  government  witness.  IAW 
M.R.E.  612. 

r.  Copies  of  the  report  concerning  the  polygraph  examinations  administered 
to  any  person  related  to  this  case.  This  includes  copies  of  statements  taken 
after  the  polygraph  exam. 
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s.  A  copy  of  any  Freedom  of  Information  Act  (FOIA)  request  and  any 
response  or  internal  discussions  of  any  such  FOIA  request  that  is  related  to 
the  classified  video  charged  in  Specification  1,  Charge  I  and  Specification!, 

2,  and  5  of  Charge  II. 

2.  The  defense  requests  that  the  government  informs  the  defense  counsel  if  it 
does  not  intend  to  comply  with  any  specific  provision  of  this  request. 

3.  It  is  understood  that  this  is  a  continuing  request. 

4.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  29 
October  2010. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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UNITED  STATES 


v. 


DEFENSE  DISCOVERY 
REQUEST 


MANNING,  Bradley  E..  PFC 


U.S.  Army. 


Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall. 
Fort  Myer,  VA  22211 


DATED:  15  November  2010 


1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of 
Evidence,  Manual  for  Courts-Martial,  United  States,  2008,  Article  46. 
Uniform  Code  of  Military  Justice,  and  other  applicable  law,  request  for 
supplemental  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

2.  The  defense  requests  that  the  government  respond  to  each  item  listed  in  its 
29  October  2010  discovery  request  and  the  following  additional  discovery': 

a.  The  names  and  contact  information  for  all  government  investigators  who 
have  participated  or  who  are  presently  participating  in  the  investigation  of  the 
case,  previously  requested  on  29  October  2010.  Specifically,  the  names  of 
the  investigators  and  an  inventory  of  the  items  seized  from  the  home  of  Ms. 
Debra  Van  Alstyne,  1492  Selworthy  Road,  Potomac,  MD  20854  on  2 
November  2010.  Additionally,  a  list  of  items  seized  from  Mr.  David  House 
and  a  copy  of  all  reports  or  analysis  of  the  items  seized  by  the  Department  of 
Homeland  Security,  the  Federal  Bureau  of  Investigation  (FBI),  or  any  other 
government  agency  on  3  November  2010.  Finally,  a  copy  of  all  field 
interviews  and  reports  conducted  by  the  FBI  or  any  other  governmental 
organization  involving  .witnesses  from  Boston.  Massachusetts  or  any  other 
city  from  24  May  2010  to  the  present  involved  in  this  case. 

b.  The  entire  counseling  packet  for  PFC  Manning.  Specifically,  any 
counseling  or  assessments  done  of  PFC  Manning  by  his  chain  of  command, 
MSG  Paul  Adkins,  CPT  Casey  Martin,  SSG  Peter  Bigelow,  CPT  Matthew 
Freeburg,  or  1SG  Mark  Woodworth. 

c.  All  Behavioral  Health  Assessments  (BHA)  or  mental  evaluations  of  PFC 
Manning,  previously  requested  by  the  defense  on  29  October  2010.  The 
defense  requests  any  assessment  by  CAPT  Kenneth  J.  Iverson,  CAPT  Bruce 
Balfour,  CAPT  William  Hocter,  CPT  Eden  Critchfield,  CPT  Dale  Hill  or  any 
other  individual  who  has  evaluated  or  commented  on  PFC  Manning’s  mental 
state  at  any  time.  Specifically,  the  defense  requests  the  22  May  and  28  May 
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2010  BHA,  and  all  assessments  for  POI  recommendations  to  the  Quantico 
Confinement  Facility. 

d.  Any  and  all  documents  or  emails  considered  by  CPT  Kevin  Ley  as  the 
military  magistrate  to  support  his  search  and  seizure  authorizations. 

e.  Recorded  video  footage  of  when  PFC  Manning  collapsed  in  confinement 
as  referenced  at  000095  and  any  other  recorded  audio  or  video  footage  of 
PFC  Manning  while  in  confinement  either  in  Iraq,  Kuwait,  or  the  United 
States. 

f.  Network  logs  for  all  computers  searched  by  CPT  Thomas  Cherepko  or  any 
other  government  employee  or  investigator  as  referenced  at  000186-87. 

g.  The  application.  Security  and  System  Network  logs  obtained  from  PFC 
Blake  Dudley  as  referenced  at  0000187. 

h.  The  results  of  SA  Calder  L  Robertson  III  and  SA  David  S  Shaver's 
analysis  of  any  computers  analyzed  in  this  case  as  well  as  copies  of  any 
investigative  notes  or  assessments  by  Computer  Crimes  Investigative  Unit 
(CCIU).  Additionally,  the  names  of  all  individuals  from  the  CCIU  or  any 
other  government  agency  that  have  performed  or  are  performing  any 
computer  forensic  analysis  in  this  case. 

i.  All  documentation  or  information  provided  by  the  government  to  LTC 
Craig  Merutka.  Specifically,  copies  of  the  chat  logs  referenced  at  000455  and 
copies  of  the  CCIU  reports  referenced  at  000463. 

j.  The  results  of  inquiry /investigation  and  all  discussions  and  assessments 
done  in  compliance  with  Department  of  Defense  (DoD)  Directive  5210.50, 
DoD  Directive  5200.1  Chapter  10,  DoD  S-5105.21-M-1,  DoD  Instruction 
5240.4,  and  Executive  Order  13526.  Specifically,  the  defense  requests  the 
answers  to  the  following  required  investigative  determinations  by  the  above 
DoD  Directives,  Instruction,  and  Executive  Order:  When,  where,  and  how 
did  the  incident  occur?  What  persons,  situations,  or  conditions  caused  or 
contributed  to  the  incident?  What  classified  information  was  compromised? 
If  a  compromise  occurred,  what  specific  classified  information  and/or 
material  was  involved?  If  classified  information  is  alleged  to  have  been  lost, 
what  steps  were  taken  to  locate  the  material?  In  what  specific  media  article 
or  program  did  the  classified  information  appear?  To  what  extent  was  the 
compromised  information  disseminated?  Was  the  information  properly 
classified?  Was  the  information  officially  released?  Are  there  any  leads  to 
be  investigated  that  might  lead  to  identification  of  the  person(s)  responsible 
for  the  compromise? 
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k.  The  defense  also  requests  copies  of  any  notification  to  the  Original 
Classification  Authorities  (OCA),  the  contact  information  for  the  OCAs,  and 
the  required  answers  by  DoD  Directive  that  states  when  notified  of  the 
compromise  of  classified  information  or  material,  the  original  classification 
authority  for  that  information  or  material  shall:  Verify  the  classification  and 
duration  of  classification  initially  assigned  to  the  information;  Reevaluate  the 
classification  of  the  information  to  determine  whether  the  classification 
should  be  continued  or  changed;  and  complete  a  damage  assessment  in 
accordance  with  DoD  Instruction  and  Directive.  The  verification, 
reevaluation  and  damage  assessment  process  is  required  by  DoD  Directive  to 
be  completed  as  soon  as  possible  following  notification  of  a  compromise. 

3.  The  defense  requests  that  the  government  informs  the  defense  counsel  if  it 
does  not  intend  to  comply  with  any  specific  provision  of  this  request. 

4.  It  is  understood  that  this  is  a  continuing  request. 

5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  15 
November  2010. 


DAVID  TDWARD  COOMBS 
Civilian  Defense  Counsel 
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UNITED  STATES  ) 

v.  ) 

DEFENSE  DISCOVERY 
REQUEST 

MANNING.  Bradley  E..  PFC  ) 

U.S.  Army. 

Headquarters  and  Headquarters  Company.  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  ) 

Fort  Myer,  VA  22211  ) 

DATED:  8  December  2010 

] .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence. 
Manual  for  Courts-Martial.  United  States.  2008.  Article  46.  Uniform  Code  ot  Military 
Justice,  and  other  applicable  law.  request  for  supplemental  discovery  is  hereby  made  for 
the  charged  offenses  in  the  case  of  United  States  v.  Bradley  E.  Manning. 

2.  The  defense  requests  that  the  government  respond  to  each  item  listed  in  its  29  October 
and  1  5  November  2010  discovery  requests  and  the  following  additional  discovery: 

a)  The  names  and  contact  information  for  all  government  investigators  who  have 
participated  or  who  are  presently  participating  in  the  investigation  of  the  case,  previously 
requested  on  29  October  and  15  November  2010.  Specifically,  contact  information  for 
SA  Hyung  Kim  from  the  Department  of  Defense  and  SA  Richard  Bowen  from  the  Army 
Computer  Crimes  Unit  and  an  inventory'  of  the  items  seized  from  the  home  of  Mr.  Paul 
Francia  at  601  Hazelwood  Terrace,  Rochester.  New  York  14609. 

b)  All  forensic  results  and  investigative  reports  by  the  Department  ot  State  regarding  the 
information  obtained  by  Wikileaks  as  referenced  by  Assistant  Secretary  of  State  for 
Public  Affairs  P.J.  Crowley.  Additionally,  any  specific  damage  assessment  by  the 
Department  of  State  regarding  the  disclosures  of  the  diplomatic  cables  by  WikiLeaks. 
Any  assessment,  report,  e-mail,  or  document  by  Secretary  of  State  Hillary  Rodham 
Clinton  regarding  the  disclosures  of  diplomatic  cables  by  Wikileaks.  Any  report,  e-mail, 
or  document  discussing  the  need  for  the  State  Department  to  disconnect  access  to  its  files 
from  the  government's  classified  network. 

c)  All  forensic  results  and  investigative  reports  by  the  Department  of  Defense  regarding 
the  information  obtained  by  Wikileaks  and  the  results  of  any  joint  investigation  with  the 
Federal  Bureau  of  Investigation  (FBI.)  as  referenced  by  Secretary  of  Defense  Robert  M. 
Gates.  Additionally,  any  specific  damage  assessment  by  the  Department  of  Defense 
regarding  the  disclosure  of  classified  documents  and  videos,  the  subject  of  this  case,  by 
WikiLeaks. 
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d)  Any  and  ail  documentation  related  to  the  Department  of  Justice  investigation  into  the 
alleged  leaks  by  WikiLeaks  as  referenced  by  Attorney  General  of  the  United  States  Eric 
H.  Holder. 

e)  Any  and  all  documentation  related  to  President  Barack  H.  Obama's  order  for  an 
investigation  and  a  government  wide-review  of  how  agencies  safeguard  sensitive 
information.  Additionally,  any  and  all  documents  related  to  the  steps  the  administration 
is  considering  regarding  these  leaks  and  the  nature  of  the  criminal  investigation  underway 
into  how  the  documents  were  made  public  as  referenced  by  Robert  Gibbs,  the  White 
House  spokesman. 

f)  Any  assessment  given,  or  discussions  concerning,  the  Wikileaks  disclosures  by  any 
member  of  the  government  to  President  Obama.  Any  e-mail,  report,  assessment, 
directive,  or  discussion  by  President  Obama  to  the  Department  of  Defense.  Department  of 
State  or  Department  of  Justice. 

g)  Any  and  all  documents  relating  to  the  Government  Task  Force  created  to  review  the 
various  WikiLeaks  releases  for  potentially  damaging  information  prior  to  the  actual 
releases.  This  Task  Force  apparently  had  over  120  members  reviewing  the  documents 
that  were  either  released  or  pending  release  to  determine  the  possible  harm  to  national 
security. 

h)  The  results  of  any  investigation  or  review'  by  Mr.  Russell  Travers  who  has  been 
appointed  by  President  Obama  to  head  an  interagency  committee  assigned  to  assess  the 
damage  caused  Wiki  Leaks  exposures  and  to  organize  efforts  to  tighten  security  measures 
in  government  agencies. 

i)  Any  and  all  documentation  related  to  the  Pentagon's  review'  on  the  policy  and 
technological  shortfalls  that  led  to  the  WikiLeaks  disclosures  as  referenced  by  Pentagon 
spokesman  Bryan  Whitman. 

j)  Any  and  all  documentation  related  to  the  Central  Intelligence  Agency  (CIA) 
investigation  of  Wikileaks  announced  by  CIA  Director  Leon  Panetta  and  any  internal  or 
external  memorandums  addressing  the  investigation  of  Wikileaks,  PFC  Bradley  Manning 
or  the  nature  of  the  Office  of  Security’s  investigation  into  these  matters. 

k)  Any  and  all  documentation  relating  to  the  government’s  position  of  taking  a  hard  line 
on  unauthorized  leaks  of  information,  as  demonstrated  by  the  prosecutions  of  a  former 
National  Security  Agency  official,  a  Federal  Bureau  of  Investigation  linguist,  and  a  State 
Department  contractor  and  referenced  by  CIA  Director  Leon  Panetta.  Additionally,  any 
and  all  memorandums,  e-mails,  or  other  references  by  Congressmen.  Senators,  or 
government  officials  concerning  the  disposition  of  this  case  or  the  need  to  punish  PFC 
Bradley  Manning. 
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l)  Any  and  all  documentation,  e-mails,  or  reports  given  to  the  Summary  Court-Martial 
Convening  Authority,  the  General  Court-Martial  Convening  Authority,  or  the  Staff  Judge 
Advocate  concerning  the  disposition  of  PFC  Bradley  Manning’s  case  or  the  nature  of  the 
charges  or  possible  charges  against  PFC  Manning.  Specifically,  any  attempt  to  influence 
the  independent  discretion  of  anyone  involved  in  the  military  justice  process. 

m)  Any  and  all  documents  or  observation  notes  by  employees  of  the  Quantico 
confinement  facility  relating  to  PFC  Bradley  Manning. 

n)  The  results  of  the  1 5-6  investigation  into  the  government’s  improper  release  of 
classified  information  to  the  defense.  Whether  the  15-6  investigating  officer  looked  into 
the  following  additional  potential  spillage: 

i.  The  disc  allegedly  found  in  PFC  Manning’s  Room  indicated  the  contents  were 
SECRET.  A  photo  of  the  disk  can  be  found  at  000293.  Was  the  title  on  the  disk 
classified  or  not? 

ii.  The  photos  of  the  T-SCIF  show  a  map  in  the  background  that  was  partially- 
exposed  (000301  and  000302). 

iii.  The  snapshots  of  the  computer  screens  in  the  T-SCIF  were  exposed.  Was  there 
classified  information  being  viewed  on  the  screen?  (000305  and  000306). 

iv.  The  snapshots  of  the  computers  had  documentation  on  the  table  appear  to  show 
classified  information.  (000333,  000334,  and  000335). 

v.  Was  the  investigating  officer  made  aware  of  the  government  disclosure  of  the 
original  five  discs  to  the  military  defense  counsel? 

3.  The  defense  requests  that  the  government  inform  the  defense  counsel  if  it  does  not 
intend  to  comply  with  any  specific  provision  of  this  request. 

4.  It  is  understood  that  this  is  a  continuing  request. 

5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  e-mail  on  8  December  2010. 
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UNITEDSTATES 


DEFENSE  DISCOVERY 
REQUEST 


MANNING.  Bradley  E..  PFC 


U.S.  Army, 


Headquarters  and  Headquarters  Company.  U.S. 
Army  Garrison,  Joint  Base  Myer-Hendcrson  Hall. 
Fort  Myer.  VA  22211 


DATED:  1 0  January  201 1 


1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence. 
Manual  for  Courts-Martial,  United  States.  2008.  Article  46,  Uniform  Code  of  Military 
Justice,  and  other  applicable  law,  request  for  supplemental  discovery  is  hereby  made  for 
the  charged  offenses  in  the  case  of  United  States  v.  Bradley  E.  Manning. 

2.  The  defense  requests  that  the  government  respond  to  each  item  listed  in  its  previous 
discovery'  requests  on  29  October,  15  November,  and  8  December  2010  and  to  also 
respond  to  the  following  additional  discovery': 

a)  Any  information  relating  to  1 8  U.S.C.  §  2703(d)  order  or  any  search  warrant  by  the 
government  of  Twitter,  Facebook,  Google  or  any  other  social  media  site.  Any  metadata, 
MD5  hash  marks  or  other  unique  identifying  information  obtained  from  the  2703(d)  order 
or  search  warrant. 

b)  The  results  and  all  supporting  documents  for  the  investigation  conducted  by  LTCr 
Robert  Caslen  Jr.  The  report  is  directed  by  the  Secretary  of  the  Army  John  McHugh  and 
is  supposed  to  be  completed  by  1  February  2011.  It  will  address  how  PFC  Bradley 
Manning  was  selected  for  his  job,  how  he  was  trained,  whether  his  superiors  missed 
warning  signs  that  he  was  downloading  documents  that  he  did  not  need  to  read  and  how 
PFC  Manning  allegedly  released  the  documents. 

c)  Results  of  any  inquiry  and  testimony  taken  by  House  of  Representative  oversight 
committee  led  by  Representative  Darrell  Issa.  The  committee  is  due  to  look  into 
Wikileaks,  the  actions  of  Attorney  General  Eric  Holder,  and  the  investigation  ol  PFC 
Bradley  Manning. 

d)  A  copy  of  all  Agents  Investigation  Reports  maintained  under  CID  Regulation  195-1 
not  previously  provided  to  the  defense.  A  copy  of  all  agent  notes,  other  governmental 
investigative  reports,  and  sworn  statements. 

3.  The  defense  requests  that  the  government  inform  the  defense  counsel  if  it  does  not 
intend  to  comply  with  any  specific  provision  of  this  request. 


4.  It  is  understood  that  this  is  a  continuing  request. 


Defense  Discovery  Request  -  FFC  Bradley  E.  Manning 


O 


5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  e-mail  on  10  January  201 1 . 


Civilian  Defense  Counsel 


Q 


O 


UNITED  STATES 


DEFENSE  DISCOVERY 
REQUEST 


MANNING,  Bradley  E.,  PFC 


U.S.  Army. 


Headquarters  and  Headquarters  Company.  U.S. 
Army  Garrison,  Joint  Base  Mver-Henderson  Hall, 
Fort  Myer.  VA  22211 


DATED:  16  February  201 1 


1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence, 
Manual  for  Courts-Martial,  United  States.  2008.  Article  46.  Uniform  Code  of  Military 
Justice,  and  other  applicable  law,  request  for  supplemental  discovery  is  hereby  made  for 
the  charged  offenses  in  the  case  of  United  States  v.  Bradley  E.  Manning. 

2.  The  defense  requests  that  the  government  respond  to  each  item  listed  in  its  previous 
discovery  requests  on  29  October,  1 5  November,  8  December  2010,  and  10  January  201 1 
and  to  also  respond  to  the  following  additional  discovery: 

a)  The  defense  team  has  learned  that  a  number  of  soldiers  at  Fort  Drum  have  received  a 
DoD  imposed  flag  as  a  result  of  investigations  into  the  alleged  leak  by  PFC  Manning. 

The  defense  requests  the  names  of  the  soldiers  who  have  been  flagged,  the  nature  for  why 
they  were  flagged,  who  imposed  the  Hag,  and  any  other  derogatory  information  relating  to 
this  case  to  include,  but  not  limited  to:  any  reprimand  (oral  or  written),  UCMJ  action,  or 
administrative  separation  actions. 

b)  The  defense  team  has  learned  that  .Army  CID  has  audio  surveillance  of  the  first 
visitation  booth  immediately  adjacent  to  the  control  room  where  we  meet  with  PFC 
Manning.  This  appears  to  be  the  booth  where  attorney-client  visits  take  place.  The 
defense  requests  a  copy  of  any  and  all  audio  or  video  tapes  of  PFC  Manning  at  any  time 
whether  they  be  from  in  person  visits  or  from  telephonic  conversations. 

c)  A  copy  of  the  latest  CID  investigation  report  and  all  Agents  Investigation  Reports 
maintained  under  CID  Regulation  195-1  not  previously  provided  to  the  defense. 
Additionally,  a  copy  of  all  agent  notes,  other  governmental  investigative  reports,  and 
sworn  statements. 

d)  A  roster  of  all  individuals  assigned  to  HHC.  2BCT,  10th  Mtn  Division,  specifically 
anv  soldier  assigned  in  the  S2  Section  of  2BCT.  The  defense  requests  full  name,  rank, 
email  and  phone  contact  information  for  each  individual. 

e)  Access  to  all  classified  information  that  the  government  intends  to  use  in  this  case. 

To  include  any  damage  assessment  or  information  review  conducted  by  any 
governmental  agency  or  at  the  direction  of  a  governmental  agency. 
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3.  The  defense  requests  that  the  government  inform  the  defense  counsel  if  it  does  not 
intend  to  comply  with  any  specific  provision  of  this  request. 

4.  It  is  understood  that  this  is  a  continuing  request. 

5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  e-mail  on  16  February  201 1. 

-  c/st— 

DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 


© 


J 


) 

)  DEFENSE  DISCOVERY 

)  REQUEST 

) 

) 

) 

) 

)  DATED:  13  May  2011 

) 

1.  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence, 
Manual  for  Courts-Martial,  United  States,  2008,  Article  46,  Uniform  Code  of  Military 
Justice,  and  other  applicable  law,  request  for  supplemental  discovery  is  hereby  made  for 
the  charged  offenses  in  the  case  of  United  States  v.  Bradley  E.  Manning. 

2.  The  defense  requests  that  the  government  continue  with  its  obligation  to  provide 
discovery  in  response  to  each  item  listed  in  its  previous  discovery  requests  on  29  October 
2010,  15  November  2010,  8  December  2010,  10  January  201 1,  and  16  February  201 1  and 
to  also  respond  to  the  below  requested  discovery. 

3.  The  defense  requests  that  the  government  produce  any  and  all  documents  (sworn  or 
signed  statements,  photographs,  emails  etc.,),  tangible  items  (books,  papers,  etc.,),  and 
reports  (investigative  summaries,  damage  assessments.  Original  Classification  Authority 
(OCA)  determinations,  etc.,)  conducted  by  the  United  States  Army,  the  Department  of 
Defense,  the  Department  of  Justice,  the  National  Security  Agency,  the  Defense 
Intelligence  Agency,  the  Department  of  Homeland  Security  Office  of  Intelligence  and 
Analysis,  the  Central  Intelligence  Agency,  the  Federal  Bureau  of  Investigation,  and  the 
Bureau  of  Diplomatic  Security  (DS).  The  trial  counsel,  upon  defense  request,  has  an 
affirmative  obligation  to  seek  out  requested  evidence  that  is  in  the  possession  of  the 
government  even  if  that  evidence  is  not  already  in  the  immediate  possession  of  the  trial 
counsel.  United  Slates  v.  Williams,  50  M.J.  436,  441  (C.A.A.F.  1999);  United  States  v. 
Bryan,  868  F.2d  1032,  1036  (9th  Cir.  1989);  United  States  v.  Brooks ,  966  F.2d  1500,  1503 
(1992)  (the  government  is  considered  to  have  possession  of  information  that  is  in  the 
control  of  agencies  that  are  “closely  aligned  with  the  prosecution”). 

4.  The  defense  requests  any  Brady  material  in  the  government’s  possession.  Brady  v. 
Maryland,  373  U.S.  83  (1963)  (holding  that  due  process  requires  the  government  to  turn 
over  exculpatory  evidence  in  its  possession).  The  defense  also  requests  any  Jencks 
material  in  the  government’s  possession.  Jencks  v.  United  States,  353  U.S.  657  (1957) 
(holding  that,  in  a  criminal  prosecution,  the  government  may  not  withhold  documents 
relied  upon  by  government  witnesses,  even  where  disclosure  of  those  documents  might 
damage  national  security  matters).  Specifically,  the  defense  requests  copies  of  all 
statements,  oral  or  written,  by  any  witnesses.  The  defense  also  requests  any  evidence  in 
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the  government’s  possession  that  contradicts  or  is  inconsistent  with  the  government’s 
theory  of  the  case. 

5.  The  defense  requests  that  the  government  inform  the  defense  counsel  if  it  does  not 
intend  to  comply  with  any  specific  provision  of  this  request. 

6.  It  is  understood  that  this  is  a  continuing  request. 

7.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  e-mail  on  13  May  2011. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 


© 


o 


UNITED  STATES 


v. 


DEFENSE  DISCOVERY 
REQUEST 


MANNING,  Bradley  E..  PFC 


U.S.  Army. 


Headquarters  and  Headquarters  Company.  U.S. 
Army  Garrison.  Joint  Base  Myer-Henderson  Hall, 
Fort  Myer,  VA  22211 


DATED:  13  October  201 1 


1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence,  Manual 
for  Courts-Martial.  United  States.  2008.  Article  46.  Uniform  Code  of  Military  Justice,  and  other 
applicable  law.  request  for  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

a.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and  any 
rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LJG  Robert  L 
Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case.  The  request  includes,  but  is  not  limited  to.  the  following  individuals:  COL.  David  M. 
Miller,  COL  Paul  R.  Walter,  LTC  Brian  D.  Kerns,  LTC  Rodney  Garfield.  LTC  Randolph 
Wardle,  MAJ  Eric  Davis,  MAJ  Eric  Graham.  MAJ  Jason  A.  Morrow.  MAJ  Clifford  D.  Clausen. 
MAJ  Elijah  A  Dreher.  CPT  Matthew  W.  Freeburg,  1SG  Eric  TI.  Usbeck.  CPT  Thomas  M. 
Cherepko,  CPT  Steven  J.  Lim.  CPT  Barclay  D.  Keay,  CPT  Casey  Martin,  1LT  Tanya  M.  Gaag, 

1 LT  Elizabeth  A.  Fields,  CW2  Joshua  D.  Ehresman,  CW2  Chad  Eastep,  CW2  Alfred  Lyons, 

WOl  Kyle  J.  Balonek,  SFC  Paul  D.  Adkins,  SSG  Lawrence  W.  Mitchell,  SPC  Daniel  W. 

Padgett,  and  PFC  Jirleah  W.  Showman 

b.  An  inspection  of  all  seized  governmental  computers  from  the  lactical  Sensitive 
Compartmented  Information  Facility  (T-SCIF)  and  Tactical  Operations  Center  (TOC)  of 
Headquarters  and  Headquarters  Company  (HHC).  2nd  Brigade  Combat  Team  (BCT),  10 
Mountain  Division,  Forward  Operating  Base  (FOB)  Hammer.  Iraq  for  the  presence  of  any  and  all 
unauthorized  computer  programs  to  include,  but  not  limited  to:  mIRC  (a  full  featured  Internet 
Relay  Chat  client  for  Windows  that  can  be  used  to  communicate,  share,  play  or  work  with  others 
on  IRC  networks);  Wget  (a  web  crawler  program  designed  ior  robustness  over  slow  or  unstable 
network  connections);  GEOTRANS  (an  application  program  which  allows  a  user  to  easily 
convert  geographic  coordinates  among  a  wide  variety  ol  coordinate  systems,  map  projections 
and  datums);  and  Grid  Extractor  (a  binary  executable  capable  of  extracting  MGRS  grids  from 
multiple  free  text  documents  and  importing  them  into  a  Microsoft  Excel  spreadsheet). 

c.  The  defense  requests  any  Brady  material  in  the  government’s  possession.  Brady  v.  Maryland , 
373  U.S.  83  (1963)  (holding  that  due  process  requires  the  government  to  turn  over  exculpatory 
evidence  in  its  possession).  The  detense  also  requests  any  Jencks  material  in  the  government  s 
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possession.  Jencks  v.  United  Stales,  353  U.S.  657  (1957)  (holding  that,  in  a  criminal 
prosecution,  the  government  may  not  withhold  documents  relied  upon  by  government  witnesses, 
even  where  disclosure  of  those  documents  might  damage  national  security  matters).  The  defense 
specifically  requests  the  following  information: 

i)  White  House:  any  report  or  recommendation  concerning  the  alleged  leaks  in  this  case  by 
Mr.  Russell  Travers.  National  Security  Staffs  Senior  Advisor  for  Information  Access  and 
Security  Policy.  Mr.  Travers  was  tasked  to  lead  a  comprehensive  effort  to  review  the  alleged 
leaks  in  this  case.  Any  and  all  documentation  related  to  President  Barack  H.  Obama's  order  for 
an  investigation  and  a  government  wide-review  of  how  agencies  safeguard  sensitive  information. 
Additionally,  any  and  all  documents  related  to  the  steps  the  administration  is  considering 
regarding  these  leaks  and  the  nature  of  the  criminal  investigation  underway  into  how  the 
documents  were  made  public  as  referenced  by  former  White  House  Press  Secretary  Robert 
Gibbs.  Any  assessment  given,  or  discussions  concerning,  the  Wikileaks  disclosures  by  any 
member  of  the  government  to  President  Obama.  Any  e-mail,  report,  assessment,  directive,  or 
discussion  by  President  Obama  to  the  Department  of  Defense.  Department  of  State  or 
Department  of  Justice: 

ii)  President's  Intelligence  Advisory  Board:  any  report  or  recommendation  concerning  the 
alleged  leaks  in  this  case  by  Chairman  Chuck  Hagel  or  any  other  member  of  the  Intelligence 
Advisory  Board: 

iii)  Central  Intelligence  Agency:  any  report,  damage  assessment  or  recommendation  by  the 
Wikileaks  Task  Force  or  any  other  CIA  member  concerning  the  alleged  leaks  in  this  case.  Any 
internal  or  external  memorandums  addressing  the  investigation  of  Wikileaks,  PFC  Bradley 
Manning  or  the  nature  of  the  Office  of  Security's  investigation  into  these  matters: 

iv)  Department  of  Defense:  All  forensic  results  and  investigative  reports  by  the  Department 
of  Defense  regarding  the  information  obtained  by  Wikileaks  and  the  results  of  any  joint 
investigation  with  the  Federal  Bureau  of  Investigation  (FBI)  as  referenced  by  Former  Secretary 
of  Defense  Robert  M.  Gates.  Additionally,  any  specific  damage  assessment  by  the  Department 
of  Defense  regarding  the  disclosure  of  classified  documents  and  videos,  the  subject  of  this  case, 
by  WikiLeaks.  Specifically,  any  report  by  the  Information  Review  Task  Force  (IRTF)  that  was 
responsible  for  leading  a  comprehensive  Department  of  Defense  review  of  classified  documents 
obtained  by  the  Wikileaks  website  and  any  other  associated  materials; 

v)  Department  of  Justice:  Any  and  all  documentation  related  to  the  Department  of  Justice 
investigation  into  the  alleged  leaks  b  v  WikiLeaks  as  referenced  by  Attorney  General  of  the 
United  States  Eric  H.  Holder: 

vi)  Department  of  State:  Any  and  all  documentation  relating  to  a  review  of  the  alleged  leaks 
in  this  case  and  any  specific  damage  assessment  by  the  Department  of  State  regarding  the 
disclosure  of  diplomatic  cables,  the  subject  of  this  case,  by  WikiLeaks; 
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vii)  Office  of  the  Director  of  National  Intelligence  (ODNI):  Any  and  all  documentation 
relating  to  any  review  or  damage  assessment  conducted  by  ODNI  or  in  cooperation  with  any 
other  government  agency; 

viii)  Other  Government  Intelligence  Agencies:  Any  and  all  documents  relating  to  any  task 
force  or  other  governmental  intelligence  agency  review  of  the  various  alleged  leaks  in  this  case 
to  include,  but  not  limited  to.  any  damage  assessment  based  upon  the  alleged  leaks  or  any 
corrective  action  taken  by  the  United  States  Government  due  to  the  alleged  leaks:  AND 

ix)  House  of  Representatives:  Results  of  any  inquiry  and  testimony  taken  by  House  of 
Representative  oversight  committee  led  by  Representative  Darrell  Issa.  The  committee 
discussed  the  actions  of  Wikileaks.  the  actions  of  Attorney  General  Eric  Holder,  and  the 
investigation  of  PFC  Bradley  Manning. 

d.  The  defense  requests  a  copy  of  the  Preliminary'  Inquiry  Report.  According  to  Department  of 
Defense  (DoD)  5I05.21-M-I,  once  an  SCI  Security  Official  determines  that  a  security  violation 
has  occurred,  the  SCI  Security  Official  must  report  the  violation  within  72  hours  of  discovery'  to 
the  appropriate  Senior  Officials  of  the  Intelligence  Community  (SOIC)  or  Senior  Intelligence 
Officer  (S 10). 

e.  The  defense  requests  a  copy  of  the  Damage  Assessment  of  Compromised  Information  that  is 
required  to  be  submitted  to  the  Special  Security  Officer  (SSO)  under  DoD  5 1 05.21  -M- 1  once  an 
SCI  Security  Official  determines  that  a  security  violation  has  occurred.  The  damage  assessment 
is  supposed  to  contain  the  date  of  the  assessment;  the  name  and  office  symbol  conducting  the 
assessment;  subject/title,  date,  number,  originator  and  original  classification  of  document; 
whether  the  document  can  be  declassified  or  downgraded,  either  in  whole  or  in  part;  justification 
for  classification  (the  specific  statements  in  the  document  which  arc  classified,  the  basis  for 
classification,  and  a  complete  bibliography  of  all  classified  source  materials  used  in  preparation 
of  the  document);  whether  the  classified  information  identified  is  accurate;  whether  the  classified 
information  identified  was  the  subject  of  any  official  release;  and  whether  the  information 
identified  as  classified  can  be  edited  for  the  purpose  of  prosecution. 

f.  The  defense  requests  a  copy  of  the  final  security  violation  investigation  report  submitted  to  the 
SSO  DoD/  Defense  Intelligence  Agency  (DIA)  under  DoD  5 105.21-M-l .  The  report  is  used  to 
assess  intent,  location  of  the  incident,  risk  of  compromise,  sensitivity  of  information,  and 
mitigating  factors  in  arriving  at  a  final  analysis  of  the  incident. 

g.  A  copy  of  all  SCI  security  management  and  self- inspection  reports  for  the  T-SCIF  of  HHC, 
2nd  BCT,  10  Mountain  Division,  FOB  Hammer.  Iraq. 

2.  The  defense  requests  that  the  government  informs  the  defense  counsel  if  it  does  not  intend  to 
comply  w  ith  any  specific  provision  of  this  request. 

3.  It  is  understood  that  this  is  a  continuing  request. 


Defense  Discovery  Request  TfC  Bradley  L.  Manning 


o 


4.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  1 3  October  2011. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 


Q 


O 


UNITED  STATES 
v. 

MANNING,  Bradley  E.,  PFC 


) 

)  DEFENSE  DISCOVERY 
)  REQUEST 

) 

) 

) 

) 


U.S.  Army, 

Headquarters  and  Headquarters  Company,  U.S. 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  15  November  2011 
Fort  Myer,  VA  22211  ) 


1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence,  Manual 
for  Courts-Martial,  United  States,  2008,  Article  46,  Uniform  Code  of  Military  Justice,  and  other 
applicable  law,  request  for  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

2.  The  Defense  requests  that  the  Government  respond  to  each  item  listed  in  its  previous 
discovery  requests  and  to  also  respond  to  the  following  additional  discovery: 

a)  Whether  any  NIPR  or  SIPR  computer  within  the  2d  BCT  T-SCIF  or  Supply  Annex  required 
an  end-user  to  have  their  ID  CAC  Card  in  the  computer; 

b)  The  required  log-in  procedure  for  use  of  the  HP  laptop,  touch  smart  TS2,  serial  number 
CNF8492K3S; 

c)  All  NIPR  and  SIPR  logs  for  any  computer  within  the  2d  BCT  T-SCIF  from  1  November  2009 
to  27  May  2010; 

d)  An  EnCase  forensic  image  of  any  computer  seized  by  the  government  and  all  other 
information  relied  upon  by  the  government  to  claim  information  leaked  to  Wikileaks  was 
obtained  by  any  terrorist  group  such  as  Al-Qaeda  or  Hizb-L  Islami  Gulbuddin  (HIG); 

e)  A  current  curriculum  vitae  for  each  forensic  expert  who  has  worked  on  this  case  for  the 
government; 

f)  Any  classification  review  and  damage  assessment  for  documents  related  to  Specification  8 
and  9  of  Charge  II; 

g)  Any  classification  review  and  damage  assessment  for  the  document  related  to  Specification 
15  of  Charge  II. 

3.  The  Defense  requests  that  the  Government  provide  notice  in  writing  if  it  does  not  intend  to 
comply  with  any  specific  provision  of  this  request. 

4.  It  is  understood  that  this  is  a  continuing  request. 
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5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  1 5  November  2011. 
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UNITED  STATES 


v. 


DEFENSE  DISCOVERY 
REQUEST 


MANNING,  Bradley  E.,  PFC 
U.S.  Army,  

Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall, 
Fort  Myer,  VA  22211 


) 

) 


)  DATED:  16  November  201 1 
) 


1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence,  Manual 
for  Courts-Martial,  United  States,  2008,  Article  46,  Uniform  Code  of  Military  Justice,  and  other 
applicable  law,  request  for  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

2.  The  Defense  requests  that  the  Government  respond  to  each  item  listed  in  its  previous 
discovery  requests  and  to  also  respond  to  the  following  additional  discovery: 

a)  An  EnCase  forensic  image  of  any  computer  seized  by  the  government  and  all  other 
information  relied  upon  by  the  government  to  claim  information  alleged  to  have  been  disclosed 
in  this  case  was  in  the  possession  of  an  unauthorized  individual  in  December  of  2009  (according 
to  the  Government,  this  individual  was  a  representative  of  WikiLeaks); 

b)  Any  damage  assessment  or  review  completed  in  this  case  either  by  or  with  the  assistance  of 
the  Defense  Intelligence  Agency,  the  Office  of  the  National  Counterintelligence  Executive  or 
any  other  governmental  agency; 

3.  The  Defense  requests  that  the  Government  provide  notice  in  writing  if  it  does  not  intend  to 
comply  with  any  specific  provision  of  this  request. 

4.  It  is  understood  that  this  is  a  continuing  request. 

5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  16  November  2011. 


/S/ 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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UNITED  STATES 


v. 


DEFENSE  DISCOVERY 
REQUEST 


MANNING,  Bradley  E.,  PFC 


U.S.  Army, 


Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Mver-Henderson  Hall. 
Fort  Myer,  VA  22211 


DATED:  20  January  2012 


1 .  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence,  Manual 
for  Courts-Martial,  United  States.  2008,  Article  46.  Uniform  Code  of  Military  Justice,  and  other 
applicable  law,  request  for  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

2.  The  Defense  requests  that  the  Government  respond  to  each  item  listed  in  its  previous 
discovery'  requests  of  29  October  2010,  15  November  2010.  8  December  2010,  10  January  2011, 
19  January  2011,  16-February  201 1,  13  May  2011,  13  October  2011,  15  November  201 1,  and  16 
November  201 1  and  to  also  respond  to  the  following  additional  discovery: 

a)  Complete  contact  information  for  Mr.  Robert  E.  Betz,  USCYBERCOM  Chief 
Classification  Advisory  Officer; 

b)  Complete  contact  information  for  Mr.  Patrick  F.  Kennedy.  Under  Secretary  of  State  for 
Management; 

c)  Complete  contact  information  for  Mr.  Robert  Roland: 

d)  Complete  contact  information  for  the  individual  that  completed  the  Classification  Review 
for  the  item  charged  in  Specification  15  of  Charge  II.  The  Defense  also  requests  a  copy  of  the 
Classification  Review  for  the  item  charged  in  Specification  15  of  Charge  II. 

3.  The  Defense  requests  that  the  Government  respond  to  the  following  additional  questions 
regarding  previously  requested  discovery: 

a)  Does  the  Government  possess  any  report,  damage  assessment  or  recommendation  by  the 
WikiLeaks  Task  Force  or  any  other  CIA  member  concerning  the  alleged  leaks  in  this  case?  If 
yes,  please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please 
indicate  w'hy  the  Government  has  failed  to  secure  these  items: 

b)  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  as  a 
result  of  any  joint  investigation  with  the  Federal  Bureau  of  Investigation  (FBI)  or  any  other 
governmental  agency  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 


J 


c 


Defense  Discovery  Request  -  PFC  Bradley  E.  Manning 


items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items; 

c)  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Information  Review  Task  Force  (IRTF)  concerning  the  alleged  leaks  in  this  case?  If  yes,  please 
indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no.  please  indicate  why  the 
Government  has  failed  to  secure  these  items; 

d)  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Department  of  Justice  concerning  the  alleged  leaks  in  this  case?  If  yes.  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items; 

e)  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Department  of  State  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items; 

f)  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Office  of  the  Director  of  National  Intelligence  concerning  the  alleged  leaks  in  this  case?  If  yes, 
please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate 
why  the  Government  has  failed  to  secure  these  items; 

g)  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Defense  Intelligence  Agency  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate 
why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the 
Government  has  failed  to  secure  these  items; 

h)  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Office  of  the  National  Counterintelligence  Executive  concerning  the  alleged  leaks  in  this  case? 

If  yes,  please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please 
indicate  why  the  Government  has  failed  to  secure  these  items; 

.  4.  The  Defense  requests  that  the  Government  provide  notice  in  writing  if  it  does  not  intend  to 
comply  with  any  specific  provision  of  this  request. 

5.  It  is  understood  that  this  is  a  continuing  request. 

6.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  20  January  201 2. 


Civilian  Defense  Counsel 


e 


- 


UNITED  STATES  ) 

)  DEFENSE  DISCOVERY 

v.  )  REQUEST 

) 

MANNING,  Bradley  E„  PFC  ) 

U.S.  Army,  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  26  June  2012 

Fort  Myer,  VA  22211  ) 


1.  In  accordance  with  the  Rules  for  Courts-Martial  and  the  Military  Rules  of  Evidence,  Manual 
for  Courts-Martial,  United  States,  2008,  Article  46,  Uniform  Code  of  Military  Justice,  and  other 
applicable  law,  request  for  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

2.  The  Defense  requests  that  the  Government  provide  the  following  information: 

a)  The  memorandum  from  the  Government  Counsel  to  HQDA  requesting  the  preservation 
and  production  of  records  relating  to  the  court  martial  case  of  U.S.  v.  PFC  Manning. 

b)  Pursuant  to  the  Court’s  Order,  the  Government  produce  any  Department  of  Defense  file 
pertaining  to  PFC  Manning  IAW  R.C.M.  701(a)(2)  and  701(a)(6). 

3.  The  Defense  requests  that  the  Government  provide  notice  in  writing  if  it  does  not  intend  to 
comply  with  any  specific  provision  of  this  request. 

4.  It  is  understood  that  this  is  a  continuing  request. 

5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  26  June  2012. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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) 

) 

) 

) 

)  DATED:  9  July  2012 

) 


the  Military  Rules  of  Evidence,  Manual 
for  Courts-Martial,  United  States,  2008,  Article  46,  Uniform  Code  of  Military  Justice,  and  other 
applicable  law,  request  for  discovery  is  hereby  made  for  the  charged  offenses  in  the  case  of 
United  States  v.  Bradley  E.  Manning. 

2.  The  Defense  requests  that  the  Government  provide  a  copy  of  the  video  referenced  in  Bates 
Number  00042936.  According  to  LCPL  J.E.  Miller,  the  Quantico  Brig  recorded  an  incident 
where  the  guards  had  to  assist  in  freeing  PFC  Manning  from  the  suicide  smock  that  he  was 
wearing. 

3.  Previously,  the  Defense  requested  copies  of  all  audio  and  video  footage  of  PFC  Manning 
while  in  confinement.  See  Defense  Discovery  Request  dated  15  November  2010,  para.  2(e). 
The  Defense  alerted  the  Government  that  its  request  was  a  continuing  request.  Id.  at  para.  4. 
The  Defense  requests  that  the  Government  ensure  that  it  has  produced  all  audio  and  video  of 
PFC  Manning  while  in  confinement. 

4.  It  is  understood  that  this  is  a  continuing  request. 

5.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  email  on  9  July  2012. 


UNITED  STATES 


MANNING,  Bradley  E.,  PFC 
U.S.  Army, 

Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall, 
Fort  Myer,  VA  22211 


1 .  In  accordance  with  the  Rules  for  Courts-Martial 
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UNITED  STATES  ) 

)  DEFENSE  DISCOVERY 

v.  )  REQUEST 

) 

MANNING,  Bradley  E„  PFC  ) 

U.S.  Army,  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  1  August  201 2 

Fort  Myer,  VA  22211  ) 


1.  In  accordance  with  the  Rules  for  Courts-Martial  701(a)(2),  701(a)(6)  and  the  Military  Rules 
of  Evidence,  Manual  for  Courts-Martial,  United  States,  2008,  Article  46,  Uniform  Code  of 
Military  Justice,  and  other  applicable  law,  request  for  discovery  is  hereby  made  for  the  charged 
offenses  in  the  case  of  United  States  v.  Bradley  E.  Manning. 

2.  PFC  Manning  was  held  at  Marine  Corps  Base  Quantico  from  29  July  2010  to  20  April  2011. 
During  this  time,  he  was  held  in  Maximum  Custody  (MAX)  and  under  Prevention  of  Injury 
(POI)  watch. 

3.  On  8  December  2010,  the  Defense  made  a  discovery  request  for  all  documentation  from 
Quantico  pertaining  to  PFC  Manning.  The  Government  provided  extensive  documentation 
related  to  PFC  Manning’s  confinement  at  Quantico  in  October  of  201 1 .  The  Defense  believed 
that  this  was  the  full  extent  of  the  information  the  Government  had  from  Quantico. 

4.  On  26  August  2012,  the  Government  produced  84  emails  from  various  individuals.  The 
Government  indicated  that  these  emails  were  “obviously”  material  to  the  preparation  of  the 
defense  for  the  Article  13  purposes.  MAJ  Fein  indicated  that  the  Government  received  these 
emails  from  Quantico  approximately  6  months  ago.  However,  the  Government  did  not  begin 
reviewing  the  emails  until  25  July  2012. 

5.  On  3 1  August  2012,  CPT  Joe  Morrow,  by  e-mail,  informed  the  Defense  that  the  Government 
had  “made  a  generalized  request  for  Quantico  to  gather  and  preserve  documents  and  information 
pertaining  to  PFC  Manning’s  confinement.”  CPT  Morrow  stated  that  “they  responded  by 
providing  documents  and  information  pertaining  to  his  confinement,  and  included  some  emails.” 

6.  The  Defense  requests  that  the  Government  provide  the  following  discovery: 

a)  The  memorandum/e-mail/document  from  the  Government  to  Quantico  requesting  that 
they  preservation  and  produce  documents  and  information  pertaining  to  PFC  Manning’s 
confinement; 

b)  The  names  of  the  individuals  who  the  Government  sent  the  Quantico  preservation  request 
to  and  the  date  which  the  Government  made  its  request; 
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c)  All  documentation  provided  by  these  individuals  in  response  to  the  Government’s 
request,  the  date  this  information  was  provided,  and  the  individuals  who  provided  the 
requested  information;  and 

d)  Any  other  e-mails  or  documentation  that  the  Government  is  aware  of  and  has  not 
previously  provided  to  the  Defense  dealing  with  PFC  Manning’s  confinement  conditions 
while  at  Quantico. 

7.  The  Defense  also  requests  any  e-mails  or  documentation  relating  to  PFC  Manning  or  PFC 
Manning’s  confinement  conditions  from  or  to  the  following  specifically  listed  individuals: 

a)  LtGen.  George  J.  Flynn,  george.j.flynn@usmc.mil,  Commanding  General,  3300  Russell 
Road  Building:  3300  Floor:  2  Room,  Quarters  1  /  Command  Suite,  Quantico,  VA  22134. 
(703)784-2416; 

b)  Col.  Christopher  Miner,  christopher.miner@usmc.mil.  Staff  Judge  Advocate,  3300 
Russell  Road  Building  3300  Floor  2,  Room  227,  Quantico,  VA  22134  (703)  432-8168; 

c)  Col.  Royal  Mortenson,  royal.mortenson@usmc.mil,  Chief  of  Staff,  3300  Russell  Road 
Building:  3300  Floor:  2  Room:  224,  Quantico,  VA  22134.  (703)784-2665; 

d)  COL  Carl  R.  Coffman  Jr.,  carl.coffman@us.army.mil,  205B  Lee  Avenue,  Joint  Base 
Myer-Henderson  Hall,  Virginia  22211.  (912)257-8747; 

e)  Col.  Daniel  J.  Choike,  daniel.choike@usmc.mil,  Base  Commander,  3250  Catlin  Ave., 
Building  3250,  Floor  2,  RoomCube  Cmd  Suite,  Quantico,  VA  22134.  (703)  784-5900; 

f)  Col.  Mark  M.  Kauzlarich,  mark.kauzlarich@usmc.mil,  Chief  of  Staff,  3250  Catlin  Ave., 
Building  3250,  Floor  B,  Room  28,  Quantico,  VA  22134  (703)  784-5911; 

g)  CDR  Han  Bui,  han.bui@med.navy.mil.  Building  IA  Floor  2,  Room  9,  Norfolk,  VA 
23511  (757)953-0515; 

h)  Capt.  Mary  Neill,  mary.neill@med.navy.mil,  (703)  784-1500; 

i)  LtCol.  Christopher  M.  Greer,  christopher.m.greer@usmc.mil,  Staff  Judge  Advocate, 
Building:  1019,  Floor.  1,  Room:  SJA,  Quantico,  VA  22134  (703)432-1578; 

j)  LtCol.  Amy  R.  Ebitz,  amy.ebitz@usmc.mil.  Executive  Officer,  2043  Baranett  Ave, 
Quantico,  VA  22134  (703)  784-2385. 

k)  CPT  John  Haberland,  john.haberland@us.army.mil,  Regimental  Judge  Advocate, 201 
Jackson  Ave,  Fort  Myer,  VA  22003.  (703)  696-3150; 

l)  CW05  Abel  Galaviz,  abel.galaviz@usmc.mil.  Building  Pentagon,  Floor  4,  Room/Cube 
4A324,  Washington  D.C.,  20380-1775.  (703)  614-1480; 
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m)  CW04  James  T.  Averhart,  james.averhart@usmc.mil,  S-3  Officer,  2043  Baranett  Ave, 
Quantico,  VA  22134  (703)  784-4423; 

n)  CW02  Denise  Barnes,  denise.bames@usmc.mil,  Brig  Executive  Officer,  Camp  Hansen 
Bldg:  Floor  1,  Room  107,  PFO,  AP  (315)  623-4698; 

o)  MSgt  Brian  R.  Papakie,  brian.papakie@usmc.mil.  Brig  Supervisor,  3247  Elrod  Ave 
Building:  3247  Floor  1,  Room  1 10,  Quantico,  VA  22134  (703)  784-2718; 

p)  GySgt  Craig  M.  Blenis,  craig.blenis@usmc.mil,  Sergeant  Instructor,  2189  Elrod  Ave 
Building  5001,  Floor  1,  Room  1,  Quantico,  VA  22134  (703)  432-6075;  and 

q)  GySgt  William  R.  Fuller,  william.fiiller@usmc.mil,  PSC  561,  Building  608,  Floor,  1 
Room/Cube  21 1,  FPO,  AP.  (315)  253-3467. 

8.  The  Defense  requests  that  the  Government  provide  notice  in  writing  as  soon  as  possible  if  it 
does  not  intend  to  comply  with  any  specific  provision  of  this  request.  The  Defense  will  need 
timely  notice  of  the  Government’s  intent  to  not  comply  in  order  to  immediately  file  a  motion  to 
compel  discovery.  Timely  notice  by  the  Government  will  avoid  the  need  for  an  additional  delay 
for  the  Article  13  motion. 


9.  It  is  understood  that  this  is  a  continuing  request. 

10.  A  copy  of  this  request  was  served  on  Trial  Counsel  by  e-mail  on  1  August  2012. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J  MCNAIR,  DC  20319-5013 


ANJA  CL 


13  September  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 


SUBJECT:  Response  to  Defense  Request  for  Discovery  of  CIA  Infoimation,  dated  19  July  201 2 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders.  The  United  States  acknowledges  its  requirements 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

2.  Discovery  Response. 

a.  Discovery  Request,  paragraph  1 . 

RESPONSE:  The  United  States  will  produce  this  information  in  accordance  with  its 
obligations  under  Rule  for  Courts-Martial  701(a)(6)  and  Brady  v.  Maryland. 

b.  Discovery  Request,  paragiaph  2. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  requested  information  is 
aggravating  in  nature  and  the  United  States  will  not  use  the  information  during  trial. 

c.  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  requested  information  is 
aggravating  in  nature  and  the  United  States  will  not  use  the  information  during  trial. 

d.  Discovery  Request,  paragiaph  4. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  requested  infoimation  is 
aggravating  in  nature  and  the  United  States  will  not  use  the  information  during  trial. 

e.  Discovery  Request,  paragraph  5. 
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RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  requested  information  is 
aggravating  in  nature  and  the  United  States  will  not  use  the  information  during  trial. 

f.  Discovery  Request,  paragraph  6. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  requested  information  is 
aggravating  in  nature  and  the  United  States  will  not  use  the  information  during  trial. 

g.  Discovery  Request,  paragraph  7. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  Court  previously  approved 
the  summary,  which  listed  the  component’s  name.  Additionally,  with  respect  to  the  information 
referenced  on  page  4,  a  different  component  reviewed  the  information  and  provided  input  to  the 
task  force. 

h.  Discovery  Request,  paragraph  8. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  requested  information  is 
aggravating  in  nature  and  the  United  States  will  not  use  the  information  during  trial. 

i.  Discovery  Request,  paragraph  9. 

RESPONSE:  Absent  the  assessment  identified  in  the  notice  provided  to  the  Court  on  12 
July  2012,  there  are  no  other  assessments  or  follow-on  reports.  The  United  States  understands  its 
continuing  obligation  to  provide  discovery . 

3.  The  point  of  contact  is  the  undersigned. 


ASHDEN  FEIN 
MAJ,  JA 
Tnal  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ATTENTION  OF 


ANJA-CL 


12  April  2011 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  201 0  -  U.S  v.  PFC  Bradley 
Manning 


1 .  The  responses  provided  in  this  discovery  request  account  for  the  ongoing  national  security 
concerns  of  this  case  and  the  ongoing  law  enforcement  investigation(s),  and  responds  under  the 
limitations  of  applicable  Executive  Orders.  The  United  States  acknowledges  its  requirements 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

2.  Discovery  Response. 

a.  A  copy  of  any  handwritten,  typed  or  recorded  statements  by  the  Accused  or  any  other 
potential  witness  in  connection  with  the  investigation  of  this  case  made  to  representatives  of  the 
government  to  include  summaries  of  conversations  with  representatives  of  the  government, 
which  were  not  attached  as  allied  papers  at  the  time  the  charges  were  preferred.  See  Discovery 
Request,  paragraph  1  (a). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

b.  The  contents  of  all  statements,  oral  or  written,  made  by  the  Accused  that  are  relevant  to 
the  case,  known  to  the  trial  counsel,  and  within  control  of  the  armed  forces.  See  Discovery 
Request,  paragraph  1  (b). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

c.  Any  statement  made  by  the  Accused  that  the  trial  counsel  intends  to  introduce  into 
evidence,  reduced  into  writing  and  disclosed.  M.R.E.  304(d)(2)(a).  See  Discovery  Request, 
paragraph  1  (b). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

d.  Any  derivative  evidence  of  the  Accused’s  statements.  M.R.E.  304(d)(2)(c).  Specifically, 
the  complete  Instant  Message  chat  log  and  any  emails  allegedly  sent  between  the  Accused  and 
Mr.  Adrian  A.  Lamo.  See  Discovery  Request,  paragraph  1(b). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  201 0  -  U.S  v.  PFC  Bradley 
Manning 


RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

e.  Disclosure  of  all  evidence  seized  from  the  person  or  property  of  the  Accused,  whether 
believed  to  be  owned  by  the  Accused  or  anyone  else  that  the  prosecution  intends  to  offer  into 
evidence  against  the  Accused  at  trial.  See  Discovery  Request,  paragraph  1(c). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

f.  The  results  of  any  examination  of  computers  allegedly  used  or  owned  by  PFC  Manning. 
See  Discovery  Request,  paragraph  1  (c). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

g.  Copies  of  all  medical  and  mental  reports  relating  to  the  Accused.  Specifically,  the 
defense  requests  copies  of  any  behavioral  health  assessments  of  PFC  Manning  both  before, 
during,  and  after  the  deployment  to  Iraq.  See  Discovery  Request,  paragraph  1(d). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

h.  Any  known  evidence  tending  to  diminish  the  credibility  of  any  witness  including,  but  not 
limited  to,  prior  convictions  under  M.R.E.  609,  or  evidence  of  other  character,  conduct,  or  bias 
bearing  on  witness  credibility  under  M.R.E.  608.  See  Discovery  Request,  paragraph  1(e). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

i.  The  name  and  contact  information  for  any  law  enforcement  agent  working  with  Mr. 
Adrian  A.  Lamo.  See  Brady  v.  Maryland,  373  U.S.  83  (1963);  United  States  v.  Agurs,  427  U.S. 
97  (1976).  See  Discovery  Request,  paragraph  1(e). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

j.  Any  other  evidence  in  the  possession  of  the  government  favorable  to  the  Accused, 
tending  to  negate  the  guilt  of  the  Accused  of  any  offense  charged,  or  reduce  the  punishment  for 
any  offense  charged.  See  Discovery  Request,  paragraph  1(e). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  U.S  v.  PFC  Bradley 
Manning 


RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

k.  The  names  and  contact  information  for  all  government  investigators  who  have 
participated  or  who  are  presently  participating  in  the  investigation  of  the  case.  See  Discovery 
Request,  paragraph  1(0- 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

l.  Any  evidence  of  other  crimes,  wrongs,  or  acts  which  the  prosecution  seeks  to  introduce 
for  any  purpose  whatsoever.  M.R.E.  404(b).  See  Discovery  Request,  paragraph  1(g). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

m.  All  personal  or  business  notes,  memorandums,  and  writings  prepared  by  investigators  in 
the  case  which  are  not  furnished  pursuant  to  any  other  provisions  of  this  request.  See  Discovery 
Request,  paragraph  1(h). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

n.  The  military  status  of  all  witnesses.  Where  applicable,  the  defense  requests  the  date  of 
separation  from  the  Army,  and  the  discharge  provisions  used  to  effect  such  discharge  if  for  other 
than  completion  of  the  obligated  term  of  service.  M.R.E  301(c)(2).  See  Discovery  Request, 
paragraph  l(i). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

o.  The  Tactical  Sensitive  Compartment  Information  (T-SCIF)  accreditation  packet  for  FOB 
Hammer.  See  Discovery  Request,  paragraph  l(j). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
United  States  will  make  a  determination  whether  to  provide  the  information  if  and  when  it 
becomes  aware  of  such  records. 


p.  The  SOP  for  the  T-SCIF  at  FOB  Hammer.  See  Discovery  Request,  paragraph  1  (j). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  U.S  v.  PFC  Bradley 
Manning 


RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
United  States  will  make  a  determination  whether  to  provide  the  information  if  and  when  it 
becomes  aware  of  such  records. 

q.  The  name  and  contact  information  for  the  security  manager  at  the  T-SCIF  at  FOB 
Hammer.  See  Discovery  Request,  paragraph  l(j). 

RESPONSE:  1LT  Elizabeth  Fields  was  the  Special  Security  Representative  (SSR).  The 
United  States  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

r.  A  copy  of  the  security  classification  guide  for  the  Tactical  Sensitive  Compartment 
Information  (T-SCIF)  at  FOB  Hammer.  See  Discovery  Request,  paragraph  l(j). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 


s.  PFC  Manning's  training  records  related  to  his  MOS.  See  Discovery  Request,  paragraph 
10- 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

t.  Any  documentation  PFC  Manning  has  signed  dealing  with  information  security.  See 
Discovery'  Request,  paragraph  l(j). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

u.  A  list  of  any  refresher  training  or  in-country  training  PFC  Manning  received  on 
information  security.  See  Discovery  Request,  paragraph  l(j). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

v.  Any  evidence  of  prior  Article  1 5  action,  civilian  or  military  convictions,  and  adverse 
administrative  actions  relating  to  any  of  the  government's  witnesses,  defense  witnesses,  or  the 
Accused.  See  Discovery  Request,  paragraph  1  (k). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  U.S  v.  PFC  Bradley 
Manning 


w.  Any  evidence  that  the  government  intends  to  use  for  impeachment  purposes  of  the 
Accused,  or  any  other  witness.  This  includes  any  character  evidence  the  government  intends  to 
introduce  at  trial  under  M.R.E.  404.  See  Discovery  Request,  paragraph  l(k). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

x.  A  list  of  all  witnesses  the  prosecution  intends  to  call  during  the  Article  32  along  with 
their  addresses  and  phone  numbers  and  copies  of  all  prior  written  statements.  See  Discovery' 
Request,  paragraph  1(1). 

RESPONSE:  The  United  States  will  provide  this  information  in  a  separate  document 
prior  to  the  Article  32  investigation. 

y.  Copies  of  all  business  and  official  records  which  the  prosecution  intends  to  introduce 
either  during  the  Article  32  or  at  trial.  See  Discovery  Request,  paragraph  l(m). 

RESPONSE:  The  United  States  will  provide  this  information  in  a  separate  document 
prior  to  the  Article  32  investigation. 

z.  A  list  of  all  exhibits  the  government  plans  to  utilize  at  the  Article  32  or  at  trial.  See 
Discovery  Request,  paragraph  l(n). 

RESPONSE:  The  United  States  will  provide  this  information  in  a  separate  document 
prior  to  the  Article  32  investigation. 

aa.  Any  evidence,  testimony,  or  witnesses  the  government  intends  to  use  at  the  Article  32  or 
at  trial  that  have  been  obtained  through  grants  of  immunity,  or  any  other  concessions  being 
granted  to  a  witness,  the  content  of  such  testimony  or  evidence,  and  the  terms  of  any  such  grants 
of  immunity  or  concessions.  See  Discovery  Request,  paragraph  l(o). 

RESPONSE:  The  United  States  will  disclose  such  evidence,  testimony,  or  witnesses  if 
and  when  immunity  or  leniency  is  granted  to  a  witness. 

bb.  All  documents,  memoranda,  or  records  of  conversations  pertaining  to  this  case,  whether 
prepared  by  investigators,  commanders,  convening  authority  or  any  other  person.  See  Discovery 
Request,  paragraph  l(p). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  w'hen  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  U.S  v.  PFC  Bradley 
Manning 


cc.  A  complete  copy  of  the  CID  file(s)  (including  but  not  limited  to  the  so  called  "right"  and 
"left  side")  interviews,  notes,  and  Agent  Activity  Summaries  or  any  other  files  maintained  by  a 
lawr  enforcement  agency  at  Fort  Myer,  Fort  Drum,  Contingency  Operating  Station  Hammer,  or 
any  other  installation  that  participated  in  the  investigation  of  this  case.  See  Discovery  Request, 
paragraph  l(p)(l). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

dd.  A  complete  copy  of  any  other  documents  or  files  pertaining  to  the  above  named 
individual.  See  Discovery  Request,  paragraph  l(p)(2). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

ee.  A  complete  copy  of  any  emails  or  memorandums  relating  to  the  preferral  of  charges  in 
this  case  or  to  the  level  of  court-martial.  See  Discovery  Request,  paragraph  l(p)(3). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

ff.  Any  writings  used  to  refresh  the  memory  of  any  government  witness.  MRE  612.  See 
Discovery  Request,  paragraph  l(q). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
United  States  will  make  a  determination  whether  to  provide  the  information  if  and  when  it 
becomes  aware  of  such  records. 

gg.  Copies  of  the  report  concerning  the  polygraph  examinations  administered  to  any  person 
related  to  this  case.  This  includes  copies  of  statements  taken  after  the  polygraph  exam.  See 
Discovery  Request,  paragraph  1  (r). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
United  States  will  make  a  determination  whether  to  provide  the  information  if  and  when  it 
becomes  aware  of  such  records. 

hh.  A  copy  of  any  Freedom  of  Information  Act  (FOIA)  request  and  any  response  or  internal 
discussions  of  any  such  FOIA  request  that  is  related  to  the  classified  video  charged  in 
Specification  1,  Charge  I  and  Specification  1,  2,  and  5  of  Charge  II.  See  Discovery  Request, 
paragraph  l(s). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  201 0  -  U.S  v.  PFC  Bradley 
Manning 


RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

3.  The  United  States  acknowledges  a  continuing  obligation  to  provide  discovery  to  the  extent 
that  it  is  required  by  the  defense  request  and  applicable  law.  Please  feel  free  to  contact  me  if  you 
have  any  questions  or  concerns  at  (202)  685-4572  or  ashden.fein@jfhqncr.northcom.mil. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ATTENTION  OF 


ANJA-CL 


12  April  2011 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  1  November  2010  -  U.S  v.  PFC 
Bradley  Manning 


1 .  The  responses  provided  in  this  discovery  request  account  for  the  ongoing  national  security 
concerns  of  this  case  and  the  ongoing  law  enforcement  investigation(s),  and  responds  under  the 
limitations  of  applicable  Executive  Orders.  The  United  States  acknowledges  its  requirements 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

2.  Discovery  Response. 

All  damage  assessments  conducted  by  Original  Classification  Authorities  (OCAs). 

RESPONSE:  The  United  States  is  not  currently  in  possession  of  this  information,  and  will 
make  a  determination  whether  to  provide  the  information  when  it  becomes  available. 

3.  The  United  States  acknowledges  a  continuing  obligation  to  provide  discovery  to  the  extent 
that  it  is  required  by  the  defense  request  and  applicable  law.  Please  feel  free  to  contact  me  if  you 
have  any  questions  or  concerns  at  (202)  685-4572  or  ashden.fein@jfhqncr.northcom.mil. 


CsHDEN 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


REPLY  TO 
ATTENTION  OF 


ANJA-CL 


12  April  2011 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  15  November  2010  -  U.S  v.  PFC 
Bradley  Manning 


1 .  The  responses  provided  in  this  discovery  request  account  for  the  ongoing  national  security 
concerns  of  this  case  and  the  ongoing  law  enforcement  investigation(s),  and  responds  under  the 
limitations  of  applicable  Executive  Orders.  The  United  States  acknowledges  its  requirements 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

2.  Discovery  Response. 

a.  The  names  and  contact  information  for  all  government  investigators  who  have 
participated  or  who  are  presently  participating  in  the  investigation  of  the  case.  Specifically,  the 
names  of  the  investigators  and  an  inventory  of  the  items  seized  from  the  home  of  Ms.  Debra  Van 
Alstyne,  1492  Selworthy  Road,  Potomac,  MD  20854  on  2  November  2010.  See  Discovery 
Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

b.  A  list  of  items  seized  from  Mr.  David  House  and  a  copy  of  all  reports  or  analysis  of  the 
items  seized  by  the  Department  of  Homeland  Security,  the  Federal  Bureau  of  Investigation,  or 
any  other  government  agency  on  3  November  2010.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  w'ith  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

c.  A  copy  of  all  field  interviews  and  reports  conducted  by  the  FBI  or  any  other 
governmental  organization  involving  witnesses  from  Boston,  Massachusetts  or  any  other  city 
from  24  May  2010  to  the  present  involved  in  this  case.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  1 5  November  2010  -  U.S  v.  PFC 
Bradley  Manning 


d.  The  entire  counseling  packet  for  PFC  Manning.  Specifically,  any  counseling  or 
assessments  done  of  PFC  Manning  by  his  chain  of  command,  MSG  Paul  Adkins,  CPT  Casey 
Martin,  SSG  Peter  Bigelow,  CPT  Matthew  Freeburg,  or  1 SG  Mark  Woodworth.  See  Discovery- 
Request,  paragraph  2(b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

e.  All  Behavioral  Health  Assessments  (BHA)  or  mental  evaluations  of  PFC  Manning, 
previously  requested  by  the  defense  on  29  October  2010.  The  defense  requests  any  assessment 
by  CAPT  Kenneth  J.  Iverson,  CAPT  Bruce  Balfour,  CAPT  William  Hocter,  CPT  Eden 
Critchfield,  CPT  Dale  Hill  or  any  other  individual  who  has  evaluated  or  commented  on  PFC 
Manning’s  mental  state  at  any  time.  Specifically,  the  defense  requests  the  22  May  and  28  May- 
20  1 0  BHA.  See  Discovery  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

f.  All  assessments  for  POI  recommendations  to  the  Quantico  Confinement  Facility.  See 
Discovery  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

g.  Any  and  all  documents  or  emails  considered  by  CPT  Kevin  Ley  as  the  military  magistrate 
to  support  his  search  and  seizure  authorizations.  See  Discovery  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

h.  Recorded  video  footage  of  when  PFC  Manning  collapsed  in  confinement  as  referenced  at 
000095.  See  Discovery  Request,  paragraph  2(e). 

RESPONSE:  The  video  footage  does  not  exist.  See  Sworn  Statement,  MA2  Jonathan 
Kemper,  dated  19  February  2011. 

i.  Any  other  recorded  audio  or  video  footage  of  PFC  Manning  while  in  confinement  in  Iraq, 
Kuwait,  or  the  United  States.  See  Discovery  Request,  paragraph  2(e). 

RESPONSE:  This  request  is  denied  at  this  time.  The  defense  is  invited  to  renew  its 
request,  if  this  case  is  referred  to  a  court-martial. 
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Bradley  Manning 


j.  Network  logs  for  all  computers  searched  by  CPT  Thomas  Cherepko  or  any  other 
government  employee  or  investigator  as  referenced  at  000186-87.  See  Discovery  Request, 
paragraph  2(f). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  provide  the  information  when  it  becomes  available. 

k.  The  application.  Security  and  System  Network  logs  obtained  from  PFC  Blake  Dudley  as 
referenced  at  0000187.  See  Discovery  Request,  paragraph  2(g). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

l.  The  results  of  SA  Calder  L.  Robertson  III  and  SA  David  S.  Shaver's  analysis  of  any 
computers  analyzed  in  this  case.  See  Discovery  Request,  paragraph  2(h). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

m.  Copies  of  any  investigative  notes  or  assessments  by  Computer  Crimes  Investigative  Unit 
(CCIU).  See  Discovery  Request,  paragraph  2(h). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

n.  Names  of  all  individuals  from  the  CCIU  or  any  other  government  agency  that  have 
performed  or  are  performing  any  computer  forensic  analysis  in  this  case.  See  Discovery 
Request,  paragraph  2(h). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

o.  All  documentation  or  information  provided  by  the  government  to  LTC  Craig  Merutka. 
See  Discovery  Request,  paragraph  2(i). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 


p.  Copies  of  the  chat  logs  referenced  at  000455.  See  Discovery  Request,  paragraph  2(i). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  15  November  2010  -U.S  v.  PFC 
Bradley  Manning 


RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

q.  Copies  of  the  CCIU  reports  referenced  at  000463.  See  Discovery  Request,  paragraph 
2(i). 


RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

r.  The  results  of  inquiry/investigation  and  all  discussions  and  assessments  done  in 
compliance  with  Department  of  Defense  (DoD)  Directive  5210.50;  DoD  Directive  5200.1, 
Chapter  10;  DoD  S-5105.21-M-1;  DoD  Instruction  5240.4;  and  Executive  Order  13526. 
Specifically,  the  defense  requests  the  answers  to  the  following  required  investigative 
determinations  by  the  above  DoD  Directives,  Instruction,  and  Executive  Order:  When,  where, 
and  how  did  the  incident  occur?  What  persons,  situations,  or  conditions  caused  or  contributed  to 
the  incident?  WTiat  classified  information  was  compromised?  If  a  compromise  occurred,  what 
specific  classified  information  and/or  material  was  involved?  If  classified  information  is  alleged 
to  have  been  lost,  what  steps  were  taken  to  locate  the  material?  In  what  specific  media  article  or 
program  did  the  classified  information  appear?  To  what  extent  was  the  compromised 
information  disseminated?  Was  the  information  properly  classified?  Was  the  information 
officially  released?  Are  there  any  leads  to  be  investigated  that  might  lead  to  identification  of  the 
person(s)  responsible  for  the  compromise?  See  Discovery  Request,  paragraph  2(j). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

s.  The  defense  also  requests  copies  of  any  notification  to  the  Original  Classification 
Authorities  (OCA),  the  contact  information  for  the  OCAs,  and  the  required  answers  by  DoD 
Directive  that  states  when  notified  of  the  compromise  of  classified  information  or  material,  the 
original  classification  authority  for  that  information  or  material  shall:  Verify  the  classification 
and  duration  of  classification  initially  assigned  to  the  information;  Reevaluate  the  classification 
of  the  information  to  determine  whether  the  classification  should  be  continued  or  changed;  and 
complete  a  damage  assessment  in  accordance  with  DoD  Instruction  and  Directive.  The 
verification,  reevaluation,  and  damage  assessment  process  is  required  by  DoD  Directive  to  be 
completed  as  soon  as  possible  following  notification  of  a  compromise.  See  Discovery  Request, 
paragraph  2(k). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 
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SUBJECT :  Response  to  Defense  Request  for  Discovery,  1 5  November  20 1 0  -  U.S  v.  PFC 
Bradley  Manning 


3.  The  United  States  acknowledges  a  continuing  obligation  to  provide  discovery  to  the  extent 
that  it  is  required  by  the  defense  request  and  applicable  law.  Please  feel  free  to  contact  me  if  you 
have  any  questions  or  concerns  at  (202)  685-4572  or  ashden.fein@ifhQncr.northcom.mil. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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REPLY  TO 
ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


12  April  2011 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 


SUBJECT:  Response  to  Defense  Request  for  Discovery,  8  December  2010  -  U.S  v.  PFC 
Bradley  Manning 


1 .  The  responses  provided  in  this  discover)’  request  account  for  the  ongoing  national  security 
concerns  of  this  case  and  the  ongoing  law  enforcement  investigation(s),  and  responds  under  the 
limitations  of  applicable  Executive  Orders.  The  United  States  acknowledges  its  requirements 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

2.  Discovery  Response. 

a.  The  names  and  contact  information  for  all  government  investigators  who  have 
participated  or  who  are  presently  participating  in  the  investigation  of  the  case,  previously 
requested  on  29  October  and  15  November  2010.  See  Defense  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

b.  Contact  information  for  SA  Hyung  Kim  from  the  Department  of  Defense  and  SA  Richard 
Bowen  from  the  Army  Computer  Crimes  Unit.  See  Defense  Request,  paragraph  2(a). 

RESPONSE:  This  request  is  denied  at  this  time.  The  defense  is  invited  to  renew  its 
request,  if  this  case  is  referred  to  a  court-martial. 

c.  An  inventory  of  the  items  seized  from  the  home  of  Mr.  Paul  Francia  at  601  Hazelwood 
Terrace,  Rochester,  New  York  14609.  See  Defense  Request,  paragraph  2(a). 

RESPONSE:  This  request  is  denied  at  this  time.  The  defense  is  invited  to  renew  its 
request,  if  this  case  is  referred  to  a  court-martial. 

d.  All  forensic  results  and  investigative  reports  by  the  Department  of  State  regarding  the 
information  obtained  by  Wikileaks  as  referenced  by  Assistant  Secretary  of  State  for  Public 
Affairs  P.J.  Crowley.  See  Defense  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 
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SUBJECT :  Response  to  Defense  Request  for  Discovery,  8  December  201 0  -  U.S  v.  PFC 
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e.  Any  specific  damage  assessment  by  the  Department  of  State  regarding  the  disclosures  of 
the  diplomatic  cables  by  Wikileaks.  See  Defense  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

f.  Any  assessment,  report,  e-mail,  or  document  by  Secretary  of  State  Hillary  Rodham 
Clinton  regarding  the  disclosures  of  diplomatic  cables  by  Wikileaks.  See  Defense  Request, 
paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

g.  Any  report,  e-mail  or  document  discussing  the  need  for  the  State  Department  to 
disconnect  access  to  its  files  from  the  government's  classified  network.  See  Defense  Request, 
paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

h.  All  forensic  results  and  investigative  reports  by  the  Department  of  Defense  regarding  the 
information  obtained  by  Wikileaks.  See  Defense  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  docs  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

i.  Results  of  any  joint  investigation  with  the  Federal  Bureau  of  Investigation  (FBI)  as 
referenced  by  Secretary1  of  Defense  Robert  M.  Gates.  See  Defense  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

j.  Any  specific  damage  assessment  by  the  Department  of  Defense  regarding  the  disclosure 
of  classified  documents  and  videos,  the  subject  of  this  case,  by  Wikileaks.  See  Defense  Request, 
paragraph  2(c). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  8  December  2010  -  U.S  v.  PFC 
Bradley  Manning 


RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

k.  Any  and  all  documentation  related  to  the  Department  of  Justice  investigation  into  the 
alleged  leaks  by  Wikileaks  as  referenced  by  Attorney  General  of  the  United  States  Eric  H. 
Holder.  See  Defense  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

l.  Any  and  all  documentation  related  to  President  Barack  H.  Obama's  order  for  an 
investigation  and  a  government  wide-review  of  how  agencies  safeguard  sensitive  information. 
See  Defense  Request,  paragraph  2(e). 

RESPONSE:  The  United  States  wall  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

m.  Any  and  all  documents  related  to  the  steps  the  administration  is  considering  regarding 
these  leaks  and  the  nature  of  the  criminal  investigation  underway  into  how  the  documents  were 
made  public  as  referenced  by  Robert  Gibbs,  the  White  House  spokesman.  See  Defense  Request, 
paragraph  2(e). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

n.  Any  assessment  given,  or  discussions  concerning,  the  Wikileaks  disclosures  by  any 
member  of  the  government  to  President  Obama.  Any  e-mail,  report,  assessment,  directive,  or 
discussion  by  President  Obama  to  the  Department  of  Defense,  Department  of  State  or 
Department  of  Justice.  See  Defense  Request,  paragraph  2(f). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 
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o.  Any  and  all  documents  relating  to  the  Government  Task  Force  created  to  review  the 
various  Wikileaks  releases  for  potentially  damaging  information  prior  to  the  actual  releases.  This 
Task  Force  apparently  had  over  120  members  review  ing  the  documents  that  were  either  released 
or  pending  release  to  determine  the  possible  harm  to  national  security.  See  Defense  Request, 
paragraph  2(g). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

p.  The  results  of  any  investigation  or  review  by  Mr.  Russell  Travers  who  has  been 
appointed  by  President  Obama  to  head  an  interagency  committee  assigned  to  assess  the  damage 
caused  by  Wikileaks  exposures  and  to  organize  efforts  to  tighten  security  measures  in 
government  agencies.  See  Defense  Request,  paragraph  2(h). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

q.  Any  and  all  documentation  related  to  the  Pentagon's  review  on  the  policy  and 
technological  shortfalls  that  led  to  the  Wikileaks  disclosures  as  referenced  by  Pentagon 
spokesman  Bryan  Whitman.  See  Defense  Request,  paragraph  2(i). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

r.  Any  and  all  documentation  related  to  the  Central  Intelligence  Agency  (CIA)  investigation 
of  Wikileaks  announced  by  CIA  Director  Leon  Panetta  and  any  internal  or  external 
memorandums  addressing  the  investigation  of  Wikileaks,  PFC  Bradley  Manning  or  the  nature  of 
the  Office  of  Security's  investigation  into  these  matters.  See  Defense  Request,  paragraph  2(j). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

s.  Any  and  all  documentation  relating  to  the  government’s  position  of  taking  a  hard  line  on 
unauthorized  leaks  of  information,  as  demonstrated  by  the  prosecutions  of  a  former  National 
Security  Agency  official,  a  Federal  Bureau  of  Investigation  linguist,  and  a  State  Department 
contractor  and  referenced  by  CIA  Director  Leon  Panetta.  See  Defense  Request,  paragraph  2(k). 
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RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

t.  Any  and  all  memorandums,  e-mails,  or  other  references  by  Congressmen,  Senators,  or 
government  officials  concerning  the  disposition  of  this  case  or  the  need  to  punish  PFC  Bradley 
Manning.  See  Defense  Request,  paragraph  2(k). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

u.  Any  and  all  documentation,  e-mails,  or  reports  given  to  the  Summary  Court-Martial 
Convening  Authority,  the  General  Court-Martial  Convening  Authority,  or  the  Staff  Judge 
Advocate  concerning  the  disposition  of  PFC  Bradley  Manning's  case  or  the  nature  of  the  charges 
or  possible  charges  against  PFC  Manning.  Specifically,  any  attempt  to  influence  the  independent 
discretion  of  anyone  involved  in  the  military  justice  process.  See  Defense  Request,  paragraph 
2(1). 


RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

v.  Any  and  all  documents  or  observation  notes  by  employees  of  the  Quantico  confinement 
facility  relating  to  PFC  Bradley  Manning.  See  Defense  Request,  paragraph  2(m). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

w.  The  results  of  the  1 5-6  investigation  into  the  government's  improper  release  of  classified 
information  to  the  defense.  See  Defense  Request,  paragraph  2(n). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  8  December  2010  -  U.S  v.  PFC 
Bradley  Manning 


3.  The  United  States  acknowledges  a  continuing  obligation  to  provide  discovery  to  the  extent 
that  it  is  required  by  the  defense  request  and  applicable  law.  Please  feel  free  to  contact  me  if  you 
have  any  questions  or  concerns  at  (202)  685-4572  or  ashden.fein@jfhqncr.northcom.mil. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 

U  S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ATTENTION  OF 


ANJA-CL 


12  April  2011 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  1 0  January  201 1  -  U.S  v.  PFC  Bradley 
Manning 


1 .  The  responses  provided  in  this  discovery  request  account  for  the  ongoing  national  security 
concerns  of  this  case  and  the  ongoing  law  enforcement  investigation(s),  and  responds  under  the 
limitations  of  applicable  Executive  Orders.  The  United  States  acknowledges  its  requirements 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

2.  Discovery  Response. 

a.  Any  information  relating  to  1 8  U.S.C.  §  2703(d)  order  or  any  search  warrant  by  the 
government  of  Twitter,  Facebook,  Google  or  any  other  social  media  site.  Any  metadata,  MD5 
hash  marks  or  other  unique  identifying  information  obtained  from  the  2703(d)  order  or  search 
warrant.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  United  States  will  reconsider  this 
request  when  provided  with  an  authority  that  obligates  the  United  States  to  provide  the  requested 
information. 

b.  The  results  and  all  supporting  documents  for  the  investigation  conducted  by  LTG  Robert 
Caslen  Jr.  The  report  is  directed  by  the  Secretary  of  the  Army  John  McHugh  and  is  supposed  to 
be  completed  by  1  February  2011.  It  will  address  how  PFC  Bradley  Manning  was  selected  for 
his  job,  how  he  was  trained,  whether  his  superiors  missed  warning  signs  that  he  was 
downloading  documents  that  he  did  not  need  to  read  and  how  PFC  Manning  allegedly  released 
the  documents.  See  Discovery  Request,  paragraph  2(b). 

RESPONSE:  This  request  is  denied  at  this  time.  The  defense  is  invited  to  renew  its 
request,  if  this  case  is  referred  to  a  court-martial. 

c.  The  results  of  any  inquiry  and  testimony  taken  by  House  of  Representative  oversight 
committee  led  by  Representative  Darrell  Issa.  The  committee  is  due  to  look  into  Wikileaks,  the 
actions  of  Attorney  General  Eric  Holder,  and  the  investigation  of  PFC  Bradley  Manning.  See 
Discover)’  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records, 
outside  publicly  made  statements  through  press  conferences  or  media  organizations,  equally 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  10  January  201 1  -  U.S  v.  PFC  Bradley 
Manning 


accessible  by  the  defense.  The  United  States  will  make  a  determination  whether  to  provide  the 
information  if  and  when  it  becomes  aware  of  such  records. 

d.  A  copy  of  all  Agents  Investigation  Reports  maintained  under  CID  Regulation  195-1  not 
previously  provided  to  the  defense.  A  copy  of  all  agent  notes,  other  governmental  Investigative 
reports  and  sworn  statements.  See  Discovery  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

3.  The  United  States  acknowledges  a  continuing  obligation  to  provide  discovery  to  the  extent 
that  it  is  required  by  the  defense  request  and  applicable  law.  Please  feel  free  to  contact  me  if  you 
have  any  questions  or  concerns  at  (202)  685-4572  or  ashden.fein@fhqncr.northcom.mil. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  16  February  201 1  -  U.S  v.  PFC 
Bradley  Manning 


1 .  The  responses  provided  in  this  discovery  request  account  for  the  ongoing  national  security 
concerns  of  this  case  and  the  ongoing  law  enforcement  investigation(s),  and  responds  under  the 
limitations  of  applicable  Executive  Orders.  The  United  States  acknowledges  its  requirements 
under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

2.  Discovery  Response. 

a.  The  defense  requests  the  names  of  the  Soldiers  who  have  been  flagged,  the  nature  for 
why  they  were  flagged,  who  imposed  the  flag,  and  any  other  derogatory  information  relating  to 
this  case  to  include,  but  not  limited  to:  any  reprimand  (oral  or  written),  UCMJ  action,  or 
administrative  separation  actions.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  This  request  is  denied  at  this  time.  The  defense  is  invited  to  renew  its 
request,  if  this  case  is  referred  to  a  court-martial. 

b.  The  defense  requests  a  copy  of  any  and  all  audio  or  video  tapes  of  PFC  Manning  at  any 
time  whether  they  be  from  in  person  visits  or  from  telephonic  conversations.  See  Discovery 
Request,  paragraph  2(b). 

RESPONSE:  This  request  is  denied  at  this  time.  The  defense  is  invited  to  renew  its 
request,  if  this  case  is  referred  to  a  court-martial. 

c.  A  copy  of  the  latest  CID  investigation  report  and  all  Agents  Investigation  Reports 
maintained  under  CID  Regulation  195-1  not  previously  provided  to  the  defense.  Additionally,  a 
copy  of  all  agent  notes,  other  governmental  investigative  reports,  and  sworn  statements.  See 
Discovery  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  a  portion  of  this  information  and 
understands  its  continuing  obligation  to  provide  information  responsive  to  this  request. 

d.  A  roster  of  all  individuals  assigned  to  HHC,  2BCT,  10th  Mountain  Division,  specifically 
any  Soldier  assigned  in  the  S2  Section  of  2BCT.  The  defense  requests  full  name,  rank,  email  and 
phone  contact  information  for  each  individual.  See  Discovery  Request,  paragraph  2(d). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  16  February  201 1  U.S  v.  PFC 
Bradley  Manning 


RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  understands  its  continuing  obligation  to  provide  information  responsive  to  this 
request. 

e.  Access  to  all  classified  information  that  the  government  intends  to  use  in  this  case.  To 
include  any  damage  assessment  or  information  review  conducted  by  any  governmental  agency  or 
at  the  direction  of  a  governmental  agency.  See  Discovery  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  does  not  presently  have  the  authority  to  disclose  this 
classified  information  and  will  make  a  determination  whether  to  provide  the  information  if  and 
when  it  becomes  available. 

3.  The  United  Stales  acknowledges  a  continuing  obligation  to  provide  discovery  to  the  extent 
that  it  is  required  by  the  defense  request  and  applicable  law.  Please  feel  free  to  contact  me  if  you 
have  any  questions  or  concerns  at  (202)  685-4572  or  ashden.fein@jfhqncr.northcom.mil. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  A  copy  of  any  handwritten,  typed  or  recorded  statements  by  the  accused  or  any  other 
potential  witness  in  connection  with  the  investigation  of  this  case  made  to  representatives  of  the 
government  to  include  summaries  of  conversations  with  representatives  of  the  government, 
which  were  not  attached  as  allied  papers  at  the  time  the  charges  were  preferred.  See  Discovery 
Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  that  the  United  States  has  authority  to  disclose.  If  information  previously 
provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and 
an  adequate  basis  for  its  request. 

b.  The  contents  of  all  statements,  oral  or  written,  made  by  the  accused  that  are  relevant  to 
the  case,  known  to  the  trial  counsel,  and  within  control  of  the  armed  forces.  See  Discovery 
Request,  paragraph  1(b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  that  the  United  States  has  authority  to  disclose.  If  information  previously 
provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and 
an  adequate  basis  for  its  request. 

c.  Any  statement  made  by  the  accused  that  the  trial  counsel  intends  to  introduce  into 
evidence,  reduced  into  writing  and  disclosed.  M.R.E.  304(d)(2)(a).  See  Discovery  Request, 
paragraph  1(b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  United  States  v. 
PFC  Bradley  Manning 


d.  Any  derivative  evidence  of  the  accused’s  statements.  M.R.E.  304(d)(2)(c).  Specifically, 
the  complete  Instant  Message  chat  log  and  any  emails  allegedly  sent  between  the  Accused  and 
Mr.  Adrian  A.  Lamo.  See  Discovery  Request,  paragraph  1  (b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

e.  Disclosure  of  all  evidence  seized  from  the  person  or  property  of  the  accused,  whether 
believed  to  be  owned  by  the  accused  or  anyone  else  that  the  prosecution  intends  to  offer  into 
evidence  against  the  accused  at  trial.  See  Discovery  Request,  paragraph  1(c). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

f.  The  results  of  any  examination  of  computers  allegedly  used  or  owned  by  PFC  Manning. 
See  Discovery  Request,  paragraph  1  (c). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  an  Encase  forensic  image  of  all  electronic  storage  devices,  including  hard  drives, 
examined  by  law  enforcement  that  were  included  in  the  forensic  reports.  If  information 
previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more 
specificity  and  a  basis  for  its  request. 

g.  Copies  of  all  medical  and  mental  reports  relating  to  the  accused.  Specifically,  the  defense 
requests  copies  of  any  behavioral  health  assessments  of  PFC  Manning  both  before,  during,  and 
after  the  deployment  to  Iraq.  See  Discovery  Request,  paragraph  1(d). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

h.  Any  known  evidence  tending  to  diminish  the  credibility  of  any  witness  including,  but  not 
limited  to,  prior  convictions  under  M.R.E.  609,  or  evidence  of  other  character,  conduct,  or  bias 
bearing  on  witness  credibility  under  M.R.E.  608.  See  Discovery  Request,  paragraph  1(e). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

i.  The  name  and  contact  information  for  any  law  enforcement  agent  working  with  Mr. 
Adrian  A.  Lamo.  See  Brady  v.  Maryland ,  373  U.S.  83  (1963);  United  States  v.  Agurs ,  427  U.S. 
97(1976).  See  Discovery  Request,  paragraph  1(e). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  United  States  v. 
PFC  Bradley  Manning 


RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  the  name  and  contact  information  of  any  CID  agent  working  with  Mr.  Lamo.  If 
information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request 
with  more  specificity  and  a  basis  for  its  request. 

j.  Any  other  evidence  in  the  possession  of  the  government  favorable  to  the  accused,  tending 
to  negate  the  guilt  of  the  accused  of  any  offense  charged,  or  reduce  the  punishment  for  any 
offense  charged.  See  Discovery  Request,  paragraph  1(e). 

RESPONSE:  The  United  States  understands  its  obligations  under  Brady  and  R.C.M. 
701(a)(6)  and  will  comply  with  those  requirements  if  the  United  States  becomes  aware  of  any 
such  material. 

k.  The  names  and  contact  information  for  all  government  investigators  who  have 
participated  or  who  are  presently  participating  in  the  investigation  of  the  case.  See  Discovery 
Request,  paragraph  1(f). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  The  defense  is  invited  to  contact  SAC  Kenneth  King  at  (571)  305-4462  or  (571) 
480-0460  for  additional  information. 

l.  Any  evidence  of  other  crimes,  wrongs,  or  acts  which  the  prosecution  seeks  to  introduce 
for  any  purpose  whatsoever.  M.R.E.  404(b).  See  Discovery  Request,  paragraph  1(g). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

m.  All  personal  or  business  notes,  memorandums,  and  writings  prepared  by  investigators  in 
the  case  which  are  not  furnished  pursuant  to  any  other  provisions  of  this  request.  See  Discovery 
Request,  paragraph  1(h). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

n.  The  military  status  of  all  witnesses.  Where  applicable,  the  defense  requests  the  date  of 
separation  from  the  Army,  and  the  discharge  provisions  used  to  effect  such  discharge  if  for  other 
than  completion  of  the  obligated  term  of  service,  including  any  immunity  or  leniency  pertaining 
to  any  witness  or  potential  witness.  M.R.E  301(c)(2).  See  Discovery  Request,  paragraph  l(i). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  United  States  v. 
PFC  Bradley  Manning 


RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

o.  The  Tactical  Sensitive  Compartment  Information  (T-SCIF)  accreditation  packet  for  FOB 
Hammer.  See  Discovery  Request,  paragraph  1  (j). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

p.  The  SOP  for  the  T-SCIF  at  FOB  Hammer.  See  Discovery  Request,  paragraph  l(j). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

q.  The  name  and  contact  information  for  the  security  manager  at  the  T-SCIF  at  FOB 
Hammer.  See  Discovery  Request,  paragraph  1  (j). 

RESPONSE:  1LT  Elizabeth  Fields  and  SFC  Paul  Adkins  were  the  Special  Security 
Representatives  (SSR). 

r.  A  copy  of  the  security  classification  guide  for  the  Tactical  Sensitive  Compartment 
Information  (T-SCIF)  at  FOB  Hammer.  See  Discovery  Request,  paragraph  l(j)- 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

s.  PFC  Manning's  training  records  related  to  his  MOS.  See  Discovery  Request,  paragraph 

m 


RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

t.  Any  documentation  PFC  Manning  has  signed  dealing  with  information  security.  See 
Discovery  Request,  paragraph  l(j). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

u.  A  list  of  any  refresher  training  or  in-country  training  PFC  Manning  received  on 
information  security.  See  Discovery  Request,  paragraph  l(j). 
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RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

v.  Any  evidence  of  prior  Article  1 5  action,  civilian  or  military  convictions,  and  adverse 
administrative  actions  relating  to  any  of  the  government's  witnesses,  defense  witnesses,  or  the 
accused.  See  Discovery  Request,  paragraph  l(k). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  multiple  Article  15-6  investigations  and  the  list  of  persons  who  were  flagged.  If 
information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request 
with  more  specificity  and  a  basis  for  its  request. 

w.  Any  evidence  that  the  government  intends  to  use  for  impeachment  purposes  of  the 
accused,  or  any  other  witness.  This  includes  any  character  evidence  the  government  intends  to 
introduce  at  trial  under  M.R.E.  404.  See  Discovery  Request,  paragraph  1  (k). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

x.  A  list  of  all  witnesses  the  prosecution  intends  to  call  during  the  Article  32  along  with 
their  addresses  and  phone  numbers  and  copies  of  all  prior  written  statements.  See  Discovery 
Request,  paragraph  1(1). 

RESPONSE:  The  Article  32  commenced  on  22  December  201 1  and  the  Investigating 
Officer’s  recommendation  was  made  on  12  January  2012. 

y.  Copies  of  all  business  and  official  records  which  the  prosecution  intends  to  introduce 
either  during  the  Article  32  or  at  trial.  See  Discovery  Request,  paragraph  l(m). 

RESPONSE:  The  Article  32  commenced  on  22  December  201 1  and  the  Investigating 
Officer’s  recommendation  was  made  on  12  January  2012.  The  United  States  will  provide  this 
information  for  the  court-martial  pursuant  to  the  schedule  outlined  by  the  military  judge. 

z.  A  list  of  all  exhibits  the  government  plans  to  utilize  at  the  Article  32  or  at  trial.  See 
Discovery  Request,  paragraph  l(n). 

RESPONSE:  The  Article  32  commenced  on  22  December  201 1  and  the  Investigating 
Officer’s  recommendation  was  made  on  12  January  2012.  The  United  States  will  provide  this 
information  for  the  court-martial  pursuant  to  the  schedule  outlined  by  the  military  judge. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  United  States  v. 
PFC  Bradley  Manning 


aa.  Any  evidence,  testimony,  or  witnesses  the  government  intends  to  use  at  the  Article  32  or 
at  trial  that  have  been  obtained  through  grants  of  immunity,  or  any  other  concessions  being 
granted  to  a  witness,  the  content  of  such  testimony  or  evidence,  and  the  terms  of  any  such  grants 
of  immunity  or  concessions.  See  Discovery  Request,  paragraph  1  (o). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

bb.  All  documents,  memoranda,  or  records  of  conversations  pertaining  to  this  case,  whether 
prepared  by  investigators,  commanders,  convening  authority  or  any  other  person.  See  Discovery 
Request,  paragraph  l(p). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

cc.  A  complete  copy  of  the  CED  file(s)  (including  but  not  limited  to  the  so  called  "right"  and 
"left  side")  interviews,  notes,  and  Agent  Activity  Summaries  or  any  other  files  maintained  by  a 
law  enforcement  agency  at  Fort  Myer,  Fort  Drum,  Contingency  Operating  Station  Hammer,  or 
any  other  installation  that  participated  in  the  investigation  of  this  case.  See  Discovery  Request, 
paragraph  l(p)(l). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  review 
any  remaining  information,  including  Agent’s  Activity  Summary  reports  and  related  materials,  at 
CCIU.  Contact  SAC  Kenneth  King  at  (571)  305-4462  or  (571)  480-0460  for  this  information. 

dd.  A  complete  copy  of  any  other  documents  or  files  pertaining  to  the  above  named 
individual.  See  Discovery  Request,  paragraph  l(p)(2). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  the  entire  CID  case  file.  If  information  previously  provided  is  not  responsive,  the 
defense  is  invited  to  renew  its  request  with  more  specificity  and  a  basis  for  its  request. 

ee.  A  complete  copy  of  any  emails  or  memorandums  relating  to  the  preferral  of  charges  in 
this  case  or  to  the  level  of  court-martial.  See  Discovery  Request,  paragraph  l(p)(3). 

RESPONSE:  The  United  States  understands  its  obligations  under  R.C.M.  701  (a)(  1 )  and 
will  comply  with  this  requirement  as  soon  as  practicable.  If  information  the  United  States 
provides  under  R.C.M.  701(a)(l )  is  not  responsive,  the  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  29  October  2010  -  United  States  v. 
PFC  Bradley  Manning 


ff.  Any  writings  used  to  refresh  the  memory  of  any  government  witness.  MRE612.  See 
Discovery  Request,  paragraph  l(q). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

gg.  Copies  of  the  report  concerning  the  polygraph  examinations  administered  to  any  person 
related  to  this  case.  This  includes  copies  of  statements  taken  after  the  polygraph  exam.  See 
Discovery  Request,  paragraph  l(r). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

hh.  A  copy  of  any  Freedom  of  Information  Act  (FOIA)  request  and  any  response  or  internal 
discussions  of  any  such  FOIA  request  that  is  related  to  the  classified  video  charged  in 
Specification  1,  Charge  I  and  Specification  1,  2,  and  5  of  Charge  II.  See  Discovery  Request, 
paragraph  l(s). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  United 
States  is  unaware  of  any  information  in  this  request  that  is  relevant  and  necessary  to  the  charges 
in  this  case  that  require  disclosure.  The  defense  is  invited  to  renew  its  request  with  more 
specificity  and  an  adequate  basis  for  its  request. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


REPLY  TO 


ATTENTION  OF 


ANJA-CL 


27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  1  November  2010  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  response  to  the  defense  discovery  request  accounts  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

All  damage  assessments  conducted  by  Original  Classification  Authorities  (OCAs). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 


o 
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REPLY  TO 
ATTENTION  OF 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  15  November  2010  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  The  names  and  contact  information  for  all  government  investigators  who  have 
participated  or  who  are  presently  participating  in  the  investigation  of  the  case.  Specifically,  the 
names  of  the  investigators  and  an  inventory  of  the  items  seized  from  the  home  of  Ms.  Debra  Van 
Alstyne,  1492  Selworthy  Road,  Potomac,  MD  20854  on  2  November  2010.  See  Discovery 
Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  The  defense  is  invited  to  contact  SAC  Kenneth  King  at  (571)  305-4462  or  (571) 
480-0460  for  additional  information. 

b.  A  list  of  items  seized  from  Mr.  David  House  and  a  copy  of  all  reports  or  analysis  of  the 
items  seized  by  the  Department  of  Homeland  Security,  the  Federal  Bureau  of  Investigation,  or 
any  other  government  agency  on  3  November  2010.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

c.  A  copy  of  all  field  interviews  and  reports  conducted  by  the  FBI  or  any  other 
governmental  organization  involving  witnesses  from  Boston,  Massachusetts  or  any  other  city 
from  24  May  2010  to  the  present  involved  in  this  case.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  15  November  2010  -  United  States  v. 
PFC  Bradley  Manning 


d.  The  entire  counseling  packet  for  PFC  Manning.  Specifically,  any  counseling  or 
assessments  done  of  PFC  Manning  by  his  chain  of  command,  MSG  Paul  Adkins,  CPT  Casey 
Martin,  SSG  Peter  Bigelow,  CPT  Matthew  Freeburg,  or  1SG  Mark  Woodworth.  See  Discovery 
Request,  paragraph  2(b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

e.  All  Behavioral  Health  Assessments  (BHA)  or  mental  evaluations  of  PFC  Manning, 
previously  requested  by  the  defense  on  29  October  2010.  The  defense  requests  any  assessment 
by  CAPT  Kenneth  J.  Iverson,  CAPT  Bruce  Balfour,  CAPT  William  Hocter,  CPT  Eden 
Critchfield,  CPT  Dale  Hill  or  any  other  individual  who  has  evaluated  or  commented  on  PFC 
Manning's  mental  state  at  any  time.  Specifically,  the  defense  requests  the  22  May  and  28  May 
2010  BHA.  See  Discovery  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

f.  All  assessments  for  POI  recommendations  to  the  Quantico  Confinement  Facility.  See 
Discovery  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

g.  Any  and  all  documents  or  emails  considered  by  CPT  Kevin  Ley  as  the  military  magistrate 
to  support  his  search  and  seizure  authorizations.  See  Discovery  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

h.  Recorded  video  footage  of  when  PFC  Manning  collapsed  in  confinement  as  referenced  at 
000095.  See  Discovery  Request,  paragraph  2(e). 

RESPONSE:  This  video  footage  does  not  exist.  See  BATES  0001 1639  (Sworn 
Statement,  MA2  Jonathan  Kemper,  dated  19  February  2011). 

i.  Any  other  recorded  audio  or  video  footage  of  PFC  Manning  while  in  confinement  in  Iraq, 
Kuwait,  or  the  United  States.  See  Discovery  Request,  paragraph  2(e). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  15  November  2010  -  United  States  v. 
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RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

j.  Network  logs  for  all  computers  searched  by  CPT  Thomas  Cherepko  or  any  other 
government  employee  or  investigator  as  referenced  at  000186-87.  See  Discovery  Request, 
paragraph  2(f). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

k.  The  application,  Security  and  System  Network  logs  obtained  from  PFC  Blake  Dodley  as 
referenced  at  0000 1 87.  See  Discovery  Request,  paragraph  2(g). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

l.  The  results  of  SA  Calder  L.  Robertson  III  and  SA  David  S.  Shaver's  analysis  of  any 
computers  analyzed  in  this  case.  See  Discovery  Request,  paragraph  2(h). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

m.  Copies  of  any  investigative  notes  or  assessments  by  Computer  Crimes  Investigative  Unit 
(CCIU).  See  Discovery  Request,  paragraph  2(h). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  review 
any  remaining  information,  including  Agent’s  Activity  Summary  reports  and  related  materials,  at 
CCIU.  Contact  SAC  Kenneth  King  at  (571 )  305-4462  or  (571 )  480-0460  for  this  information. 

n.  Names  of  all  individuals  from  the  CCIU  or  any  other  government  agency  that  have 
performed  or  are  performing  any  computer  forensic  analysis  in  this  case.  See  Discovery 
Request,  paragraph  2(h). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  The  defense  is  invited  to  contact  SAC  Kenneth  King  at  (57 1 )  305-4462  or  (57 1 ) 
480-0460  for  additional  information. 

o.  All  documentation  or  information  provided  by  the  government  to  LTC  Craig  Merutka. 
See  Discovery  Request,  paragraph  2(i). 
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RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

p.  Copies  of  the  chat  logs  referenced  at  000455.  See  Discovery  Request,  paragraph  2(i). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

q.  Copies  of  the  CCIU  reports  referenced  at  000463.  See  Discovery  Request,  paragraph 
2(i). 


RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

r.  The  results  of  inquiry/investigation  and  all  discussions  and  assessments  done  in 
compliance  with  Department  of  Defense  (DoD)  Directive  5210.50;  DoD  Directive  5200.1, 
Chapter  10;  DoD  S-5105.21-M-1;  DoD  In2struction  5240.4;  and  Executive  Order  13526. 
Specifically,  the  defense  requests  the  answers  to  the  following  required  investigative 
determinations  by  the  above  DoD  Directives,  Instruction,  and  Executive  Order:  When,  where, 
and  how  did  the  incident  occur?  What  persons,  situations,  or  conditions  caused  or  contributed  to 
the  incident?  What  classified  information  was  compromised?  If  a  compromise  occurred,  what 
specific  classified  information  and/or  material  was  involved?  If  classified  information  is  alleged 
to  have  been  lost,  what  steps  were  taken  to  locate  the  material?  In  what  specific  media  article  or 
program  did  the  classified  information  appear?  To  what  extent  was  the  compromised 
information  disseminated?  Was  the  information  properly  classified?  Was  the  information 
officially  released?  Are  there  any  leads  to  be  investigated  that  might  lead  to  identification  of  the 
person(s)  responsible  for  the  compromise?  See  Discovery  Request,  paragraph  2(j). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

s.  The  defense  also  requests  copies  of  any  notification  to  the  Original  Classification 
Authorities  (OCA),  the  contact  information  for  the  OCAs,  and  the  required  answers  by  DoD 
Directive  that  states  when  notified  of  the  compromise  of  classified  information  or  material,  the 
original  classification  authority  for  that  information  or  material  shall:  Verify  the  classification 
and  duration  of  classification  initially  assigned  to  the  information;  Reevaluate  the  classification 
of  the  information  to  determine  whether  the  classification  should  be  continued  or  changed;  and 
complete  a  damage  assessment  in  accordance  with  DoD  Instruction  and  Directive.  The 
verification,  reevaluation,  and  damage  assessment  process  is  required  by  DoD  Directive  to  be 
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completed  as  soon  as  possible  following  notification  of  a  compromise.  See  Discovery  Request, 
paragraph  2(k). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 


SUBJECT:  Response  to  Defense  Request  for  Discovery,  8  December  2010  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  The  names  and  contact  information  for  all  government  investigators  who  have 
participated  or  who  are  presently  participating  in  the  investigation  of  the  case,  previously 
requested  on  29  October  and  15  November  2010.  See  Defense  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  The  defense  is  invited  to  contact  SAC  Kenneth  King  at  (571)  305-4462  or  (571) 
480-0460  for  additional  information. 

b.  Contact  information  for  SA  Hyung  Kim  from  the  Department  of  Defense  and  SA  Richard 
Bowen  from  the  Army  Computer  Crimes  Unit.  See  Defense  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  The  defense  is  invited  to  contact  SAC  Kenneth  King  at  (571)  305-4462  or  (571) 
480-0460  for  additional  information. 

c.  An  inventory  of  the  items  seized  from  the  home  of  Mr.  Paul  Francia  at  601  Hazelwood 
Terrace,  Rochester,  New  York  14609.  See  Defense  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

d.  All  forensic  results  and  investigative  reports  by  the  Department  of  State  regarding  the 
information  obtained  by  Wikileaks  as  referenced  by  Assistant  Secretary  of  State  for  Public 
Affairs  PJ.  Crowley.  See  Defense  Request,  paragraph  2(b). 
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RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

e.  Any  specific  damage  assessment  by  the  Department  of  State  regarding  the  disclosures  of 
the  diplomatic  cables  by  Wikileaks.  See  Defense  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

f.  Any  assessment,  report,  e-mail,  or  document  by  Secretary  of  State  Hillary  Rodham 
Clinton  regarding  the  disclosures  of  diplomatic  cables  by  Wikileaks.  See  Defense  Request, 
paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

g.  Any  report,  e-mail  or  document  discussing  the  need  for  the  State  Department  to 
disconnect  access  to  its  files  from  the  government’s  classified  network.  See  Defense  Request, 
paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

h.  All  forensic  results  and  investigative  reports  by  the  Department  of  Defense  regarding  the 
information  obtained  by  Wikileaks.  See  Defense  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  all  forensic  results,  law  enforcement 
investigative  reports,  and  administrative  investigations  by  the  Department  of  Defense.  If 
information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

i.  Results  of  any  joint  investigation  with  the  Federal  Bureau  of  Investigation  (FBI)  as 
referenced  by  Secretary  of  Defense  Robert  M.  Gates.  See  Defense  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 
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j.  Any  specific  damage  assessment  by  the  Department  of  Defense  regarding  the  disclosure 
of  classified  documents  and  videos,  the  subject  of  this  case,  by  Wikileaks.  See  Defense  Request, 
paragraph  2(c). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

k.  Any  and  all  documentation  related  to  the  Department  of  Justice  investigation  into  the 
alleged  leaks  by  Wikileaks  as  referenced  by  Attorney  General  of  the  United  States  Eric  H. 
Holder.  See  Defense  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  all  grand  jury  information  from  the  Eastern  District  of  Virginia  that  is  in  its  possession 
and  that  the  United  States  has  authority  to  disclose.  If  information  previously  provided  is  not 
responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis 
for  its  request. 

l.  Any  and  all  documentation  related  to  President  Barack  H.  Obama's  order  for  an 
investigation  and  a  government  wide-review  of  how  agencies  safeguard  sensitive  information. 
See  Defense  Request,  paragraph  2(e). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

m.  Any  and  all  documents  related  to  the  steps  the  administration  is  considering  regarding 
these  leaks  and  the  nature  of  the  criminal  investigation  underway  into  how  the  documents  were 
made  public  as  referenced  by  Robert  Gibbs,  the  White  House  spokesman.  See  Defense  Request, 
paragraph  2(e). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  all  files  of  Department  of  Defense  law  enforcement  and  other  investigations  that  the 
United  States  is  aware  of.  If  information  previously  provided  is  not  responsive,  the  defense  is 
invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

n.  Any  assessment  given,  or  discussions  concerning,  the  Wikileaks  disclosures  by  any 
member  of  the  government  to  President  Obama.  Any  e-mail,  report,  assessment,  directive,  or 
discussion  by  President  Obama  to  the  Department  of  Defense,  Department  of  State  or 
Department  of  Justice.  See  Defense  Request,  paragraph  2(f). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records, 
outside  publicly  made  statements  through  press  conferences  or  media  organizations,  equally 
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accessible  by  the  defense.  The  defense  is  invited  to  renew  its  request  with  more  specificity  and 
an  adequate  basis  for  its  request. 

o.  Any  and  all  documents  relating  to  the  Government  Task  Force  created  to  review  the 
various  Wikileaks  releases  for  potentially  damaging  information  prior  to  the  actual  releases.  This 
Task  Force  apparently  had  over  120  members  reviewing  the  documents  that  were  either  released 
or  pending  release  to  determine  the  possible  harm  to  national  security.  See  Defense  Request, 
paragraph  2(g). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

p.  The  results  of  any  investigation  or  review  by  Mr.  Russell  Travers  who  has  been 
appointed  by  President  Obama  to  head  an  interagency  committee  assigned  to  assess  the  damage 
caused  by  Wikileaks  exposures  and  to  organize  efforts  to  tighten  security  measures  in 
government  agencies.  See  Defense  Request,  paragraph  2(h). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

q.  Any  and  all  documentation  related  to  the  Pentagon's  review  on  the  policy  and 
technological  shortfalls  that  led  to  the  Wikileaks  disclosures,  as  referenced  by  Pentagon 
spokesman  Bryan  Whitman.  See  Defense  Request,  paragraph  2(i). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

r.  Any  and  all  documentation  related  to  the  Central  Intelligence  Agency  (CIA)  investigation 
of  Wikileaks  announced  by  CIA  Director  Leon  Panetta  and  any  internal  or  external 
memorandums  addressing  the  investigation  of  Wikileaks,  PFC  Bradley  Manning  or  the  nature  of 
the  Office  of  Security's  investigation  into  these  matters.  See  Defense  Request,  paragraph  2(j). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 
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s.  Any  and  all  documentation  relating  to  the  government’s  position  of  taking  a  hard  line  on 
unauthorized  leaks  of  information,  as  demonstrated  by  the  prosecutions  of  a  former  National 
Security  Agency  official,  a  Federal  Bureau  of  Investigation  linguist,  and  a  State  Department 
contractor  and  referenced  by  CIA  Director  Leon  Panetta.  See  Defense  Request,  paragraph  2(k). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

t.  Any  and  all  memorandums,  e-mails,  or  other  references  by  Congressmen,  Senators,  or 
government  officials  concerning  the  disposition  of  this  case  or  the  need  to  punish  PFC  Bradley 
Manning.  See  Defense  Request,  paragraph  2(k). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records, 
outside  publicly  made  statements  through  press  conferences  or  media  organizations,  equally 
accessible  by  the  defense.  The  defense  is  invited  to  renew  its  request  with  more  specificity  and 
an  adequate  basis  for  its  request. 

u.  Any  and  all  documentation,  e-mails,  or  reports  given  to  the  Summary  Court-Martial 
Convening  Authority,  the  General  Court-Martial  Convening  Authority,  or  the  Staff  Judge 
Advocate  concerning  the  disposition  of  PFC  Bradley  Manning’s  case  or  the  nature  of  the  charges 
or  possible  charges  against  PFC  Manning.  Specifically,  any  attempt  to  influence  the  independent 
discretion  of  anyone  involved  in  the  military  justice  process.  See  Defense  Request,  paragraph 
2(1). 


RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

v.  Any  and  all  documents  or  observation  notes  by  employees  of  the  Quantico  confinement 
facility  relating  to  PFC  Bradley  Manning.  See  Defense  Request,  paragraph  2(m). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  progress  reports,  visitation  documents,  and  command  visits.  If  information  previously 
provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and  a 
basis  for  its  request. 

w.  The  results  of  the  15-6  investigation  into  the  government's  improper  release  of  classified 
information  to  the  defense.  See  Defense  Request,  paragraph  2(n). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 
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3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


ASH  DEN  FEIN 
CPT,  JA 
Trial  Counsel 
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27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  10  January  201 1  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  Any  information  relating  to  1 8  U.S.C.  §  2703(d)  order  or  any  search  warrant  by  the 
government  of  Twitter,  Facebook,  Google  or  any  other  social  media  site.  Any  metadata,  MD5 
hash  marks  or  other  unique  identifying  information  obtained  from  the  2703(d)  order  or  search 
warrant.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  applications  for  an  order  under  18  U.S.C.  §  2703  and  search  warrants.  See  BATES 
0003669 1  -00036739, 00375638-00375676.  If  information  previously  provided  is  not 
responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis 
for  its  request. 

b.  The  results  and  all  supporting  documents  for  the  investigation  conducted  by  LTG  Robert 
Caslen  Jr.  The  report  is  directed  by  the  Secretary  of  the  Army  John  McHugh  and  is  supposed  to 
be  completed  by  1  February  2011.  It  will  address  how  PFC  Bradley  Manning  was  selected  for 
his  job,  how  he  was  trained,  whether  his  superiors  missed  warning  signs  that  he  was 
downloading  documents  that  he  did  not  need  to  read  and  how  PFC  Manning  allegedly  released 
the  documents.  See  Discovery  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

c.  The  results  of  any  inquiry  and  testimony  taken  by  House  of  Representative  oversight 
committee  led  by  Representative  Darrell  Issa.  The  committee  is  due  to  look  into  Wikileaks,  the 
actions  of  Attorney  General  Eric  Holder,  and  the  investigation  of  PFC  Bradley  Manning.  See 
Discovery  Request,  paragraph  2(c). 
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RESPONSE:  The  United  States  has  no  knowledge  of  any  such  records,  outside  publicly 
made  statements  through  press  conferences  or  media  organizations,  equally  accessible  by  the 
defense.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its 
request  with  more  specificity  and  an  adequate  basis  for  its  request. 

d.  A  copy  of  all  Agents  Investigation  Reports  maintained  under  CID  Regulation  195-1  not 
previously  provided  to  the  defense.  A  copy  of  all  agent  notes,  other  governmental  Investigative 
reports  and  sworn  statements.  See  Discovery  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  review 
any  remaining  information,  including  Agent’s  Activity  Summary  reports  and  related  materials,  at 
CCIU.  Contact  SAC  Kenneth  King  at  (571)  305-4462  or  (571)  480-0460  for  this  information. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

( 

v'ashden"fein 
CPT,  JA 
Trial  Counsel 
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MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  16  February  201 1  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  The  defense  requests  the  names  of  the  Soldiers  who  have  been  flagged,  the  nature  for 
why  they  were  flagged,  who  imposed  the  flag,  and  any  other  derogatory  information  relating  to 
this  case  to  include,  but  not  limited  to:  any  reprimand  (oral  or  written),  UCMJ  action,  or 
administrative  separation  actions.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  See  BATES  00015863.  If  information  previously  provided  is  not  responsive,  the 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

b.  The  defense  requests  a  copy  of  any  and  all  audio  or  video  tapes  of  PFC  Manning  at  any 
time  whether  they  be  from  in  person  visits  or  from  telephonic  conversations.  See  Discovery 
Request,  paragraph  2(b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

c.  A  copy  of  the  latest  CID  investigation  report  and  all  Agents  Investigation  Reports 
maintained  under  CID  Regulation  195-1  not  previously  provided  to  the  defense.  Additionally,  a 
copy  of  all  agent  notes,  other  governmental  investigative  reports,  and  sworn  statements.  See 
Discovery  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  review 
any  remaining  information,  including  Agent’s  Activity  Summary  reports  and  related  materials,  at 
CCIU.  Contact  SAC  Kenneth  King  at  (571)  305-4462  or  (571)  480-0460  for  this  information. 
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d.  A  roster  of  all  individuals  assigned  to  HHC,  2BCT,  10th  Mtn  Division,  specifically  any 
soldier  assigned  in  the  S2  Section  of  2BCT.  The  defense  requests  full  name,  rank,  email  and 
phone  contact  information  for  each  individual.  See  Discovery  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

e.  Access  to  all  classified  information  that  the  government  intends  to  use  in  this  case.  To 
include  any  damage  assessment  or  information  review  conducted  by  any  governmental  agency  or 
at  the  direction  of  a  governmental  agency.  See  Discovery  Request,  paragraph  2(d). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  13  May  201 1  -  United  States  v.  PFC 
Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments,  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  United  States  Army.  See 
Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

b.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Department  of  Defense. 
See  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

c.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Department  of  Justice. 
See  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

d.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  National  Security 
Agency.  See  Discovery  Request,  paragraph  3. 
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RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

e.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Defense  Intelligence 
Agency.  See  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

f.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Department  of  Homeland 
Security  Office  of  Intelligence  and  Analysis.  See  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

g.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Central  Intelligence 
Agency.  See  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

h.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Federal  Bureau  of 
Investigation.  See  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

i.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Bureau  of  Diplomatic 
Security.  See  Discovery  Request,  paragraph  3. 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 
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j.  Any  Brady  material  in  the  government’s  possession.  See  Discovery  Request,  paragraph 
4. 


RESPONSE:  The  United  States  understands  its  obligations  under  Brady  and  will 
comply  with  this  requirement  if  the  United  States  becomes  aware  of  any  Brady  material. 

k.  Any  Jencks  material  in  the  government’s  possession,  specifically  copies  of  all  statements, 
oral  or  written  by  any  witness.  See  Discovery  Request,  paragraph  4. 

RESPONSE:  The  United  States  understands  its  obligations  under  Jencks  and  will 
comply  with  this  requirement,  if  applicable. 

l.  Any  evidence  in  the  government’s  possession  that  contradicts  or  is  inconsistent  with  the 
government’s  theory  of  the  case.  See  Discovery  Request,  paragraph  4. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  13  October  201 1  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation! s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  COL  Miller.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

b.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  COL  Walter.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

c.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  LTC  Kerns.  See  Discovery  Request,  paragraph  1(a). 


ANJA-CL 


O 


O 


SUBJECT:  Response  to  Defense  Request  for  Discovery,  13  October  201 1  -  United  States  v. 
PFC  Bradley  Manning 


RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

d.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  LTC  Garfield.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

e.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  LTC  Wardle.  See  Discovery  Request,  paragraph  1  (a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

f.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  MAJ  Davis.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

g.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  MAJ  Graham.  See  Discovery  Request,  paragraph  1  (a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 
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h.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  MAJ  Morrow.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

i.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  MAJ  Clausen.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

j.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  MAJ  Dreher.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

k.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CPT  Freeburg.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

l.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
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subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  1SG  Usbeck.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

m.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CPT  Cherepko.  See  Discovery  Request,  paragraph  I  (a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

n.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CPT  Lim.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

o.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CPT  Keay.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

p.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CPT  Martin.  See  Discovery  Request,  paragraph  1(a). 
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RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

q.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  1LT  Gaab.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

r.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  1LT  Fields.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

s.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CW2  Ehresman.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

t.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CW2  Eastep.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 
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u.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  1 5-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  CW2  Lyons.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

v.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  1 5-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  WOl  Balonek.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

w.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  1 5-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  SFC  Adkins.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

x.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  SSG  Mitchell.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

y.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  1 5-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
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subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  SPC  Padgett.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

z.  A  copy  of  any  adverse  administrative  or  UCMJ  action,  all  supporting  documentation,  and 
any  rebuttal  materials  to  such  action  based  upon  the  15-6  investigation  conducted  by  LTG  Robert 
L.  Caslen  Jr.  or  any  other  governmental  investigation,  with  regards  to  any  individual  that  was  the 
subject  of  such  an  adverse  action  in  relation  to  the  alleged  leak  of  classified  information  in  this 
case,  including  PFC  Showman.  See  Discovery  Request,  paragraph  1(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

aa.  An  inspection  of  all  seized  governmental  computers  from  the  Tactical  Sensitive 
Compartmented  Information  Facility  (T-SCIF)  of  Headquarters  and  Headquarters  Company 
(HHC),  2nd  Brigade  Combat  Team  (BCT),  10  Mountain  Division,  Forward  Operating  Base 
(FOB)  Hammer,  Iraq  for  the  presence  of  any  and  all  unauthorized  computer  programs.  See 
Discovery  Request,  paragraph  1  (b). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  an  Encase  forensic  image  of  all  electronic  storage  devices,  including  hard  drives, 
examined  by  law  enforcement  that  were  included  in  the  forensic  reports.  If  information 
previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more 
specificity  and  a  basis  for  its  request. 

bb.  An  inspection  of  all  seized  governmental  computers  from  the  Tactical  Operations  Center 
(TOC)  of  Headquarters  and  Headquarters  Company  (HHC),  2nd  Brigade  Combat  Team  (BCT), 
10  Mountain  Division,  Forward  Operating  Base  (FOB)  Hammer,  Iraq  for  the  presence  of  any  and 
all  unauthorized  computer  programs.  See  Discovery  Request,  paragraph  1  (b). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  an  Encase  forensic  image  of  all  electronic  storage  devices,  including  hard  drives, 
examined  by  law  enforcement  that  were  included  in  the  forensic  reports.  If  information 
previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more 
specificity  and  a  basis  for  its  request. 

cc.  Any  Brady  material  in  the  government’s  possession.  See  Discovery  Request,  paragraph 
1(c). 
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RESPONSE:  The  United  States  understands  its  obligations  under  Brady  and  will 
comply  with  this  requirement  if  the  United  States  becomes  aware  of  any  Brady  material. 

dd.  Any  Jencks  material  in  the  government’s  possession.  See  Discovery  Request,  paragraph 
1(c). 


RESPONSE:  The  United  States  understands  its  obligations  under  Jencks  and  will 
comply  with  this  requirement,  if  applicable. 

ee.  Any  report  or  recommendation  concerning  the  alleged  leaks  in  this  case  by  Mr.  Russell 
Travers,  National  Security  Staff’s  Senior  Advisor  for  Information  Access  and  Security  Policy. 
See  Discovery  Request,  paragraph  l(c)(i). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

ff.  Any  and  all  documentation  related  to  President  Barack  H.  Obama’s  order  for  an 
investigation  and  a  government  wide-review  of  how  agencies  safeguard  sensitive  information. 
See  Discovery  Request,  paragraph  1  (c)(i). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

gg.  Any  and  all  documents  related  to  the  steps  the  administration  is  considering  regarding 
these  leaks  and  the  nature  of  the  criminal  investigation  underway  into  how  the  documents  were 
made  public  as  referenced  by  former  White  House  Press  Secretary  Robert  Gibbs.  See  Discovery 
Request,  paragraph  l(c)(i). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  all  files  of  Department  of  Defense  law  enforcement  and  other  investigations  that  the 
United  States  is  aware  of.  If  information  previously  provided  is  not  responsive,  the  defense  is 
invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 


hh.  Any  assessment  given,  or  discussions  concerning,  the  Wikileaks  disclosures  by  any 
member  of  the  government  to  President  Obama.  See  Discovery  Request,  paragraph  l(c)(i). 


RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records, 
outside  publicly  made  statements  through  press  conferences  or  media  organizations,  equally 
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accessible  by  the  defense.  The  defense  is  invited  to  renew  its  request  with  more  specificity  and 
an  adequate  basis  for  its  request. 

ii.  Any  email,  report,  assessment,  directive,  or  discussion  by  President  Obama  to  the 
Department  of  Defense,  Department  of  State  or  Department  of  Justice.  See  Discovery  Request, 
paragraph  l(c)(i). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records, 
outside  publicly  made  statements  through  press  conferences  or  media  organizations,  equally 
accessible  by  the  defense.  The  defense  is  invited  to  renew  its  request  with  more  specificity  and 
an  adequate  basis  for  its  request. 

jj.  Any  report  or  recommendation  concerning  the  alleged  leaks  in  this  case  by  Chairman 
Chuck  Hagel  or  any  other  member  of  the  Intelligence  Advisory  Board.  See  Discovery  Request, 
paragraph  l(c)(ii). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records, 
outside  publicly  made  statements  through  press  conferences  or  media  organizations,  equally 
accessible  by  the  defense.  The  defense  is  invited  to  renew  its  request  with  more  specificity  and 
an  adequate  basis  for  its  request. 

kk.  Any  report,  damage  assessment  or  recommendation  by  the  Wikileaks  Task  Force  or  any 
other  CIA  member  concerning  the  alleged  leaks  in  this  case.  Any  internal  or  external 
memorandums  addressing  the  investigation  of  Wikileaks,  PFC  Bradley  Manning  or  the  nature  of 
the  Office  of  Security’s  investigation  into  these  matters.  See  Discovery  Request,  paragraph 
l(c)(iii). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

11.  All  forensic  results  and  investigative  reports  by  the  Department  of  Defense  regarding  the 
information  obtained  by  Wikileaks.  See  Discovery  Request,  paragraph  l(c)(iv). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession,  including  multiple  Army  Regulation  15-6  investigations  conducted  by  the 
Department  of  Defense.  If  information  previously  provided  is  not  responsive,  the  defense  is 
invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

mm.  The  results  of  any  joint  investigation  with  the  FBI  as  referenced  by  Former  Secretary 
of  Defense  Robert  Gates.  See  Discovery  Request,  paragraph  l(c)(iv). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
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this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

nn.  Any  specific  damage  assessment  by  the  Department  of  Defense  regarding  the  disclosure 
of  classified  documents  and  videos,  the  subject  of  this  case,  by  Wikileaks,  specifically  any  report 
by  the  IRTF  that  was  responsible  for  leading  a  comprehensive  DOD  review  of  classified 
documents  obtained  by  the  Wikileaks  website  and  any  other  associated  materials.  See  Discovery 
Request,  paragraph  1  (c)(iv). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

oo.  Any  and  all  documentation  related  to  the  Department  of  Justice  investigation  into  the 
alleged  leaks  by  Wikileaks  as  referenced  by  Attorney  General  of  the  United  States  Eric  Holder. 
See  Discovery  Request,  paragraph  l(c)(v). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  all  grand  jury  information  from  the  Eastern  District  of  Virginia  that  is  in  its  possession 
and  that  the  United  States  has  authority  to  disclose.  If  information  previously  provided  is  not 
responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis 
for  its  request. 

pp.  Any  and  all  documentation  relating  to  a  review  of  the  alleged  leaks  in  this  case  by  the 
Department  of  State  regarding  the  disclosure  of  diplomatic  cables,  the  subject  of  this  case,  by 
Wikileaks.  See  Discovery  Request,  paragraph  l(c)(vi). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

qq.  Any  specific  damage  assessment  by  the  Department  of  State  regarding  the  disclosure  of 
diplomatic  cables,  the  subject  of  this  case,  by  Wikileaks.  See  Discovery  Request,  paragraph 
l(c)(vi). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

rr.  Any  and  all  documentation  relating  to  any  review  or  damage  assessment  conducted  by 
ODNI  or  in  cooperation  with  any  other  government  agency.  See  Discovery  Request,  paragraph 
l(c)(vii). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 
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ss.  Any  and  all  documents  relating  to  any  task  force  or  other  governmental  intelligence 
agency  review  of  the  various  alleged  leaks  in  this  case  to  include  any  damage  assessment  based 
upon  the  alleged  leaks.  See  Discovery  Request,  paragraph  l(c)(viii). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

tt.  Any  and  all  documents  relating  to  any  task  force  or  other  governmental  intelligence 
agency  review  of  the  various  alleged  leaks  in  this  case  to  include  any  corrective  action  taken  by 
the  USG  due  to  the  alleged  leaks.  See  Discovery  Request,  paragraph  l(c)(viii). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
this  request  when  provided  with  an  adequate  basis  and  an  authority  that  obligates  the  United 
States  to  provide  the  requested  information. 

uu.  Results  or  any  inquiry  and  testimony  taken  by  House  of  Representative  oversight 
committee  led  by  Representative  Darrell  Issa,  which  discussed  the  action  of  Wikileaks,  Attorney 
General  Eric  Holder,  and  the  investigation  of  PFC  Manning.  See  Discovery  Request,  paragraph 
l(c)(ix). 

RESPONSE:  The  United  States  has  no  knowledge  of  any  such  records,  outside  publicly 
made  statements  through  press  conferences  or  media  organizations,  equally  accessible  by  the 
defense.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its 
request  with  more  specificity  and  an  adequate  basis  for  its  request. 

vv.  Copy  of  the  Preliminary  Inquiry  Report,  as  required  under  DOD  5 1 05.21  -M- 1 .  See 
Discovery  Request,  paragraph  1  (d). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

ww.  Copy  of  the  Damage  Assessment  of  Compromised  Information,  as  required  under  DOD 
5105.21-M-l.  See  Discovery  Request,  paragraph  1(e). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

xx.  Copy  of  the  final  security  violation  investigation  report  submitted  to  the  SSO,  as  required 
under  DOD  5105.21-M-l.  See  Discovery  Request,  paragraph  1(f). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 
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yy.  Copy  of  all  SCI  security  management  and  self-inspection  reports  for  the  T-SCIF  of  HHC, 
2nd  BCT,  10  Mountain  Division,  FOB  Hammer,  Iraq.  See  Discovery  Request,  paragraph  1(g). 

RESPONSE:  The  United  States  presently  has  no  knowledge  of  any  such  records.  The 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

/ 

/  \ 

ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery.  15  November  201 1  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  Whether  any  NIPR  or  SIPR  computer  within  2d  BCT  T-SCIF  or  Supply  Annex  required 
an  end-user  to  have  their  ID  CAC  Card  in  the  computer.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

b.  The  required  log-in  procedure  for  use  of  the  HP  laptop,  touch  smart  TS2,  serial  number 
CNF  8492K3S.  See  Discovery  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited  to  renew 
its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

c.  All  NIPR  and  SIPR  logs  for  any  computer  within  the  2d  BCT  T-SCIF  from  1  November 
2009  to  27  May  2010.  See  Discovery  Request,  paragraph  2(c). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  an  Encase  forensic  image  of  all  electronic  storage  devices,  including  hard  drives, 
examined  by  law  enforcement  that  were  included  in  the  forensic  reports.  If  information 
previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more 
specificity  and  a  basis  for  its  request. 

d.  An  EnCase  forensic  image  of  any  computer  seized  by  the  government.  See  Discovery 
Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  an  Encase  forensic  image  of  all  electronic  storage  devices,  including  hard  drives. 
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examined  by  law  enforcement  that  were  included  in  the  forensic  reports.  If  information 
previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more 
specificity  and  a  basis  for  its  request. 

e.  All  other  information  relied  upon  by  the  government  to  claim  information  leaked  to 
Wikileaks  was  obtained  by  any  terrorist  group  such  as  Al-Qaeda  or  HIG.  See  Discovery 
Request,  paragraph  2(d). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession  and  that  the  United  States  has  authority  to  disclose.  The  defense  is  invited  to  renew 
its  request  with  more  specificity  and  a  basis  for  its  request 

f.  A  current  curriculum  vitae  for  each  forensic  expert  who  has  worked  on  this  case  for  the 
government.  See  Discovery  Request,  paragraph  2(e). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  The  defense  is  invited  to  contact  SAC  Kenneth  King  at  (57 1 )  305-4462  or  (57 1 ) 
480-0460  for  additional  information. 

g.  Any  classification  review  for  documents  related  to  Specification  8  of  Charge  II.  See 
Discovery  Request,  paragraph  2(f). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  See  BATES  00378646.  If  information  previously  provided  is  not  responsive,  the 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

h.  Any  classification  review  for  documents  related  to  Specification  9  of  Charge  II.  See 
Discovery  Request,  paragraph  2(f). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  See  BATES  00378646.  If  information  previously  provided  is  not  responsive,  the 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

i.  Any  damage  assessment  for  documents  related  to  Specification  8  of  Charge  II.  See 
Discovery  Request,  paragraph  2(f). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

j.  Any  damage  assessment  for  documents  related  to  Specification  9  of  Charge  II.  See 
Discovery  Request,  paragraph  2(f). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  15  November  201 1  -  United  States  v. 
PFC  Bradley  Manning 


k.  Any  classification  review  for  the  document  related  to  Specification  15  of  Charge  II.  See 
Discovery  Request,  paragraph  2(g). 

RESPONSE:  The  United  States  has  provided  all  matters  requested  that  are  in  its 
possession.  See  BATES  00378148.'  If  information  previously  provided  is  not  responsive,  the 
defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 


1.  Any  damage  assessment  for  the  document  related  to  Specification  1 5  of  Charge  II.  See 
Discovery  Request,  paragraph  2(g). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


A^HDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  16  November  201 1  -  United  States  v. 
PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with 
the  limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  An  EnCase  forensic  image  of  any  computer  seized  by  the  government  and  all  other 
information  relied  upon  by  the  government  to  claim  information  alleged  to  have  been  disclosed 
in  this  case  was  in  the  possession  of  an  unauthorized  individual  (representative  of  Wikileaks)  in 
December  of  2009.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  has  provided  matters  responsive  to  this  request, 
including  an  Encase  forensic  image  of  all  electronic  storage  devices,  including  hard  drives, 
examined  by  law  enforcement  that  were  included  in  the  forensic  reports.  If  information 
previously  provided  is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more 
specificity  and  a  basis  for  its  request. 

b.  Any  damage  assessment  or  review  completed  in  this  case  either  by  or  with  the  assistance 
of  DIA.  See  Discovery  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

c.  Any  damage  assessment  or  review  completed  in  this  case  either  by  or  with  the  assistance 
of  the  Office  of  National  Counterintelligence  Executive.  See  Discovery  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

d.  Any  damage  assessment  or  review  completed  in  this  case  either  by  or  with  the  assistance 
of  any  government  agency.  See  Discovery  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 
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PFC  Bradley  Manning 


3.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 
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27  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery,  20  January  2012  -  United  States  v.  PFC 
Bradley  Manning 


1.  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with  the 
limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  Complete  contact  information  for  Mr.  Robert  E.  Betz,  USCYBERCOM  Chief 
Classification  Advisory  Officer.  See  Discovery  Request,  paragraph  2(a). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  any  basis  for  its  request.  The  defense  is  invited  to  renew  its  request  with 
more  specificity  and  an  adequate  basis  for  its  request. 

b.  Complete  contact  information  for  Mr.  Patrick  F.  Kennedy,  Under  Secretary  of  State  for 
Management.  See  Discovery  Request,  paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  any  basis  for  its  request.  The  defense  is  invited  to  renew  its  request  with 
more  specificity  and  an  adequate  basis  for  its  request. 

c.  Complete  contact  information  for  Mr.  Robert  Roland.  See  Discovery  Request,  paragraph 
2(c). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  any  basis  for  its  request.  The  defense  is  invited  to  renew  its  request  with 
more  specificity  and  an  adequate  basis  for  its  request. 

d.  Complete  contact  information  for  the  individual  that  completed  the  Classification  Review 
for  the  item  charged  in  Specification  15  of  Charge  II.  The  Defense  also  requests  a  copy  of  the 
Classification  Review  for  the  item  charged  in  Specification  1 5  of  Charge  II.  See  Discovery 
Request,  paragraph  2(d). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  20  January  2012  -  United  States  v.  PFC 
Bradley  Manning 


RESPONSE:  The  United  States  will  not  provide  the  requested  contact  information.  The 
defense  has  failed  to  provide  any  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

3.  Response  to  Defense  Questions. 

a.  Does  the  Government  possess  any  report,  damage  assessment  or  recommendation  by  the 
WikiLeaks  Task  Force  or  any  other  CIA  member  concerning  the  alleged  leaks  in  this  case?  If  yes, 
please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why 
the  Government  has  failed  to  secure  these  items.  See  Discovery  Request,  paragraph  3(a). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

b.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  as  a 
result  of  any  joint  investigation  with  the  Federal  Bureau  of  Investigation  (FBI)  or  any  other 
governmental  agency  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items.  See  Discovery  Request,  paragraph  3(b). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

c.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Information  Review  Task  Force  (IRTF)  concerning  the  alleged  leaks  in  this  case?  If  yes,  please 
indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the 
Government  has  failed  to  secure  these  items.  See  Discovery  Request,  paragraph  3(c). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

d.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Department  of  Justice  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items.  See  Discovery  Request,  paragraph  3(d). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

e.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Department  of  State  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items.  See  Discovery  Request,  paragraph  3(e). 
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SUBJECT:  Response  to  Defense  Request  for  Discovery,  20  January  2012  -  United  States  v. 

PFC  Bradley  Manning 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

f.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Office  of  the  Director  of  National  Intelligence  concerning  the  alleged  leaks  in  this  case?  If  yes, 
please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate 
why  the  Government  has  failed  to  secure  these  items.  See  Discovery  Request,  paragraph  3(f). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

g.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Defense  Intelligence  Agency  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate 
why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the 
Government  has  failed  to  secure  these  items.  See  Discovery  Request,  paragraph  3(g). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

h.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Office  of  the  National  Counterintelligence  Executive  concerning  the  alleged  leaks  in  this  case?  If 
yes,  please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please 
indicate  whv  the  Government  has  failed  to  secure  these  items.  See  Discovery  Request,  paragraph 
3(h). 

RESPONSE:  The  United  States  will  provide  a  response  to  this  request  no  later  than  3 
February  2012. 

4.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


31  January  2012 


MEMORANDUM  FOR  Mr.  David  E.  Coombs,  Civilian  Defense  Counsel 

SUBJECT:  Response  to  Defense  Request  for  Discovery  -  United  States  v.  PFC  Bradley  Manning 


1 .  The  below  responses  to  the  defense  discovery  request  account  for  the  ongoing  national 
security  concerns  of  this  case,  the  ongoing  law  enforcement  investigation(s),  and  comply  with  the 
limitations  of  applicable  Executive  Orders. 

2.  Discovery  Response. 

a.  All  damage  assessments  conducted  by  Original  Classification  Authorities  (OCAs).  See 
Discovery  Request,  1  November  2010. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

b.  Any  specific  damage  assessment  by  the  Department  of  State  regarding  the  disclosures  of 
the  diplomatic  cables  by  Wikileaks.  See  Discovery  Request,  8  December  2010,  paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

c.  Any  specific  damage  assessment  by  the  Department  of  Defense  regarding  the  disclosure  of 
classified  documents  and  videos,  the  subject  of  this  case,  by  Wikileaks.  See  Discovery  Request,  8 
December  2010,  paragraph  2(c). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

d.  Access  to  all  classified  information  that  the  government  intends  to  use  in  this  case.  To 
include  any  damage  assessment  or  information  review  conducted  by  any  governmental  agency  or 
at  the  direction  of  a  governmental  agency.  See  Discovery  Request,  16  February  2011,  paragraph 
2(d). 


RESPONSE:  The  United  States  has  provided  defense  access  to  all  classified  information 
it  intends  to  use  in  this  case  and  will  continue  to  comply:  with  this  request. 
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e.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  United  States  Army.  See 
Discovery  Request,  13  May  201 1,  paragraph  3. 

RESPONSE:  The  United  States  has  provided  three  Army  Regulation  15-6  investigations 
and  the  CID  case  file.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited 
to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

f.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Department  of  Defense. 

See  Discovery  Request,  13  May  2011,  paragraph  3. 

RESPONSE:  The  United  States  has  provided  three  Army  Regulation  15-6  investigations 
and  the  CID  case  file.  If  information  previously  provided  is  not  responsive,  the  defense  is  invited 
to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

g.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Department  of  Justice.  See 
Discovery  Request,  13  May  2011,  paragraph  3. 

RESPONSE:  The  United  States  has  provided  all  grand  jury  information  that  is  in  its 
possession  and  that  the  United  States  has  authority  to  disclose.  If  information  previously  provided 
is  not  responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate 
basis  for  its  request. 

h .  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  National  Security  Agency. 
See  Discovery  Request,  13  May  2011,  paragraph  3. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

i.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Defense  Intelligence 
Agency.  See  Discovery  Request,  13  May  201 1,  paragraph  3. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 
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PFC  Bradley  Manning 


j.  Any  and  all  documents  (sworn  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Department  of  Homeland 
Security  Office  of  Intelligence  and  Analysis.  See  Discovery  Request,  13  May  201 1,  paragraph  3. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

k.  Any  and  all  documents  (swom  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments,  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Central  Intelligence 
Agency.  See  Discovery  Request,  13  May  2011,  paragraph  3. 

RESPONSE:  The  United  States  provided  two  classification  reviews.  See  BATES 
00378148-00378175  and  00410623-00410634.  If  information  previously  provided  is  not 
responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis 
for  its  request. 

l.  Any  and  all  documents  (swom  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments,  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Federal  Bureau  of 
Investigation.  See  Discovery  Request,  13  May  2011,  paragraph  3. 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

m.  Any  and  all  documents  (swom  or  signed  statements,  photographs,  emails,  etc.),  tangible 
items  (books,  papers,  etc.),  and  reports  (investigative  summaries,  damage  assessments.  Original 
Classification  Authority  (OCA)  determinations,  etc.)  conducted  by  the  Bureau  of  Diplomatic 
Security.  See  Discovery  Request,  13  May  2011,  paragraph  3. 

RESPONSE:  The  United  States  provided  the  Memorandum  of  Interview  reports.  See 
BATES  00408089-00408156.  If  information  previously  provided  is  not  responsive,  the  defense  is 
invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis  for  its  request. 

n.  Any  report,  damage  assessment  or  recommendation  by  the  Wikileaks  Task  Force  or  any 
other  CIA  member  concerning  the  alleged  leaks  in  this  case.  Any  internal  or  external 
memorandums  addressing  the  investigation  of  Wikileaks,  PFC  Bradley  Manning  or  the  nature  of 
the  Office  of  Security’s  investigation  into  these  matters.  See  Discovery  Request,  13  October  2011, 
paragraph  l(c)(iii). 

RESPONSE:  The  United  States  provided  two  classification  reviews.  See  BATES 
00378148-00378175  and  00410623-00410634.  If  information  previously  provided  is  not 
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responsive,  the  defense  is  invited  to  renew  its  request  with  more  specificity  and  an  adequate  basis 
for  its  request. 

o.  Any  specific  damage  assessment  by  the  Department  of  Defense  regarding  the  disclosure  of 
classified  documents  and  videos,  the  subject  of  this  case,  by  Wikileaks,  specifically  any  report  by 
the  IRTF  that  was  responsible  for  leading  a  comprehensive  DOD  review  of  classified  documents 
obtained  by  the  Wikileaks  website  and  any  other  associated  materials.  See  Discovery  Request,  13 
October  201 1,  paragraph  l(c)(iv). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

p.  Any  specific  damage  assessment  by  the  Department  of  State  regarding  the  disclosure  of 
diplomatic  cables,  the  subject  of  this  case,  by  Wikileaks.  See  Discovery  Request,  13  October 
2011,  paragraph  l(c)(vi). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

q.  Any  and  all  documentation  relating  to  any  review  or  damage  assessment  conducted  by 
ODNI  or  in  cooperation  with  any  other  government  agency.  See  Discovery  Request,  13  October 
2011,  paragraph  l(c)(vii). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

r.  Any  and  all  documents  relating  to  any  task  force  or  other  governmental  intelligence  agency 
review  of  the  various  alleged  leaks  in  this  case  to  include  any  damage  assessment  based  upon  the 
alleged  leaks.  See  Discovery  Request,  13  October  2011,  paragraph  1  (c)( viii). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

s.  Any  damage  assessment  for  documents  related  to  Specification  8  of  Charge  II.  See 
Discovery  Request,  15  November  2011,  paragraph  2(f). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

t.  Any  damage  assessment  for  documents  related  to  Specification  9  of  Charge  II.  See 
Discovery  Request,  15  November  201 1,  paragraph  2(f)- 
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RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

u.  Any  damage  assessment  for  the  document  related  to  Specification  15  of  Charge  II.  See 
Discovery  Request,  15  November  2011,  paragraph  2(g). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

v.  Any  damage  assessment  or  review  completed  in  this  case  either  by  or  with  the  assistance 
of  DIA.  See  Discovery  Request,  16  November  201 1,  paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

w.  Any  damage  assessment  or  review  completed  in  this  case  either  by  or  with  the  assistance 
of  the  Office  of  National  Counterintelligence  Executive.  See  Discovery  Request,  16  November 
2011,  paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

x.  Any  damage  assessment  or  review  completed  in  this  case  either  by  or  with  the  assistance 
of  any  government  agency.  See  Discovery  Request,  16  November  2011,  paragraph  2(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The  defense 
has  failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  invited  to  renew  its  request 
with  more  specificity  and  an  adequate  basis  for  its  request. 

3.  Response  to  Defense  Questions. 

a.  Does  the  Government  possess  any  report,  damage  assessment  or  recommendation  by  the 
WikiLeaks  Task  Force  or  any  other  CIA  member  concerning  the  alleged  leaks  in  this  case?  If  yes, 
please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why 
the  Government  has  failed  to  secure  these  items.  See  Discovery  Request,  20  January  2012, 
paragraph  3(a). 

RESPONSE:  The  United  States  produced  the  requested  information  that  is  in  its 
possession  and  that  it  has  authority  to  disclose,  including  two  classification  reviews.  See  BATES 
00378148-00378175  and  00410623-00410634.  If  information  previously  provided  is  not 
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responsive,  the  United  States  will  reconsider  a  renewed  defense  request  with  more  specificity  and 
an  adequate  basis. 

b.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  as  a 
result  of  any  joint  investigation  with  the  Federal  Bureau  of  Investigation  (FBI)  or  any  other 
governmental  agency  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items.  See  Discovery  Request,  20  January  2012,  paragraph  3(b). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
a  renewed  defense  request  with  more  specificity  and  an  adequate  basis. 

c.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Information  Review  Task  Force  (IRTF)  concerning  the  alleged  leaks  in  this  case?  If  yes,  please 
indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the 
Government  has  failed  to  secure  these  items.  See  Discovery  Request,  20  January  2012, 
paragraph  3(c). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
a  renewed  defense  request  with  more  specificity  and  an  adequate  basis. 

d.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Department  of  Justice  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items.  See  Discovery  Request,  20  January  2012,  paragraph  3(d). 

RESPONSE:  The  United  States  has  no  knowledge  of  any  report,  damage  assessment  or 
recommendation  by  the  Department  of  Justice,  specifically  main  justice,  that  is  discoverable  and 
that  concerns  the  alleged  leaks  in  this  case.  The  United  States  will  reconsider  a  renewed  defense 
request  with  more  specificity  and  an  adequate  basis. 

e.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Department  of  State  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these 
items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has 
failed  to  secure  these  items.  See  Discovery  Request,  20  January  2012,  paragraph  3(e). 

RESPONSE:  The  United  States  produced  the  requested  information  that  is  in  its 
possession  and  that  it  has  authority  to  disclose,  including  a  classification  review.  See  BATES 
00376903-00376953.  If  information  previously  provided  is  not  responsive,  the  United  States 
will  reconsider  a  renewed  defense  request  with  more  specificity  and  an  adequate  basis. 

f.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Office  of  the  Director  of  National  Intelligence  concerning  the  alleged  leaks  in  this  case?  If  yes, 
please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate 
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why  the  Government  has  failed  to  secure  these  items.  See  Discovery  Request,  20  January  2012, 
paragraph  3(f). 

RESPONSE:  The  United  States  produced  the  requested  information  that  is  in  its 
possession  and  that  it  has  authority  to  disclose,  including  a  classification  review.  See  BATES 
00410761-00410770.  If  information  previously  provided  is  not  responsive,  the  United  States 
will  reconsider  a  renewed  defense  request  with  more  specificity  and  an  adequate  basis. 

g.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Defense  Intelligence  Agency  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate 
why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please  indicate  why  the 
Government  has  failed  to  secure  these  items.  See  Discovery  Request,  20  January  2012, 
paragraph  3(g). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
a  renewed  defense  request  with  more  specificity  and  an  adequate  basis. 

h.  Does  the  Government  possess  any  report,  damage  assessment,  or  recommendation  by  the 
Office  of  the  National  Counterintelligence  Executive  concerning  the  alleged  leaks  in  this  case?  If 
yes,  please  indicate  why  these  items  have  not  been  provided  to  the  Defense.  If  no,  please 
indicate  why  the  Government  has  failed  to  secure  these  items.  See  Discovery  Request,  20 
January  2012,  paragraph  3(h). 

RESPONSE:  The  United  States  will  not  provide  the  requested  information.  The 
defense  has  failed  to  provide  an  adequate  basis  for  its  request.  The  United  States  will  reconsider 
a  renewed  defense  request  with  more  specificity  and  an  adequate  basis. 

4.  The  United  States  understands  its  continuing  discovery  obligation  and  acknowledges  its 
requirements  under  Article  46,  UCMJ,  the  Rules  for  Courts-Martial,  and  relevant  case  law. 

/O 

^CSHDENFEIN 
CPT,  JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


Prosecution  Response 


to  Defense  Discovery  Request 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer.  Virginia  2221 1 


3  July  2012 


The  prosecution  hereby  responds  to  the  Defense  Discovery  Request  dated  26  June  2012 
as  follows: 

1 .  The  prosecution  did  not  submit  a  request  specifically  to  Headquarters,  Department  of 
the  Army  (HQDA)  to  search  and  preserve  its  records  relating  to  the  accused.  See  Defense 
Discovery  Request,  para.  2(a).  The  prosecution  submitted  a  request  to  the  Department  of 
Defense  (DoD),  to  include  HQDA.  The  prosecution  will  produce  the  DoD  request  no  later  than 
6  July  2012. 

2.  There  is  no  “DoD  file  pertaining  to  PFC  Manning,”  outside  the  information  which  has 
already  been,  and  will  continue  to  be,  provided  to  the  defense,  to  include  but  not  limited  to  the 
prosecution’s  own  file,  law  enforcement  investigative  files,  military  intelligence  investigative 
files,  and  administrative  investigations.  See  Defense  Discovery  Request,  para.  2(b).  II  the 
defense  is  aware  of  any  specific  DoD  file,  the  defense  is  invited  to  submit  a  discovery  request 
with  reasonable  specificity  for  what  materials  are  sought.  See  id.  at  5.  The  prosecution  will 
continue  its  review  of  all  DoD  records  responsive  to  the  prosecution’s  above  request  and  produce 
those  records  consistent  with  the  Court’s  Rulings.  See  AE  CXLVII;  see  also  Ruling:  Defense 
Motion  Clarification  of  Ruling  Motion  to  Compel  Discovery  2,  25  June  2012. 


J.  HUNTER  WHYTE 
CPT,  JA 

Assistant  Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  via  electronic  mail,  on  3  July  2012. 


J.  HUNGER  WHYTE 
CPT,  JA 

Assistant  Trial  Counsel 
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UNITED  STATES  OF  AMERICA 

) 

)  Prosecution  Response 

) 

)  to  Defense  Discovery  Request 

Manning,  Bradley  E. 

) 

PFC,  U.S.  Army, 

) 

HHC,  U.S.  Army  Garrison, 

)  14  August  2012 

Joint  Base  Myer-Henderson  Hall 

) 

Fort  Myer,  Virginia  22211 

) 

The  prosecution  hereby  responds  to  the  Defense  Discovery  Request  dated  1  August  2012  as 
follows: 

1 .  The  memorandum/e-mail/document  from  the  Government  to  Marine  Corps  Base  Quantico 
(hereinafter  "Quantico")  requesting  that  they  preserve  and  produce  documents  and  information 
pertaining  to  PFC  Manning’s  confinement. 

RESPONSE:  On  8  March  2012,  the  prosecution  provided  this  document  as  part  of  its 
Response  to  Defense  Motion  to  Compel  Discovery.  See  Enclosure  1  to  Appellate  Exhibit  (AE) 
XVI. 

2.  The  names  of  the  individuals  who  the  Government  sent  the  Quantico  preservation  request  to 
and  the  date  which  the  Government  made  its  request; 

RESPONSE:  On  8  March  2012,  the  prosecution  provided  this  document  as  part  of  its 
Response  to  Defense  Motion  to  Compel  Discovery.  See  id  This  document  was  sent  through 
LtCol  Christopher  Greer,  Staff  Judge  Advocate,  Quantico  to  Col  Daniel  Choike,  Commander, 
Quantico. 

3.  All  documentation  provided  by  these  individuals  in  response  to  the  Government’s  request,  the 
date  this  information  was  provided,  and  the  individuals  who  provided  the  requested  information. 

RESPONSE: 

a.  In  August  2011,  the  prosecution  began  receiving  documentation  responsive  to  its 
preservation  request  and  continued  to  work  with  Quantico  to  identify  additional  information.  On 
20  December  201 1,  LtCol  Greer,  confirmed  that  “all  relevant  electronic  correspondence, 
electronic  files  and  hard  copy  documentary  evidence  regarding  the  confinement  of  [the  accused] 
in  the  possession  of  [Quantico]  official  have  been  provided.”  Enclosure  2  to  AE  XVI.  On  8 
March  2012,  the  prosecution  provided  the  defense  LtCol  Greer’s  statement  as  part  of  its 
Response  to  Defense  Motion  to  Compel  Discovery.  See  id 

b.  In  August  2011,  the  prosecution  started  producing  information  it  received  from  Quantico 
in  response  to  the  prosecution’s  preservation  order,  and  by  6  December  2011,  the  prosecution 
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produced  to  the  defense  all  documentation,  except  two  documents.1  On  25  July  2012,  and  in 
preparation  for  the  defense  Article  13  motion,  the  United  States  started  reviewing  emails  it 
received  from  Quantico,  pursuant  to  the  preservation  request,  for  potential  impeachment 
evidence  or  RCM  914/Jencks  material.  The  United  States  identified  eighty-four  emails  that  were 
obviously  material  to  the  preparation  of  the  defense,  because  they  fell  into  these  four  categories: 
(1 )  statements  by  Brig  officials  describing  their  classification  decisions,  including  the  factors 
weighed;  (2)  statements  discussing  chain  of  command  directives/orders  regarding  the  accused's 
confinement;  (3)  statements  describing  the  conditions  of  the  accused's  confinement,  including 
descriptions  of  the  accused;  or  (4)  pursuant  to  the  Court’s  prior  Ruling,  statements  involving 
investigation,  damage  assessment,  or  mitigation  measures.  See  AE  CXLVII.  The  United  States 
produced  these  emails  on  26  July  201 2.  The  defense  has  failed  to  provide  an  adequate  basis  for 
production  of  the  remaining  emails.  The  defense  is  invited  to  renew  its  request  with  more 
specificity  and  an  adequate  basis  for  its  request. 

4.  Any  other  e-mails  or  documentation  that  the  Government  is  aware  of  and  has  not  previously 
provided  to  the  Defense  dealing  with  PFC  Manning’s  confinement  conditions  while  at  Quantico. 

RESPONSE:  Absent  what  is  listed  above  in  response  to  paragraph  3,  below  in  paragraph  5, 
and  prosecution  work  product,  the  prosecution  is  not  aware  of  any  other  e-mails  or 
documentation  dealing  with  the  accused’s  confinement  conditions  while  at  Quantico. 

5.  The  prosecution  contacted,  or  attempted  to  contact,  the  below  individuals  for  any  e-mails  or 
documentation  relating  to  the  accused  or  the  accused’s  confinement  conditions.  The  prosecution 
responds  to  the  defense’s  request  as  follows: 

a.  LtGen  George  J.  Flynn.  LtGen  Flynn  is  unaware  of  any  emails  or  documentation  related 
to  the  accused  or  the  accused's  confinement  conditions.  LtGen  Flynn  is  searching  any  retained 
records  and  the  prosecution  will  notify  the  defense  if  any  such  material  is  found. 

b.  Col  Christopher  Miner.  Col  Miner  is  currently  deployed  to  Afghanistan  and  is  also  on 
R&R  leave.  The  prosecution  briefly  spoke  with  Col  Miner  who  stated  he  will  review  his  files 
when  he  returns  to  Afghanistan.  The  prosecution  will  notify  the  defense  if  any  such  material  is 
found. 


c.  Col  Royal  Mortenson.  Col  Mortenson  does  not  have  any  emails  or  documentation  related 
to  the  accused  or  the  accused’s  confinement  conditions. 


d.  COL  Carl  R.  Coffman  Jr.  COL  Coffman  does  not  have  any  emails  or  documentation 
related  to  the  accused  or  the  accused's  confinement  conditions.  Outside  what  has  already  been 
produced  or  provided  to  the  defense,  the  prosecution  will  disclose  any  additional  memoranda 


5  #n  13-14  August  2012.  the  prosecution  reviewed  its  database  and  identified  two  documents  that  were  not 
previously  produced  to  the  defense.  The  first  document  (BATES  ft:  00576678-00576684)  is  a  seven-page 
document  which  contains  information  previously  produce  1  to  the  defense;  however  the  cover  memorandum  and 
public  affairs  pages  were  not  produced.  The  second  docu  lent  (BATES  ft:  00506676-00506677)  is  a  two-page 
purchase  request  for  a  wireless  telephone  headset,  purchas  :d  for  the  accused’s  use. 
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signed  by  the  COL  Coffman  related  to  the  accused’s  pretrial  confinement  no  later  than  17  August 
2012. 

e.  Col  Daniel  J.  Choike.  Col  Choike  does  not  have  any  emails  or  documentation  related  to 
the  accused  or  the  accused's  confinement  conditions,  in  addition  to  the  what  he  provided  LtCol 
Greer  pursuant  to  the  prosecution’s  preservation  request. 

f.  Col  Mark  M.  Kauzlarich.  Col  Kauzlarich  does  not  have  any  emails  or  documentation 
related  to  the  accused  or  the  accused's  confinement  conditions.  Pursuant  to  the  prosecution's 
preservation  request.  Col  Kauzlarich  provided  all  emails  or  documentation  to  LtCol  Greer. 

g.  CDR  Han  Bui.  CDR  Bui  does  not  have  any  emails  or  documentation  related  to  the 
accused  or  the  accused's  confinement  conditions.  According  to  CDR  Bui,  any  notes  would  have 
been  annotated  in  the  accused's  medical  records,  which  have  already  been  produced  to  the 
defense. 

h.  CAPT  Mary  Neill.  CAPT  Neill  does  not  have  any  emails  or  documentation  related  to  the 
accused  or  the  accused's  confinement  conditions.  Pursuant  to  the  prosecution’s  preservation 
request,  CAPT  Neill  provided  all  emails  or  documentation  to  LtCol  Greer. 

i.  LtCol  Christopher  M.  Greer.  LtCol  Greer  does  not  have  any  emails  or  documentation 
related  to  the  accused  or  the  accused’s  confinement  conditions.  Pursuant  to  the  prosecution's 
preservation  request,  LtCol  Greer  provided  all  emails  or  documentation  to  the  prosecution. 

j.  LtCol  Amy  R.  Ebitz.  LtCol  Ebitz  is  cunrently  assigned  OCONL'S  and  is  currently  on 
Temporary  Duty  without  means  of  communication.  The  prosecution  has  been  unable  to 
correspond  with  LtCol  Ebitz  and  will  notify  the  defense  if  any  such  material  is  found. 

k.  CPT  John  Haberland.  CPT  Haberland  was  a  member  of  the  prosecution  team  until  he  was 
designated  as  the  legal  subject  matter  expert  for  external  public  affairs  in  August  2011.  Any 
emails  prior  to  that  time  are  work  product,  including  his  emails  concerning  Quantico.  Since 
then,  CPT  Haberland’s  role  has  been  limited  solely  to  public  relations,  not  the  prosecution  of  the 
accused. 

l.  CW05  Abel  Galaviz.  CW05  Galaviz  does  have  documentation,  including  his  own  report, 
emails,  status  reports,  and  notifications. 

m.  CW04  James  T.  Averhart.  CW04  Averhart  does  not  have  any  emails  or  documentation 
related  to  the  accused  or  the  accused's  confinement  conditions.  Pursuant  to  the  prosecution  s 
preservation  request,  CW04  Averhart  provided  all  emails  or  documentation  to  LtCol  Greer. 

n.  CW02  Denise  Barnes.  CW02  Barnes  does  not  have  any  emails  or  documentation  related 
to  the  accused  or  the  accused's  confinement  conditions,  in  addition  to  the  what  she  provided 
LtCol  Greer  pursuant  to  the  prosecution’s  preservation  request. 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  1 4,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

14.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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